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A New Deal for Biometrics  

 

 

In the last two decades, we have seen significant developments in the field of biometrics and 
identity management in general. Some of these developments have been technical, while many 
of them have been more procedural in nature, often following on from a change in policy or 
simply attitude. Have things got any better? Are we any safer? Have users realised any startling 
new benefits? It is hard to give qualified answers to such questions. In some respects, we have 
become lost in the hype and assumptions surrounding both biometrics and information 
technology in general. Our heads are full of big data, cloud environments, virtualisation, 
federated identity, mobile devices and a host of other concepts. Not that there is anything 
particularly wrong with any of these concepts in isolation, it is a question of getting things into 
perspective. A question of knowing what we really want and where we are headed. Some would 
say that we already have a clear picture of this, but what exactly is this picture based upon? 
Assertions from technology suppliers? Assumptions based upon unqualified technical theories? 
Creating infrastructures and functionality simply because it is possible to do so? Where is the 
intelligence in all of this? What central plan are we working to and for whose benefit? 

Perhaps it is time to take a step back and reconsider the broader position. Everything in life is 
subject to an evolutionary effect, including civilisation itself and the development and use of 
technology. However, an uncontrolled evolution meanders its way into random situations which 
are not always beneficial. Such is the case with our use of technology, especially information 
technology. What started off as a useful aid to organisational operation has now become a 
bloated, complex and hugely expensive nightmare for many. We seem to have lost our sense of 
proportion and, especially, our sense of direction in relation to the task at hand. We are now in a 
cycle of technology for the sake of technology and, very often, completely divorced from the 
original purpose. A similar situation may be developing with the ubiquitous use of biometric 
technology, whether it makes operational sense or not. The more we entwine biometrics with 
other technologies, simply because it can be done, the hazier our original purpose becomes. 
Then there is the broader societal picture. Who are we doing this for, and why? Mostly it is 
government agencies imposing such technologies on citizens, but for whose benefit? Is elected 
government not supposed to be serving the populace? Who is working for whom? Such 
questions are beginning to surface in the media and elsewhere.  

The confusion we have created is not the fault of technology per se, but more a result of our 
incomplete understanding of the same, coupled to a lack of clear direction. The usage of 
biometric technology is no different. We are still making assumptions around what the 
technology can and cannot achieve and we continue to underestimate the effects of variables 
introduced by user factors and the combination of user and environmental factors. But perhaps 
the biggest conundrum of all lies in the area of purpose. The law enforcement dream is of course 
to have biometrics registered for everyone on Earth in order that they can simply take location 
based forensic data and match against a database in order to identify and convict felons. 
Government agencies and financial institutions will use the same databases to tie individuals to 
transactions, while others will use the same information for targeted, predatory marketing. Every 
individual will be monitored at every turn and identified via their biometric traits, with 
information appertaining to their personal situation sold and marketed, without their consent, for 
the sole benefit of others. Many will hold that we have, in fact, reduced human beings to 
numbered commodities for the purposes of exploitation via almost any entity which chooses to 
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do so, and for almost any reason. This is what we have enabled via technology, but is this really 
the world we want to live in?  Is this what thousands of years of civilisation has brought us to? 
The current paranoia around identity management invites such questions. 

The irony is that this brave new technological world doesn’t necessarily behave quite as we 
think, and the automated conclusions we come to may not be as reliable as we suppose. Indeed, 
as we create an increasingly complex global information infrastructure, we also create an 
increasing opportunity to subvert it. Those with an inclination to do so will simply exploit our 
over-confidence in the associated technologies for their own purpose. The concept of identity 
will shift into something which becomes increasingly divorced from the individual, as it 
becomes more of an artificial entity which may be manipulated accordingly. In our devaluation 
of the individual, we have opened the doors to many ills which, if we are not careful, will spread 
like viruses throughout our technological world. In the case of biometrics, we assume that a 
biometric match qualifies the identity of the individual. Actually, it does not. Nevertheless, we 
shall cling to such assumptions and follow the trail through our convoluted processes 
accordingly and, providing the technology doesn’t falter, we shall believe what it tells us. And 
what it tells us is subject to both manipulation and interpretation.  

It is surely time to rethink our use of biometric technology. Firstly, we need a defined and 
documented clarity of purpose which outlines where and when such technologies may be used 
in a manner which is sympathetic to both individuals and society. The Biometrics Constitution 
and Biometrics Charter document templates would represent a good first step in this direction. 
These documents encourage us to ask many pertinent questions around the registration, 
management and use of biometric data. We should also think about our interpretation of the 
word ‘identity’ and the many contexts in which it is used. Even personal identity is not a 
singular concept. And yet, a biometric is assumed to be so. We should therefore be thinking of a 
biometric as a means to align an identity with an individual, only in circumstances where such 
an alignment is beneficial. While the various identities associated with an individual may or may 
not be in the public domain, the biometric should be under the control of the individual. 
Certainly, it may be registered under a controlled rigour, and may additionally be required when 
requested by specified government agencies in relation to exceptional events. However, the 
detail of such usage should be specifically defined and published, together with associated roles 
and responsibilities around the use and destruction of biometric data. If, at all other times, the 
biometric was under the control of the user, we could create a much more meaningful and 
efficient infrastructure. The use of a biometric check should be the exception and only 
undertaken for instances where a verified identity is deemed to be critical to the transaction at 
hand. In many instances, this will simply not be the case, and there will be little point in 
complicating the operational scenario with the use of biometrics. We must discard our paranoia 
around identity management and place the concept of identity in a proper perspective. In many 
cases, it is not actually as important as we have come to believe. 

The other area where we need to revise our thinking is with respect to biometric technology 
itself. The common understanding of biometrics in the biological sense is itself somewhat 
flawed, especially with regard to their relative stability and uniqueness. With respect to the 
technicalities of a biometric matching transaction, there are also many flawed assumptions. 
These stem from a misunderstanding around the use of matching thresholds and the granularity 
of matched features; and the binary approach we have taken towards the process. This 
misunderstanding, in turn, leads to assumptions around the efficacy of a biometric match (or 
mismatch) which are not scientifically qualified. Yet we persist in using the results of such 
transactions as decision vectors. Ironically, this can work against the very objectives that we 
believe we are supporting with our biometric ‘systems’. It is time that we stepped back and 
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reconsidered both our assumptions and the practical use of this technology. The author has 
previously recommended developments such as the Proximity Matching Method and other 
practical approaches that would considerably enhance the robustness of biometric matching 
transactions. We need to explore these techniques and develop a better rigour and understanding 
around the fundamental matching principle. This understanding should be tempered with an 
equal appreciation of user and environmental factors and the variables that these create, 
especially with regard to both spatial and temporal dynamics. In addition, these factors are 
particularly relevant to the use of mobile devices. Within distributed systems, we must also 
consider the equivalence of both user experience and technical performance across nodes, a 
crucially important factor if reliable inferences are to be derived from transactional results. 
Equally, we must understand and consider equivalence with respect to the various registration 
processes in place. Currently, this area is very weak. The net result of this currently rather vague 
situation is that the confidence we entertain towards our expensive and generally over hyped 
systems is often misplaced. This is not to say that they are not useful, but that they are a long 
way from realising their potential. Furthermore, the instances and purposes for which they are 
used at all, similarly need to be reconsidered. 

In conclusion, it is time for a new deal for biometrics. The technology has been much maligned, 
over hyped and generally misused from the broader societal perspective. And yet we can, with a 
little intelligence, employ it to good purpose in a manner which is supportive of the individual 
while simultaneously becoming more pertinent to the law enforcement and intelligence 
communities. It is largely a matter of a change of attitude, coupled to the establishment of 
intelligent, fair and open policies with regard to the usage of the technology. In addition, there is 
a need for a closer international coordination, as previously highlighted by the author in the 
document proposing an International Identity Foundation. Indeed, the whole concept of identity 
as currently perceived might also be usefully overhauled as we progress into the twenty first 
century. 

Human civilisation has evolved over thousands of years, developing wondrous things in both the 
arts and sciences. The wheel, railways, telephones, recorded sound, the camera, music and 
theatre... we have also made significant advances in medical science and put man into space. 
Surely, we can do better than this with respect to the use of biometrics and identity 
management? Yes, it is time for a new deal. Who shall lead this discussion? 
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