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APEX  Automated Performance Execution and Control 
 
 
Background 
 
Among the most significant issues with regard to the implementation of large scale applications which 
employ biometric identity verification, are equivalence of performance and centralised monitoring and 
control of performance. These issues are particularly pertinent to public sector applications where 
assumptions may be made, or conclusions drawn from the results of a biometric check, which may in 
turn result in denial of service or the initiation of further processing. The situation is further 
complicated by the wide distribution of points of presence (nodes) and the potential for shared 
infrastructures or shared data. A lack of equivalence in realised performance across nodes will lead 
directly to reduced confidence in biometric identity verification transactions and substantially 
increased error rates. Furthermore, without an audit trail of realised performance, it is difficult to 
understand precisely how well a given implementation is meeting its goals. 
 
To address the situation outlined above, the concept of Automated Performance Calibration (APC) 
was introduced by Avanti in August 2004, together with a software model to demonstrate the principle 
(this model may be downloaded from the tools section of  www.avanti.1to1.org ).  Following on from 
this, a software architecture named APEX was developed in order to implement the APC concept.  
 
 

 
 

Figure 1. Simulating the APC concept 
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APC enables the equipment installed at a verification point of presence to be self monitoring and self 
calibrating according to an agreed set of parameters. Because APC is working on realised performance 
it represents an accurate situation, and adjusts parameters in real time in order to maintain performance 
within reasonable limits. Thus, a series of nodes equipped with APC may be given the same base 
operating parameters, around which they will self regulate their individual calibration in order to 
provide a consistent level of performance. We now have confidence that there is an equivalence of 
performance across this group of nodes. Furthermore, this may be corroborated from a central 
monitoring location. 
 
It should be understood that there are many factors affecting the realised performance at a single node. 
In addition to the obvious technical issues, there are also environmental and human factors which may 
have a significant affect upon performance and will often be unique to a particular location. 
Multiplying this reality across tens, or hundreds of nodes, creates a highly complex situation with 
regard to equivalence of realised performance. APEX is a particularly valuable tool in this context as it 
automatically compensates for such irregularities across nodes, providing an overall equivalence of 
performance across the entire application, even if the nodes are situated in different states or different 
countries. Furthermore, APEX maintains realised performance according to a specified level. 
 
 
The APEX Software Model 
 
APEX provides the central control for APC equipped nodes distributed across an application. It has 
three primary objectives. To send control data over a network to all the nodes within the application. 
To receive performance data over a network from all the nodes within the application. And lastly, to 
provide real time monitoring and an audit trail of performance across the entire application. These are 
important tasks which, together, provide a unique intelligence and control with respect to the use of 
biometric technology in large scale applications in both the public and private sectors. The APEX 
software system consists of host software at the central monitoring position and node software running 
at each node. The node software communicates with the host and, in turn, communicates with the 
biometric device, collecting transaction ‘scores’ and sending the device dynamically updated threshold 
adjustments. The host software thus has full information about the performance of each device, 
including an automatically generated alert if performance drops below a pre-defined level. 
Furthermore, reports may be easily generated from the internal transaction databases which log both 
outgoing and incoming messages, providing a time and date stamp for each one. These pre-configured 
reports may be generated with a simple button click and may be saved in HTML, RTF or PDF 
formats, making for easy internal distribution as appropriate. 
 
A database is also provided within the host software for remote nodes, storing both their IP address, a 
user defined name for each node and a freeform area where detailed notes may be made and stored 
relevant to each node. This provides a useful, centralised picture of the entire application, which may 
be annotated and developed over time, with new nodes easily added as the application scales upwards. 
It is possible to restrict incoming communications to only those IP addresses within the node database. 
This provides an element of security. Similarly, the nodes may only accept communication from the 
host IP address. 
 
There follows some screen shots of the APEX software, which will provide the reader with a good 
impression of what the software does and how it works. Please note that continued development may 
change the detail of the current software slightly from that depicted here. 
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Figure 2. The APEX Control Screen 
 
 
The APEX control data consists of a performance criterion for acceptable error rates, and a transaction 
sample size criterion for monitoring purposes. These are easily selected from simple drop down 
dialogues and a single button click distributes control data to every node on the system. Any updates 
or changes to this control data are captured into an integral database, providing an audit trail. An 
inbuilt security filter ensures that only registered nodes may communicate with the host software. 
 
When the nodes have received new control data, they will immediately implement the new 
instructions and start working towards the new performance requirements. According to the set sample 
size, they will also be averaging realised performance across sample sets and sending this information 
back across the network to the APEX control software, where it will be displayed on screen and 
written into a transaction database, providing an audit trail of realised performance for every node on 
the system. Thus, at any point in time, program managers will be able to understand realised 
performance across the entire application, even when nodes are widely distributed geographically. 
Furthermore, they will be able to observe trends in performance (for example when a critical mass of 
users have become habituated) and adjust the control parameters to suit in response. Importantly, they 
can achieve all this from a central, secure location, without having to visit each node in order to 
analyse performance or make adjustments. In this respect, the implementation of APEX can provide 
very significant cost savings in relation to a given program, in addition to providing unprecedented 
levels of monitoring and control. 
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Figure 3 APEX Monitor Screen 
 
 
APEX additionally provides the ability to generate a standardised set of reports around application 
performance, which may be stored as electronic files in a variety of formats as well as being printed on 
standard printers. This provides meaningful management data for reviews in a fast, simple to operate 
manner. This is particularly pertinent for public sector applications where there are societal 
implications around the introduction of such technology, and where accurate ongoing information is 
essential for government purposes. APEX information is derived from actual realised performance 
across every node in the system and thus reflects a true picture of the overall situation. 
 
The APEX Node software sits at the node position and handles communication between host and 
node, as well as interfacing with the biometric device at the node position. This is simplified so that 
the device simply has to output a score and be capable of receiving an updated threshold level. 
Everything else is handled by the APEX Node software. A simple, local RS232 link has been provided 
in order to enable easy connection between the biometric device and the APEX Node software. In 
order to be APEX compliant, device manufacturers simply need to be able to output a score for each 
transaction and accept an input to dynamically adjust the matching threshold. 
 



 APEX White Paper  Page 5 of 7 

 
 

Figure 4 The APEX Node software 
 
 
The APEX Node software features simple installation and provides clear, visual feedback of pertinent 
communications, with the ability to start and stop both types of communication (to host and to device). 
Once started, it can simply be left to run and will communicate back and forth with the host and the 
biometric device automatically as required. 
 
Both the host software and node software is designed to run on straightforward Microsoft Windows 
based PC platforms. The PCs must have network access (either in respect of a closed loop network, or 
the Internet). If the Internet is used, then continuous Internet access must be provided. Dedicated 
computers are recommended for APEX, although they can be of modest specification in most 
instances.  
 
 
Implementing APEX and APC 
 
Implementing the APEX system is actually quite straightforward and will in most cases be easily 
accomplished, even for large numbers of nodes. The primary requirements are that: each node must be 
running the APEX Node software and be connected to the network, and that all node IP addresses are 
identified and entered at the central control position. Once communication is established, the system 
may be left to run, automatically gathering data from the nodes and building a performance database.  
 
It will be necessary for the biometric device manufacturer to interface with the APEX Node software 
in relation to their own device and its specific performance. However, this will be easily accomplished 
in the vast majority of cases as APEX builds upon functionality that is mostly already existing at 
device level. The Biometric Operability Index (BOI) will prove invaluable in this respect, to help align 
specific devices to the range of performance criteria articulated within the APEX system. This task 
will typically be undertaken in coordination with the systems integrator. The physical node must of 
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course have integral processing capability and a network interface. In most cases, this will be provided 
by the equivalent of a PC motherboard integrated into the node hardware structure. However, other 
configurations are possible and the systems integrator will be able to advise implementing 
organisations accordingly.  
 
At the host position, installation will be particularly straightforward and easily undertaken by the 
implementing organisation if desired. The primary setup task will be entering the node IP addresses 
into the system, after which it can immediately be used to initiate communication and download 
control data to the nodes. 
 
 
The Business Case for APEX 
 
The business case for APEX is compelling, especially as the software shown here is freely available to 
legitimate government departments. Indeed, at the time of writing, it is currently the only known 
methodology for providing an equivalence of performance across nodes, coupled to real time 
performance monitoring and remote central control of operational parameters. Without these facilities, 
the operators of a large scale application featuring biometric identity verification will have little or no 
idea of how individual nodes are actually performing and how equivalent this performance is across 
the application. Furthermore, they will have no way of quickly compensating for unsatisfactory 
performance in a uniform manner. Indeed, they will probably not even know whether the overall 
application is performing in a satisfactory manner or otherwise. With respect to a large scale public 
sector application, such a lack of information would be particularly worrying. Even with respect to a 
smaller scale, closed loop application within the private sector, this lack of operational data would be 
far from ideal.  
 
In relation to any overall program, the implementation of APEX will be trivial. However, it will 
provide very significant benefits in areas of monitoring and control which would otherwise be 
impossible. It additionally provides an ongoing tool with which to understand the larger application, 
even as the application grows and additional nodes are added, ensuring a consistency across location 
and time. This will be very important for users. 
 
From a political and operational perspective, APEX provides both a confidence in the level of 
automated checking being undertaken, together with accurate data about how the application is 
actually performing. Furthermore, it can demonstrate an equivalence of performance across nodes, 
ensuring that the operation of an individual node is not compromised due to a misunderstanding of 
how it is performing. 
 
Consider for a moment, a national application with 250 nodes distributed across a wide geography 
encompassing various local administrations and support functions. How would we set the initial 
configuration of each node? Even if we could set each node’s technical characteristics to be exactly 
the same, this would be absolutely no guarantee that they would deliver the same realised 
performance, due to the myriad external influences, not to mention human factors. Once the 250 nodes 
were initiated and working, how would we know if node number 17 is performing in an equivalent 
manner to node number 117? Or indeed, any of the nodes in relation to each other? We could 
laboriously sit at each node and conduct an in depth analysis of performance and related issues, fine 
tuning the performance threshold calibration as we go, but how much resource would this take? At 
what cost? For how long would we be prepared to support such an exercise? When we stopped this 
activity, we would soon be in the dark as to actual realised performance at each node. There are other 
effects to consider, such as performance drift of the capture devices themselves. How do we 
compensate for this? If the mix of our user base changes significantly, either over time or at a 
particular location, this will also have direct affects on performance.  
 
Consider the scenario outlined above once again, only this time with 500 nodes. Then with 750 nodes, 
or 1000 nodes, or 2000 nodes. What will the overall performance picture look like in each of these 
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scenarios? Without APEX, it would be difficult to say. With APEX, we would know precisely, 
however large the application grows. Without APEX, we would have no direct control over 
performance, unless we continuously monitor and adjust each node on site individually. With APEX, 
we have direct control over realised performance from a single, central location. Without APEX, we 
have no effective audit trail of performance across time and location. With APEX, we have a detailed 
audit trail for every node on the system.  
 
The business case for APEX is clear. The benefits outweigh the modest investment in time required to 
implement the concept by a considerable degree. It is hard to imagine a large scale implementation not 
including the APEX methodology as a matter of course. 
 
 
Conclusions 
 
APEX unquestionably represents a significant step forward with respect to the implementation of 
biometric technology. This is especially so for large scale applications in the public sector, and even 
smaller, closed loop applications will benefit from the enhanced intelligence and control which APEX 
provides. With the advent of APEX and APC, applications featuring biometric identity verification 
can, for the first time, demonstrate realised performance, not just at a single point of presence, but 
across the entire application, regardless of geographical distribution. Furthermore, also for the first 
time, we can realise equivalence of performance across nodes in a simple, easy to understand and easy 
to implement manner. In short, APEX makes the difference between an application which happens to 
include biometric functionality, and an application which successfully integrates biometric 
functionality in a controlled and understood manner.  
 
It is considered that the benefits provided by APEX are in the common interest, including the broader 
public interest. Clearly, if public sector applications featuring biometric technology are going to be 
implemented, then we should ensure that we understand and can control realised performance 
according to specified levels. We should also be able to provide an audit trail of realised performance 
and be able to demonstrate an equivalence of performance across nodes. APEX enables all these 
things and represents a significant step forwards for the responsible and ethical implementation of 
biometrics in public applications. For this reason, the APEX software is being made freely available to 
legitimate government agencies in order that they may realise the benefits of this concept. 
 
For further information about APEX , please email  apex@1to1.org 
 
 
 
 


