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Introduction
The concept of using digital certificates to
authenticate electronic connections and
transactions of various kinds is now well
established after something of a slow start.
This was primarily due to the perceived
complexity of managing a Public Key
Infrastructure within a typical organisational
model. To get around this obstacle, at least
for internal use, it was often common
practice to simply issue self signed
certificates with very long expiry dates
wherever possible. Continued usage and a
wider exposure, particularly in relation to
the Internet and SSL certificates, has served
to popularise the concept to the point where
the use of digital certificates is more or less
expected within the broader gamut of IT
processes. The more popular commercial
Certificate Authorities offer a range of
certificates and associated services to cover
most eventualities, from simple web based
handshaking to document certification and
code signing. In addition, there are several
software suppliers offering certificate
management  systems which seek to simplify
and automate the operation of a corporate
PKI. Consequently, the use and management
of digital certificates is no longer the black
art that many perceived it to be in the early
days. Indeed, it is now an essential
operational component of any organisational
IT system.

There exist additional challenges however as
a result of ongoing technology developments
including the explosion in the use of mobile
devices and the attendant use of third party
infrastructures or ‘cloud’ based systems.
Furthermore, the concept of identity
management has similarly evolved in order
to accommodate the increased scope of
usage enabled by the aforementioned
technological developments. Within this
identity management evolution, many will
speak of federated identity and the use of
biometrics and there will be many associated
models proposed in this context. However,
the verification of a claimed biometric
identity presents additional challenges when

incorporated into these new models. Indeed,
even when used within more conventional
closed loop architectures, there are several
factors which remain poorly understood with
regard to the use of biometrics. Therefore,
extrapolating this use to infrastructures and
use cases which are of an entirely different
nature becomes quite interesting. Within this
scenario it is perhaps inevitable that, sooner
or later, the possibility of using biometric
certificates will be considered. This paper
consequently explores the concept and offers
some suggestions for future consideration in
this context.

What is a Biometric Certificate?
From here on in this document, when the
term ‘Biometric Certificate’ is used, it shall
refer to a digital certificate which
incorporates additional fields for biometric
data. It is proposed that this data consists of
a mathematical representation of the
biometric trait, plus some associated
metadata which shall be described later.
When capturing a reference biometric for
storage and subsequent comparison with
other instances (live or otherwise) the data
may be in the form of an image of the
biometric trait, as sometimes implemented
with facial recognition systems for example,
or a mathematical representation of the trait
expressed as a biometric template code. The
latter is preferable for several reasons. It is
inherently more secure from a privacy
perspective, generally more efficient from a
data storage and transportation perspective
and often computationally more efficient
during the matching process. The code in
question will be derived from an evaluation
of the captured biometric trait, during which
a number of distinctive features will be
noted and registered within the code. The
higher the number of features captured, the
more robust the individual code, or template
will be. For the purposes of this paper and
from the perspective of a possible biometric
certificate, it will be assumed that the
biometric will be expressed as a
mathematical code. Consequently, it is
entirely feasible that such a code might be
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incorporated as an additional field within the
digital certificate, just as a public key is
today.

Also embedded within the certificate would
be metadata associated with the biometric.
This could include the biometric registration
authority, the date and place of registration
and so on. Importantly, it would also include
the quality quotient to be used with the
Proximity Matching Method (PMM) for
matching purposes. Indeed, the concept of a
biometric certificate is perfectly aligned with
the PMM as the latter provides a uniformity
of biometric matching, no matter where this
matching is undertaken. Consequently, an
equivalence of performance across nodes is
realised, while the matching mechanism
itself may be kept simple and to a known
standard. This is vitality important in
relation to remote transactions and identity
verification across third party infrastructures
such as the cloud. Like all good things, the
concept of a personal biometric certificate
incorporating the Proximity Matching
Method is elegant in its simplicity while
remaining powerful in operation. All the
information needed to undertake a match
with a live sample (or against another stored
sample for that matter) is contained within
the certificate itself. Furthermore, as a result
of the inherent PMM functionality, any
certificate may be matched anywhere with a
guaranteed consistency of performance. This
in turn translates into a known and consistent
level of trust which may be accommodated
within the design of any application in a
uniform and understood manner.

The Matching Engine
Having conceptually designed the certificate
itself, attention may be turned toward the
design of the matching engine. Once again,
the inherent functionality of the PMM
approach makes this a relatively simple
matter. All the matching engine needs to do
is to read in the reference template and the
PMM quality quotient from the certificate
and match the reference against the supplied
live sample, using the PMM quality quotient

to set the matching threshold. Having
undertaken the match, it simply returns a
binary match or no match result, together
with a likeness score which may be logged
for analytical purposes. If several compatible
matching engines were to emerge, there
would be a requirement to standardise the
range covered by the matching threshold,
ensuring that they responded to the
certificate data in a like manner. Actually,
this is not difficult to achieve and some may
recall the Biometric Operability Index,
introduced by the author a decade or so ago.
This could be refined and reintroduced in
order to support the operational requirements
of biometric certificates and the Proximity
Matching Method.

Within a given operational infrastructure,
consideration must be given as to precisely
where the matching engine resides
architecturally, secure communication
between the matching engine, the certificate
and the live sample, and the integration of
the result with the host application. In this
respect, much will depend upon the nature of
the service being used. If this is being
supplied by a third party, then some sort of
API will no doubt be provided in order to
integrate the functionality into the host
application. Alternatively, the certificate and
PMM functionality may be embedded
directly into the application, whether this be
an operating system or a specific operational
software application. In any event, the
architecture may be kept simple and secure,
making use of available communications
protocols and encryption algorithms as and
where applicable.

Capture Devices
In a similar vein, the design of biometric
capture devices must be considered as, for
each methodology, they must be capable of
capturing the biometric sample to a
resolution equal to that of the highest
resolution allowed for by the Proximity
Matching Method. While the physical design
of such devices may vary according to
presumed application, the performance of
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the devices must be at least up to a known
and agreed standard. The Biometric
Operability Index will be of significant value
in this context as it may be used in the
evaluation and specification of capture
devices. While on the subject of biometric
capture, the various biometric traits suitable
for inclusion in a biometric might usefully
be considered. Ideally, a single biometric
would be used universally, such as a
fingerprint for example. However, it may be
that an alternative methodology, such as iris
recognition be considered. Here is where a
clarity of purpose is required. Within the
context of a biometric certificate, the
biometric trait itself is not important as we
should not be using it for any other purpose
outside of that of the certificate
functionality. Consequently, it should be
perfectly possible and reasonable to focus
upon a single trait. The reason why an
alternative trait might be allowed for, would
be to accommodate situations where, for one
reason or another, the primary biometric
cannot be captured. In this instance, the
agreed alternative methodology might be
acceptable. However, it should be borne in
mind that, from a practical application
perspective, this may mean a duality of
capture devices at every operational point of
presence, at least within publically
accessible systems. Which type of trait has
been used will be noted within the biometric
certificate metadata and this will be read at
the matching engine interface together with
the PMM quality quotient. The physical
location of the capture device in relation to
the matching functionality presents some
interesting options. One possibility is that a
mobile device such as a smart-phone or
tablet acts as the capture device (with the
addition of suitable software). However, the
biometric reference itself would be better
registered under the auspices of a proper
Registration Authority who has the ability to
verify the identity being registered to a
known and agreed standard. This standard
will include the specification of registration
equipment as well as the policies and
processes around the verification of the

claimed identity. Where this is undertaken
might depend upon the application. For
example, banks might usefully offer such a
service in order that the biometric certificate
be accepted for financial transactions up to a
certain limit. Government agencies might
similarly establish their own Registration
Authorities in relation to biometric
certificates used for civic purposes,
including entitlements. There exist a range
of potential applications.

Conclusion
A brief outline has been provided within this
document, primarily for discussion purposes.
The author would welcome further comment
and would be happy to engage in ongoing
discussion and refinement of the concept. If
biometric certificates are to become a viable
entity within the broader realms of identity
management then, ideally, some sort of
governing body would need to be
established in order to set minimum
specifications and offer guidance. This
should also be considered and discussed,
perhaps with some recommendations being
proposed accordingly.

Contact may be made via the Biometrics
Research web site at;


