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Introduction

Why do we need a Biometric Users Charter?
As biometric technology becomes more common place in both the public and private
sectors, it is natural that prospective users will have questions, or even concerns,
around the use of their personal biometric data as well as other information held in
associated records.

Such concerns are perhaps perfectly reasonable given the record of both government
departments and commercial organisations in the management of personal data.
Whilst there are encouraging moves in some quarters to improve this situation, it is
never the less an area which continues to give cause for concern.  Furthermore,
biometric data is perceived as being particularly personal in nature, with an increased
risk factor to the bona fide individual if this information is misappropriated or
otherwise compromised.  We can replace a password, we can change our telephone
number, we can even move house, but we cannot (practically) replace or change our
biometrics.

There are those who would make light of, or even seek to ridicule such concerns.
However, in order for the biometrics industry to progress and offer valuable
functionality within an ethical framework, such concerns must be faced squarely and
properly addressed.  One problem in this respect, is that, due to a general lack of
awareness around precisely how these systems are implemented, prospective users do
not necessarily know which questions to ask of an organisation seeking to enrol them
into a biometric system.  Similarly, organisations wishing to implement such systems
in an acceptable and ethical manner, do not necessarily understand the fine detail of
user concerns.

There is therefore a requirement for a Users Charter in order to provide a framework
for intelligent dialogue between user communities and organisations seeking to
implement biometric related systems on a significant scale.  BANTAM hereby provides
such a charter in the form of a user ‘check list’ which poses pertinent questions to be
asked in respect of a proposed system.

The Biometric Users Charter will be subject to revision and refinement, and
constructive comments may be submitted to bantam.users@ntlworld.com  in this
context.
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Questions to be asked in relation to the proposed use of biometric data in
public or commercial systems for personal identity verification purposes.

1] The nature of biometric data to be held

1.1 What exactly does that data consist of in it’s stored format?  For example, is it a
graphical image, a binary representation, an ASCII code, or held in some other
format?

1.2 Is it possible to reverse engineer this data and recreate the biometric in such a
way that it may be recognisable as such?

1.3 What is the size of the biometric template?
1.4 Can the template data be read or opened as a file by commonly available

applications such as text editors?
1.5 Can the biometric data be manually edited?

2] Storage of biometric data

2.1 Where exactly will the biometric data be stored?
2.2 Will additional copies of this data be made for backup purposes?
2.3 If backup copies are to be made, where will these backup copies be stored?
2.4 What is the procedure for backing up such data, and how often is this

undertaken?
2.5 What is the procedure for deleting stored biometric data?
2.6 Who has the authority to perform administrative tasks in relation to the stored

biometric data?
2.7 How is biometric data related to other personal demographic information

within the database or data warehouse?  For example, is biometric data stored
in the primary user record?

2.8 Is the biometric data regularly updated?  If so, how is this achieved?
2.9 How is the biometric data record accessed and used in relation to a transaction?

instance?

3] Security of biometric data

3.1 Is the stored biometric data encrypted?  If so, to what standard?
3.2 Is the transmitted biometric data encrypted?  If so, at which physical point does

this encryption take place?
3.3 How, under what circumstances and where does decryption take place?
3.4 What protocols are used in the transmission of biometric data between

(physical or logical) systems components?
3.5 What security measures are in place to protect the physical storage of biometric

templates and the applications which process them?
3.6 How are individual templates protected against data corruption?
3.7 What anti virus measures are in place in relation to the infrastructure proposed

for this system?
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4] Access to biometric data

4.1 In precisely what context is this data used?
4.2 Who else can use this data within your organisation?
4.3 Is this data shared with any external organisations or affiliated departments?
4.3 Who else can see this data?
4.4 How can I see this data?
4.5 What is the procedure for checking the accuracy of data held in my personal

record?

5] Management of biometric and related data

5.1 Who is responsible for the management, administration and security of this
data?

5.2 Whose property is this data from a legal perspective, in relation to the
application in question?

5.3 What safeguards are in place against the fraudulent use of such data?
5.4 What is the contingency if the data is compromised?
5.5 How and when will I be notified of any misuse, corruption or other issues

arising from the storage and use of my biometric data?
5.6 How will deletion of a biometric record be proven?
5.7 How can we guarantee that biometric data is only stored in the master

database?  For example, can enrolment stations potentially store template data
locally?

5.8 If biometric data is stored on portable tokens such as chip cards, how can we
guarantee that this data is not extracted at the time of transaction and held
elsewhere?

5.9 What security measures are in place in relation to the enrolment of biometric
data against my personal record?  For example, how is individual identity
verified at the time of enrolment?

6] User rights in relation to biometric data

6.1 What are my rights in relation to the use of my biometric data within the
proposed application?

6.2 Where may I inspect your current terms and conditions of use?
6.3 How will I be advised of changes to your published terms and conditions of use?
6.4 What constitutes a change to your terms and conditions of use?
6.5 In the event of a dispute around the use of my biometric data, what arbitration

policy is in force and how do I make contact?
6.6 Is the proposing organisation a member of any industry or consumer related

association? If so, how does this impact my relationship with the organisation
in question?
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Using the Biometric Users Charter

Potential users of a proposed or available system where an option of biometric identity
verification is available, may like to use the Biometric Users Charter as a questionnaire
to the organisation involved, in order to understand precisely how their personal
biometric data will be used.

Vendors and systems integrators may like to quote the relevant sections of the
Biometric Users Charter, together with their response as appropriate, in order to raise
awareness and encourage best practice in areas of systems architecture and data
security.

Organisations who have implemented, or are considering the implementation of
biometric functionality within their applications, may like to work together with
suppliers in order to respond to each section of the Biometric Users Charter in an open
and honest manner, thus promoting confidence in the use of their application from the
users perspective.

The Biometric Users Charter is intended as a vehicle for meaningful dialogue between
users and organisations implementing biometric and related technology.  It does not
represent an exhaustive list of related issues.  Neither does stated compliance
guarantee a particular level of ethical practice or security of data.  It does however,
encourage open and frank communication, which in turn, should help to ensure that
pertinent issues and concerns are fully taken into consideration, leading to well
considered systems being implemented within a responsible social framework.
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