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Biometrics and Big Data 
 

 
 

A discussion paper 
 
 
In recent years we have heard much about the concept of what has become known as ‘Big 
Data’. Usually, when this term is used, it is in the context of the interrogation of large data 
sets in order to derive some sort of operational intelligence. Proponents of the idea will 
posit that there exists a wealth of information resident within the data held by organisations 
that is rarely exploited and that doing so may result in some previously unrealised business 
related advantage. It will occur to many that, extrapolating this thinking into the 
interrogation of multiple large datasets, perhaps from disparate sources, may consequently 
provide correlated insights that are unobtainable from any single source. Naturally, such an 
idea will occur to government agencies as well as industry and academia. The marketplace 
will generate any number of tools whose purpose will be described as the exploitation of 
Big Data via intuitive controls and routines. They will boast fancy user interfaces with 
easily generated graphs and charts for a number of purposes, thought to be of importance to 
users. Rather less focus will be expended upon the realities of low level connectivity and 
the construction of intelligent queries, producing actionable results.  

Actually, the idea is hardly new. Any experienced database administrator will be aware of 
the number of ways in which data may be queried, collated and manipulated for different 
purposes. Furthermore, the inferences that may be arrived at via the correlation of events is 
everyday fare for many who manage datasets well and are concerned with ‘business 
intelligence’ in the broader sense. Nevertheless, the application of this new moniker will 
generate a new wave of interest in the exploitation of data. An obvious area of focus for 
many vendors in this context will be access and identity management. It will be a 
straightforward matter, for example, to extricate information from various system logs, 
write a few rules, and present either summary or specific information via an intuitive user 
interface. Of course, for this to work in any meaningful way, the user must know exactly 
what he is looking for and why. The ability to define such parameters precisely and in a 
manner which maps readily onto the lower level systems infrastructure, is a skill that 
requires multidisciplinary knowledge and which will typically be beyond the capacity of 
those who will actually use the system. Vendors will hope that this situation will result in 
the sale of a good deal of ‘professional services’ as they seek to come in and set the whole 
thing up on behalf of their clients, usually via a collection of stock queries believed to be of 
general interest. Such an approach will have, at best, a marginal success, but this is what 
many will end up with if they fail to properly consider what is actually meant by ‘Big Data’ 
and how the concept may or may not be of value to themselves.  

Within the sphere of access and identity management, and, especially, within the broader 
sphere of law enforcement and intelligence services, the question of how biometrics may be 
integrated into this Big Data picture will arise. There are various factors which will be 
important in this context, depending upon the questions being asked. For many, the 
attraction will be the ability to track the movements of individuals and make inferences as 
to their activities or intended activities. This might include the analysis of geographic 
locations, personal relationships, commercial transactions and other information. The data 
items feeding such an analysis may come from a variety of sources and might include 
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transactions undertaken using identity documents, payments, communications and other 
activities which generate electronic data. All of this may be undertaken without reference to 
biometrics of course, so what additional benefit do we derive from the analysis of biometric 
matching transactions? It is an interesting question. In theory, we should have a greater 
confidence that the individual undertaking the transaction is who we believe them to be. 
But based upon what information? A binary accept/reject flag set as a logical value within a 
dataset. Could this data field be manipulated and reset? Certainly it may be. Could the 
original matching transaction have been in error? Of course. Even assuming an authentic 
document hosting the reference biometric and an accurate biometric match against defined 
parameters, can we be certain of the individual’s true identity? No, we cannot. In other 
words, much depends upon the confidence we place in the entire chain of biometric events, 
from original registration and document issuance through to actual live transactions. A trust 
chain for which we shall have little first hand information. If we have the biometric itself, 
we may seek to correlate this with a stored sample in one or more datasets in order to 
confirm or deny an aligned identity. This of course takes time and the practice may be at 
variance with data protection legislation. Consequently, such a practice may occur only in 
relation to special circumstances of a national or international importance. In such 
instances, the approach will prove useful only if the supporting data are accurate.  

This is not to suggest that there is not a value in incorporating biometrics within our Big 
Data aspirations, but simply to place the situation in context. In most transactional cases, 
we shall be assuming that all the equipment has been correctly configured, that the 
biometric matching threshold has been set intelligently and that users have behaved 
consistently across transactions. This is a big assumption. Nevertheless, it is an assumption 
that might be readily incorporated into our endeavours if given an appropriate weighting. 
We must remember also that those with an interest in deliberately creating fraudulent audit 
trails, and there may be plenty with such an aspiration, will also exploit the concept of Big 
Data, including the use of transactions employing biometric technology. For those with the 
necessary resources and connections, it is a trivial matter to establish fraudulent, 
biometrically aligned identities, including the provision of authentic documentation 
supporting those identities. Constructing a carefully conceived audit trail, perhaps via a 
combination of social interaction on the Internet coupled with actual transactions using 
their fraudulent identities, will be straightforward enough. Thus we are faced with the 
situation that, within our ever increasing sea of Big Data, a good deal of it may be 
erroneous to start with. How may we distinguish between the fictitious and the real in this 
respect? The answer is, with great difficulty, if at all. Mostly, such errors will go unnoticed. 
Even worse, inferences drawn from such information will perpetuate and may be 
summarised and subsumed into other datasets, thus compounding the problem. When an 
error is discovered, it will need to be ‘unpicked’ from however many data instances exist in 
however many data sources in order to eradicate the problem. Such an action may prove 
problematic in itself, due to access rights and data ownership. Our derived intelligence may 
therefore not be quite as intelligent as we suppose. There is always someone striving to 
build a better mouse trap, including among the criminal fraternity. 

Is there an answer to this conundrum? Yes there is. It lies with the continuous improvement 
of our processes and procedures with respect to the use of biometrics in society, with the 
intention of significantly increasing the inherent data quality of associated transactions. 
This must start with the registration process and extend through to document issuance and 
reissue, the configuration of supporting infrastructure to a known standard and proper 
security procedures around the resultant datasets, both static and dynamic. Naturally, this 
will not solve the problem of the plethora of fraudulent biometrically aligned identities 
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already out there, but that is an issue which may be addressed in parallel. This activity, 
aligned with a realistic assumption as to the efficacy of biometrics as a technology and of 
biometric matching transactions, will serve to systematically improve the situation. 
However, in parallel with this initiative, we must also strive to make realistic assumptions 
around the practice of Big Data exploitation and the reliability of inferences made in this 
manner. There may be much that we can achieve which is of genuine value, but we must 
understand it in context. Ideally, we should see this as a supporting function and as a 
confirmation of existing intelligence, rather than intelligence in its own right. When viewed 
in this light it may become a useful tool. 

Similarly, from an access and identity management perspective, we must understand how 
the root level data is generated and what level of trust we may entertain toward it, before 
drawing inferences based upon it’s existence. This will especially be the case with regard to 
the use of biometrics. We must understand what a biometric transaction actually means in 
this context, and be cognisant of the possibility that any such data may or may not be 
genuine, or accurate. In addition, even for more generic data, we must be equally aware of 
the possibility of data errors and what this may mean proportionally as we scale up our Big 
Data endeavours. Furthermore, we shall undoubtedly witness some interesting 
developments in coming months with respect to cloud computing and the increasing use of 
third party infrastructures. The efficacy of access and identity management within such 
environments will be variable to say the least. There will be all manner of claims around 
federated identity and even the use of biometrics in the cloud. However, such techniques 
will, for a while, remain immature and the probability will be that we shall have rather too 
much confidence in such mechanisms as they become established. In real terms, it is 
possible that identity management becomes somewhat less effective across such 
infrastructures, at least in the early days.  

In summary, there will be much that we can achieve via the intelligent exploitation of data 
already residing in large datasets, whether in isolation or connected. However, our approach 
should be a combination of absolute clarity of purpose coupled to an in depth knowledge of 
root level data and its inherent quality, matched with an equal knowledge of writing 
intelligent rules around the extraction of such information. If we are drawing inferences 
from stored data, we need to understand the level of confidence that might be entertained 
toward this data. When we include biometrics within such a methodology, we need to be 
especially clear as to our understanding of what the results of biometric matching 
transactions, as expressed within the data, actually represent. The respective communities 
should be thinking about this now and ensuring that proper controls are in place to support 
such an understanding.  

 

          

   


