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Introduction  

The objective of the Biometrics Constitution is to provide guiding principles for the 
real-world use of biometric technology, both for systems designers, implementing 
agencies, support personnel and application users, in an open, easily digested manner 
to which all may readily subscribe.  

It aims to facilitate an ethical, responsible and consistent approach to the deployment 
of biometric technology within mainstream applications in both the private and public 
sectors. Implementing agencies and users may choose to expand upon the fundamental 
principles outlined within the Biometrics Constitution, in the context of their own 
particular situation. However, the fundamental principles herein are considered as a 
minimum requirement for responsible systems design and implementation. 

This document will be maintained over time in line with subsequent developments in 
the field of biometrics and their practical application. 
 

Scope  

The scope of the Biometrics Constitution is primarily around the use of biometric data 
within broader systems, together with the associated systems components and  
infrastructure. This inevitably touches upon the use of personal information and, in 
particular, the personal data aligned with a specific biometric as well as the biometric 
data itself.  

Any systems component or operational process which either collects, stores, processes 
or transmits this data is consequently in scope. The Constitution itself is deliberately 
minimal in its content, in order to maintain clarity and remain practical. Specific 
applications may have additional requirements according to functionality and local 
legislation, in which case, these should be taken into consideration. 

This document will outline some common factors, processes and operations, offering 
practical advice as to how such factors might best be designed, configured or used, 
according to the situation at hand. In each case, it is technology agnostic and focuses 
upon the underlying principles of operation rather than specific technologies or 
methodologies.  

 

Registration  

The registration process is vitally important in that it is the first point at which the  
biometric is captured and aligned with an identity. Any weaknesses at this point will 
undoubtedly be magnified as associated data proliferates throughout the host system 
and beyond. Furthermore, errors created at this point will tend to proliferate and 
become established as fact, whether or not the user is aware of them. Furthermore, the 
content of associated records, and therefore the perceived ‘facts’ of those records, may 
well differ across data repositories maintained by different agencies. Over time, the 
situation will simply become exacerbated. In the context of public sector applications, 
there is a consequential opportunity for fraudulent identities to be established, possibly 
associated with identity theft. The importance of the registration process cannot 
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therefore be overstated. It is a process which requires clear definition, design, 
operation and maintenance. The following principles are recommended for purposes of 
biometric data registration.  

Before registration takes place, the identity of the individual in question must be 
clearly established via a rigorous process of documentary checks and cross-validation, 
coupled to a personal interview between the individual and a properly trained officer 
representing the implementing agency. If there is any doubt whatsoever as to the 
legitimacy or accuracy of any such provided information or associated documentation, 
then the registration should be cancelled and the transaction recorded to this effect. In 
such an eventuality, the biometric of the applicant, might usefully be compared against 
previous applications before being discarded. The individual may then be instructed as 
to the acceptable evidence required to support the claimed identity, and a new 
appointment for registration made. There should be absolutely no compromise made as 
to the requirements for suitable evidence, together with the robust verification of such 
evidence. This is to protect legitimate applicants as well as the implementing agency. 
If a fraudulent or otherwise incorrect identity is registered at this stage, the probability 
of detecting it after the event will be minimal. The entire procedure, including the 
minimum documentary evidence required and the process for verifying it’s 
authenticity, should be properly documented. Where the registered biometric, together 
with any associated token, may be used across agencies and applications, then a 
minimum specification for the registration process should be published and agreed 
between all participating agencies. 

The registered biometric data may be saved in a secure master database together with a 
unique identifier which may be used to align the biometric data with a personal 
identity profile and the registration transaction. The personal identity profile should not 
be stored in the same database but may be aligned with the biometric when necessary 
via the unique identifier. This, identity agnostic, master database must be heavily 
secured from a networks perspective, preferably placed within its own segment behind 
a firewall, and all data must be encrypted, both at rest and in transit. Access to the 
database must be strictly controlled and limited to a few, named individuals whose 
access processes must be documented and limited to exceptional conditions such as 
when operational biometric data is lost or corrupted. Access control credentials for 
authorised individuals must be renewed at least every 90 days and approved by a 
responsible manager. Systems administrators must not have the capability to decrypt or 
otherwise access any data within the database. Alterations to data records may only be 
made, where necessary, by an authorised officer of the implementing agency. Any 
such transactions must be logged, together with the name of the officer concerned the 
date of change, and the reason for the change. Such logs will be copied to a centralised 
log management system where they will be securely archived for possible future 
analysis. 

The operational biometric reference data should, wherever possible, be maintained on 
a portable token such as an electronic identity document, from where it may be 
extracted temporarily for comparison purposes within an identity verification 
transaction. Access to the chip on the portable token must be securely controlled in 
order to ensure that only authorised applications and systems components may access 
the biometric reference template. After a comparison has been made, the biometric 
reference data must be deleted immediately from the system. If, from an operational 
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perspective, there is no alternative but to maintain an operational database of reference 
biometrics, then the biometric data must not be stored together with personal data 
about the individual in question, but may be stored with a single, unique identifier 
which may be used for data alignment purposes, only when absolutely necessary. In 
the case of an automated identity verification transaction, the unique identifier may 
easily be input from a token for the purposes of a one to one biometric check. In the 
case of a one to many biometric check, in most cases, there will be no reason to 
reference any personal data associated with the biometric, as the check will be 
primarily one of entitlement. In any event, the biometric, once matched, must be 
deleted from systems memory, together with the unique identifier and any reference to 
personal information. If web services and browser interfaces are utilised, these must be 
set so as not to cache any biometric, personal or related transactional data. The data 
should only be used explicitly for the purposes of the application for which it is 
registered, and no biometric or personal data should be exchanged with any other 
system, without the explicit permission of the user. It is anticipated that this would 
only be the case with respect to certain public sector applications. 

The particular systems architecture, including how and where biometric data is stored, 
under what circumstances it may be aligned with other personal data within an 
operational context and exactly how biometric data is used in the context of a live 
identity verification transaction, should all be clearly documented and provided to the 
user at the time of registration. The user must be able to discuss any such points if 
desired with a responsible representative of the implementing agency at the point of 
registration. If the use of a biometric is not compulsory for the application at hand, 
then this should be explicitly documented and the user offered the option to opt out of 
the biometric element of registration. Provision must be made for exceptions, 
including individuals with disabilities which may affect the efficacy with which 
subsequent identity verification transactions may be undertaken.   

Similarly comprehensive documentation should be created and maintained with regard 
to the design, configuration and implementation of any associated systems. This 
should include the original design specification and operational objectives. This 
documentation may be subsequently referenced in the event of any systems 
enhancement.  
 

Operation  

The operational system must be designed and constructed according to information 
security best practices, with all system components configured and locked down 
according to a documented configuration standard. Personal data, including biometric 
data, must be encrypted both at rest and in transit across and between systems 
components. Access control must be vigorously maintained with unambiguous, 
documented processes for requesting access and credential refresh, which should be 
enforced every 90 days as a minimum. The entire systems infrastructure must be 
properly documented, including device descriptions and addresses, versions of 
operating systems and middleware and details of the application software itself, 
together with dataflow diagrams depicting how personal data flows through the 
system. This documentation should form the basis of a change management system, 
whereby any infrastructural changes are agreed, documented, tested and finally 
deployed, at which point the change management database will be updated accordingly 
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and the documentation refreshed. Any such changes must be undertaken solely by 
named, authorised personnel and subject to a repeatable change management process 
which includes a full audit trail. Changes to personal information may not be 
undertaken except with the full acknowledgement and permission of the individual 
concerned. Any third party connections to the system must be properly documented 
and it must not be possible to access the biometric database, transactional database or 
any personal information from such connections. Architectural diagrams must be 
maintained in order to document how the core system is protected in this context. If 
third party infrastructures are utilised, particular care must be taken to understand the 
precise location of any relevant stored data and, in particular, any administrative access 
to it. The implementing agency shall be responsible for such data, irrespective of the 
systems architecture utilised. The implementing agency should also be aware of data 
protection and privacy policies in force at every geographic location where personal 
data may be stored, processed or transmitted. This information must also be made 
readily available to users of the system.  
 

Clarity of purpose  

For a given system and associated application, a Biometrics Charter Document (BCD) 
should be published and provided to every user of the system, stating clearly the 
precise purpose of the system, why it has been established, who the implementing 
agency is, and who is maintaining and administering the system on a day to day basis, 
together with full contact information for any issues arising out of usage, or general 
enquiries. In addition, this document should explain precisely how the user’s biometric 
is used for transactional purposes, where it is stored, how it flows through the system 
and what other personal information may be aligned with it. If any such data is 
legitimately shared with third parties, then this must be explicitly documented within 
the BCD and explained to users at the time of registration, including the purpose of the 
data exchange. The BCD should also document precisely what data protection is in 
place with respect to third party handling and management of associated data. The full 
provision of this information must form a part of any third party connection agreement 
between themselves and the host agency. 

The implementing agency must, within the BCD, make absolutely clear the specific 
purpose and day to day operational requirements of the system, including relevant 
points of contact and their various responsibilities. This must include complaints and 
escalation procedures.  

The Biometrics Charter Document must be defined and published before users are 
registered into the system. For applications in the public sector, the document should 
be published at least three months before the system is implemented and a mechanism 
provided under which prospective users may question or challenge any provisions of 
the document. Any such questions must be answered and resolved in full before the 
implementation date and, if the BCD is modified as a result, this must be re-published 
and the process repeated.  

Having clearly defined the purpose and scope of the system within the BCD, the 
operational scope must not deviate from this definition in any way whatsoever. If a 
change of scope is desired, a new BCD should be prepared and distributed to all users 
for comment. Only after a successful consultation with users, resulting in a majority 
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acceptance of the proposed changes, should such changes be implemented. In the 
absence of a majority acceptance, such proposed changes may not be implemented. In 
the case of public systems, a formal review board may be established in order to 
manage such consultation. 

The BCD should also refer to any relevant national data protection acts or policies and 
should state where such policies may be examined or from where they may be 
obtained. In the case of an application which operates across geographic borders, all 
such acts and policies as associated with every relevant country should be listed in full. 
The provisions of the system, as outlined in the BCD, should be aligned with relevant 
sections of in place data protection and privacy legislation in order to demonstrate 
compliance. A statement of compliance must be maintained by the implementing 
agency and be made available for inspection as appropriate. 

While the notion of a Biometrics Charter may at first seem strange, or even 
superfluous to some, the provision of the same is, in fact, an excellent way of aligning 
user expectations and ensuring a proper use of the system at hand. Furthermore, it will 
serve to reinforce a rigour around systems design and maintenance. Consequently, it is 
recommended that a Biometrics Charter Document be produced for all systems in 
which biometric technology is utilised. Indeed, it should be the first step of any 
responsible systems design.  

 

Ownership of data  

It must be clearly established that ownership of biometric data lies with the individual 
to whom the data pertains, not with the implementing agency. Implementing agencies 
using biometric data do so only with the express permission of the individual. 
Similarly, biometric data may not be shared with any third party without the express 
permission of the individual. Furthermore, implementing agencies may not insist upon 
the use of a biometric, except where the application is in place solely and 
unequivocally for the purposes of national security and where its efficacy in this 
respect may be clearly demonstrated. For any other application, users must be given 
the option to opt out of providing biometric data. Biometric data must not be used for 
any purpose outside of the system or application for which the individual has given 
their permission.  

At all times, biometric data is owned by the individual and must not be tampered with 
in any way by implementing agencies. Implementing agencies are required, upon 
request, to notify the individual of exactly where and in which systems their biometric 
data resides and what additional data is aligned with the biometric. Such requests must 
be responded to without delay and at no cost to the user. If a reference biometric 
becomes practically unusable for any reason, either the implementing agency or the 
individual may request a re-registration of the reference biometric. Any such re-
registration transactions will be logged, together with the reasons for re-registration, 
and the process subject to at least the same rigour as the original registration from a 
security and data authentication perspective.  
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Accessibility of records  

The individual to whom the biometric data belongs must have access to any other 
personal information which may be aligned with or otherwise referenced to the 
biometric or an associated identity verification transaction. Upon request, the 
implementing agency must provide a full listing of all such personal information and 
this must be provided promptly and at no cost to the user. This listing must include 
information held by third parties where the implementing agency has shared personal 
information about the individual with such third parties by agreement. In such cases, 
the implementing agency has a duty of care to ensure that any such information is 
provided securely and only to the individual in question. There may be various 
mechanisms for providing such a service, any of which must be operated with great 
care and in a responsible manner.  

If an individual finds that information held about them and associated with a biometric 
is in error, they may request that this information is updated accordingly. Under such 
circumstances, the implementing agency must satisfy themselves that such errors are 
real and that any supplied updates are genuine and verifiable. If this is the case, then 
the implementing agency must provide confirmation that the records in question have 
indeed been updated. Personal information as pertaining to the individual may not be 
updated by the implementing agency without the consent of the individual in question.  

The implementing agency must not, under any circumstances, allow biometric and 
associated personal information to be accessed by any third party organisation unless 
previously agreed with the individual. Furthermore, such information may not be 
provided to third parties for the purposes of commercial gain under any circumstances.  
 

Privacy and data protection legislation 

In almost every country there exists some form of legislation with respect to privacy 
and data protection. Often, such legislation identifies what is and is not regarded as 
personal information and how such information should be managed. Within such 
legislation, there are usually articulated specific responsibilities with respect to the 
management of such information and, often, penalties for mis-management. Factors 
such as who might legitimately access the information, under what circumstances, the 
records to be kept of such access transactions and how the data should be stored, are 
often included. The concept of ‘privacy by design’ should be actively practiced with 
respect to all systems and components through which such information passes or is 
stored. 

It is commonly held that a biometric should be classified as personal information and 
should consequently be subject to the full provisions of any in place privacy and data 
protection legislation. When a biometric is only ever collected, stored and used within 
the boundaries of a specific country, complying with the privacy and data protection 
legislation of that country is a reasonably straightforward undertaking. When such 
activities and transactions span national boundaries, as is often the case within our 
increasingly connected world, then the situation becomes rather more complex.  

There are two broad areas of concern in this respect. Firstly, if the data and associated 
processes span several countries, then there may well be several instruments of 



Copyright © Julian Ashbourn 2012     Page 9 of 18 

legislation to comply with. This in itself may be manageable if one is aware of all such 
legislation and ensures compliance with every tenet of every act (one might simply 
take the most stringent legislation and adopt this as a baseline). Secondly, the matter of 
responsibilities might also become a little confused if, for example, data are 
inappropriately accessed and used outside of the country of origin, then responsibilities 
for the data at that point will need to be clarified. Some interesting situations might 
develop in this context, especially from the legal perspective. 

Consequently, it is imperative that any application of biometric technology be very 
carefully considered from the privacy and data protection perspective, especially if the 
implementing agency is a multi-national concern. It is recommended therefore that any 
such implementation is accompanied by a comprehensive statement of compliance 
with appropriate privacy and data protection legislation. It is not enough for the 
organisation to simply issue a parochial ‘privacy statement’ in isolation from such 
legislation. This statement of compliance should be written in plain language and made 
readily accessible by all who use or administer the application. It should also be clearly 
referenced, if not reproduced in its entirety, within the Biometrics Charter Document. 
Agencies who claim exemption from compliance with such legislation for reasons of 
national security, should define exactly what ‘national security’ means within the 
context of the application and precisely what part a biometric and personal identity 
record plays in this application, including all relevant operational processes. This 
information must be made readily available to users upon request. No government 
agency has a carte blanche right to ignore national or international legislation, without 
a properly defined cause.   

Repudiation  

The individual must be able to repudiate any false assumptions made due to the use of 
their biometric. Such assumptions may arise due to the misalignment of data within 
systems or perhaps due to an incorrect biometric match or non-match. In such cases, 
the implementing agency will provide an immediate response and the facility for the 
individual to discuss the reasons of their repudiation with a responsible representative, 
within a non-confrontational environment. Such situations must be investigated 
promptly by the implementing agency and a detailed, documented response provided 
to the individual.  

In the case of a suspected fraudulent repudiation, the implementing agency must be 
seen to have undertaken all the correct steps with respect to interviews with the 
individual and the proper investigation of associated claims. This should include 
reaffirmation of the individual’s true identity by independent documentary means. 
Actual fraudulent repudiation attempts should be logged and annotated in full as to the 
circumstances of the event. 

 

Third party connections  

Third party connections and the reasons for them must be documented within the BCD 
for any given system or application. If, for any reason, these third party connections 
change, then this must be reflected in a new BCD and reviewed accordingly. In all 
cases and at all stages of development, the implementing agency must take appropriate 
steps to satisfy themselves that the third party is operating responsibly and with due 
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diligence with respect to the security of personal information. The third party must 
provide a written assurance that the data shared with them will not be used for any 
purpose other than that specifically defined within the Biometrics Charter Document 
for the application in question. Such assurances must be appended to the BCD 
accordingly. The implementing agency will provide all relevant third parties with a 
copy of The Biometrics Constitution as a reference document. If the individual has any 
questions or concerns with respect to the use of personal information as a result of 
such third party connections, they may discuss the same with the host implementing 
agency who will provide relevant information accordingly. If the individual were to 
liaise directly with the third party in this respect, such a liaison will be at the discretion 
of the parties involved.  

With respect to the specific data communications mechanism employed, this must be 
suitable for purpose with all data encrypted in such a manner that it may only be 
decrypted by the intended recipient. A suitable key management system must be 
maintained for such purposes. Third party connections in this context are defined as 
any systems link outside of the host system. Any data moving beyond these boundaries 
must be subject to a clear data transportation policy which outlines the methodologies 
employed, their day to day execution and associated maintenance.  

 

Life of data  

Biometric data may only be stored and used within the context of the originating 
system or application and only for the lifetime of that application with respect to its 
applicability to the individual. When the application becomes no longer applicable to 
the individual, the biometric will be removed immediately from all storage points 
within the system. Historic transaction information, if required for legal purposes, may 
be retained according to the provisions of in place legislation, but all biometric data 
must be removed.  

In such cases, the individual may request confirmation from the implementing agency 
that biometric data has been removed from all systems components, including those 
concerned with data backups. The implementing agency, in turn, must request the 
removal of biometric and other personal data to any third parties with which it may 
have been shared. The third party must confirm such data removal and the 
implementing agency issue a statement to the effect that such data has been completely 
removed from the host system and any applicable third party systems to which it is 
connected.    

 

Data backup  

Within the context of a given system, it is reasonable that operational data will be 
backed up in order to facilitate business continuity or recovery from simple data media 
failures. Biometric data collected at the point of registration may also be backed up in 
this manner, although all such backups must be encrypted and no additional personal 
information must be stored together with the biometric data. When a new data backup 
is taken, any previously backed up data must be destroyed in accordance with robust 
data destruction principles.  
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The data backup process for a given application must also be described in the BCD for 
that application. If a third party organisation is employed for data backup and business 
continuity purposes, then that organisation must not have access to any of the 
operational data involved. Furthermore, the third party organisation must provide a 
written statement of their backup and business continuity process to the implementing 
agency, a synopsis of which must be appended to the BCD.  

 

Data destruction  

When biometric data is no longer needed by a specific application, then all instances of 
that data must be destroyed. Similarly, when data backups are replaced, the previous 
data must be destroyed. On a live system, the removal of biometric data may be 
accommodated by file deletion followed by a sophisticated data overwrite procedure to 
ensure that the data may not be recovered. For instances where the storage media itself 
has become redundant, due to replacement for example, or because it has exceeded its 
planned life cycle, then the media must be wiped clean and then physically destroyed.  

The destruction mechanism employed should be such that it is impossible to retrieve 
the remains and rebuild the media. This will typically involve fragmenting the physical 
media. If such destruction is undertaken by a contracted third party, then the 
organisation involved must provide a written statement of its data destruction process 
to the implementing agency, a synopsis of which must be appended to the BCD. The 
implementing agency must satisfy themselves that such procedures are effective and 
are being actively followed. 

 

Biometric forensics 

A distinction is made between forensics in the conventional sense and data forensics, 
both of which might be used for criminology purposes, although the latter might also 
be used for operational intelligence, leading to better systems design or associated 
processes.  

Given the assumptions that are often made as to the efficacy and meaning of a 
biometric match or non-match, it follows that the subsequent forensic analysis of any 
such transaction is a little more complex than it might be with other digital data. 
Specifically, there are three broad areas that must be taken into consideration. Firstly, 
there is the matching or alignment of the biometric data itself. Secondly, where 
matching transactions are involved, there are the various systems configuration 
parameters and architectures to take into account. Thirdly, there is the alignment of 
personal identity and other pertinent information with the stored biometric. An 
understanding and alignment of each of these areas is required if we are to draw 
correct inferences from biometric transactional information. In addition, there exist 
other situational factors which aid a more complete understanding. These various areas 
are discussed below. 

Alignment and matching of biometric data. In principle, this is a straightforward 
operation. In many cases, we simply have two instances of biometric data which we 
wish to compare. This remains true whether we are undertaking a simple one to one 
comparison, or whether we are iterating through data records in a one to many scenario 
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in order to locate a match. However, there are other factors to take into consideration. 
Firstly, are we matching like with like? For example, if the biometric in question is one 
which has more than one representation on an individual basis, such as irises, 
fingerprints, palm-prints etc., then we need to be confident that we are attempting to 
match the correct instance. Secondly, the question arises of what constitutes a match or 
non-match? The probability of two biometrics matching exactly is practically zero. 
Consequently, we shall weight our decision with some sort of threshold parameter, 
above which we shall consider a match, below which a non-match. One potential issue 
here is that different implementing agencies may utilise a different threshold or be 
using different algorithms, within which thresholds are expressed differently. 
Furthermore, due to differences within registration procedures and the equipment used, 
there will inevitably be quality differences between biometrics emanating from 
different sources. Nevertheless, if we have a clear understanding of the matching 
parameters used, together with confidence of like for like matching, then we have the 
basis for repeatable, and hence reliable, interpretation. 

Operational system parameters represent another area where clarity of understanding is 
required. These include configuration of physical devices such as transducers, imagers 
and so on, matching algorithms in use at the time of transaction and their particular 
threshold settings, any other systems data alignment undertaken at the time of the 
transaction, and so on. We require a clear understanding of such parameters if we are 
to place the results of a biometric identity verification transaction in context. If we are 
constructing a transactional audit trail, we also need to understand equivalence of 
performance across operational nodes in order to understand what matching results are 
actually telling us. An understanding of time, location and environment is also 
important when we are analysing transactional data.  

The alignment of a biometric with a personal identity and associated demographic 
data, is an area which also needs to be properly understood. From the point of 
registration, which itself may have been undertaken with a greater or lesser degree of 
accuracy, there may have been several points of process where the data aligned with 
the biometric could have been updated or altered. Furthermore, there may have been a 
number of individuals, perhaps representing different agencies, perhaps in different 
countries, who may have had access to this data and the ability to modify it. Without 
an understanding of this wider perspective, we simply will not know how much 
confidence we can place in this information. One way of facilitating such an 
understanding might be to ensure that all such data is encrypted and subject to key 
management and comprehensive operational audit trails. However, the distance from 
point of registration to analysed transaction might be considerable in many cases, 
rendering such an analysis by no means trivial.  

With respect to the above, much will of course depend on the reason for our forensic 
analysis and for whom it is being undertaken. In this context it might be either to prove 
or disprove either the results or the actuality of a transaction or series of transactions. If 
such an analysis might be used within a legal context, then an understanding of the 
above points may prove pertinent.  
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User psychology 

User psychology represents an area where a good deal of research has been undertaken 
over the years and direct links made with realised operational performance. There exist 
various levels at which user psychology may be deemed important from a biometrics 
perspective. The first of these concerns the variability of user interaction with 
technology and within various operational environments. A detailed analysis of this 
would be outside the scope of the Biometrics Constitution, however it may be 
summarised as follows; Distinctions occur as to whether the process is considered to 
be in the best interests of the user or otherwise, the level of understanding and 
familiarity that the user has with the overall process, the relative comfort of the 
environment, external stress points, personality and so on. These and other factors 
conspire to introduce variations in the user interaction with the system from an 
individual perspective, and much greater variations between users within the overall 
system. In addition, we have obvious variations such as various forms of disability to 
take into consideration. An understanding of user psychology from an operational 
perspective is crucially important if we are to design a system which is reliable and 
sustainable in operation. There are several practical areas where such an understanding 
may be put to good use, from systems design and configuration, to signage and 
operational support. 

An understanding of user psychology is also important at the registration stage, if we 
are to produce good quality reference biometric data. This can prove invaluable in 
relation to the design of registration centres, the registration process itself, associated 
documentation and even training for registration centre personnel. It may also prove 
invaluable with respect to the detection of fraudulent applications as well as forensic 
analysis of related transactions. Indeed, there is a degree of forensic psychology 
involved here. 

Biometric identity verification is distinctly different from other identity management 
concepts, due to the intensely personal interaction between user and system. In 
addition, the background processes assume a different complexion due to the 
assumptions made around the use of a biometric and the meaning of a biometric match 
or non-match. Consequently, user psychology plays a significant part at both the user 
and operator level. It represents another factor to take into consideration with respect 
to good systems design and operation. 

 

Managing disabilities 

Following on from user psychology and its effects upon operational performance, the 
way in which individual disabilities are managed is also important and should be taken 
into account when designing or operating related systems.  

An important point here is how we define or categorise disabilities. There are obvious 
disabilities, such as noticeable physical disabilities which may be temporary, 
permanent or progressive. These may usually be accommodated by the use of purpose 
built channels or simply good design of standard channels in order to incorporate such 
variations. However, there are less obvious disabilities that may affect personality or 
perception, also on a temporary, permanent or progressive basis. These may be harder 
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to spot but nonetheless real, and should be accommodated within the system. Then 
there are the normal variations introduced by ageing, at both ends of the scale, which 
also need to be accommodated. 

Note, that there are two broad areas which need to cater for these variances. Firstly, the 
physical design, implementation and ongoing operation of the system and all of its 
components. Secondly, the operational processes, including on the spot support, 
problem resolution and recognition. It is the latter which is of particular importance as 
systems operators need to understand the wide gamut of possible variations and their 
likely causes. In this respect, specific training should be provided for all operatives 
who will be exposed to such systems. Without such an understanding, operational 
integrity will be compromised, as will the confidence we will be able to place in 
aggregated operational results. A statement of the way disabilities are handled within 
the context of a given application, together with the procedure for registering such 
disabilities, should be included in the Biometrics Charter Document. 

     

 

Working with The Biometrics Constitution  

The Biometrics Constitution is provided as a concise set of recommendations to aid the 
ethical and responsible design of systems which incorporate biometric technology. It 
will prove particularly valuable to systems integrators, systems designers and 
implementing agencies who require a basis from which to develop their particular 
applications. The Biometrics Constitution is a living document which will be further 
developed in line with technological or operational changes. 

Implementing agencies and systems integrators who are prepared to commit to The  
Biometrics Constitution, are recommended to publish this fact within their marketing  
materials. In such a case, they should provide a link to the current Biometrics 
Constitution document as well as to their own Biometrics Charter Documents for any 
applications thus deployed. The introduction of such a rigour will serve a useful 
purpose for the implementing agencies concerned, especially with respect to the 
ongoing operation and maintenance of relevant systems. 
 

A suitable notice might include wording to the effect of the following:  
 
 
This application has been designed and is operated in accordance with The 
Biometrics Constitution. The current version of The Biometrics Constitution may 
be accessed via the Biometric Research website at http://biometrics.zzl.org  
 
A Biometrics Charter Document has also been created specifically for this 
application, which details its operational scope and purpose, and may be found at 
this location.  
 
For further information in this context, please contact the following 
representative of the implementing agency: ………………. 
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Appendices 

Appendix 1 ~ Matching thresholds 

In the many, if not the majority of deployed systems, a single matching threshold 
setting is provided at each transactional point of presence. If this setting is not altered 
from it’s default setting, as will sometimes be the case, then, effectively, there will be a 
single matching threshold applied across the entire system. This is operationally weak, 
as each point of presence will have it’s own characteristics which will result in a 
different level of realised performance. A ‘one size fits all’ approach is simply not 
appropriate. Even more worrying, users flowing through a single point of presence will 
have varying qualities of reference biometrics and will have differing levels of 
habituation within the system. Consequently, realised performance, with respect to 
matching accuracy, will be slightly different for each user. When all the users have 
been registered via the same procedure, as might be the case within an organisational, 
closed loop system for example, then all these variables apply. However, when users 
may have been registered via several different systems and procedures, as will be the 
case for public sector applications, then these variables will increase accordingly. The 
result, in many systems, is that we are applying a very crude, single parameter 
matching threshold across a hugely varied collection of users and points of operational 
presence. 

A much better approach is to use the Proximity Matching Method as defined on the 
Biometrics Research web site. This method takes the measured quality of each 
individual registered biometric and uses this information to select a matching tolerance 
(as opposed to a binary level) for each user at each point of operational presence. This 
provides a much closer matching process, enhancing security while minimising the 
probability of errors. Furthermore, the user experience will be much more consistent 
which, in itself, will engender consistency on the part of the user. The net result will be 
a considerably more accurate biometric matching process, aligned to a more consistent 
user experience and a transparency of operational environment.  

Any new system should really be designed along a Proximity Matching Process basis. 
This should also be documented within the BCD and all relevant design 
documentation, including that appertaining to the registration process. It is hoped that 
the Proximity Matching Process will prevail in future systems featuring biometric 
identity verification.  
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Appendix 2 ~ Equivalence of performance across nodes 

Maintaining an equivalence of realised performance across operational nodes is 
important for a variety of reasons. If we assume a certain level of confidence in the 
result of a biometric identity verification transaction at a particular point of presence, 
then that result will reflect a combination of many factors, both technical, 
environmental and human. Thus, parameters such as the matching threshold setting at 
a particular node, the precise environment in which that node operates and the 
particular user base all conspire together to create a unique operational footprint. If we 
only had one such node on the system, then we could observe this operational footprint 
and align our level of confidence with it. With multiple nodes on the system, this 
becomes impossible as, while we might argue that our level of confidence is only as 
high as that which might be entertained in relation to the poorest performing node, we 
simply remain unaware of which nodes are performing well or less well. Furthermore, 
the situation is dynamic, as individual nodes and their operational footprint may 
deteriorate over time. To assume a blanket level of confidence with respect to a widely 
deployed system is surely inappropriate, especially if that system employs a commonly 
set biometric matching threshold.    

However, there is much we can do to improve the situation and provide an equivalence 
across operational nodes. From a technical and operational perspective, there are two 
primary areas which might usefully receive focus. Firstly, we may adopt the Proximity 
Matching Method of undertaking a biometric comparison based upon the quality of the 
original template and a defined level of tolerance. This immediately resolves a major 
issue with regard to the setting of binary matching thresholds. Secondly, we may 
design and deploy a system akin to the original APEX mechanism whereby thresholds 
(or in this case tolerances) are dynamically aligned according to real world 
environmental and human factors within an active feedback model. This additionally 
allows for a desired level of realised performance to be defined for the entire system 
and pushed to every operational node accordingly. It also allows for system wide 
performance monitoring and reporting from a centralised location, together with the 
ability to raise alerts in the event of malfunction beyond specified limits at any node on 
the system.  

The technological design required to achieve such an end is actually straightforward 
enough and should be readily achieved within the context of the majority of 
applications. It is a matter of clarity of purpose, aligned with the intelligent design of 
both systems and processes, from original registration through to everyday use of the 
broader system. Without such an equivalence of performance, any assumptions that we 
might make around the efficacy of the system overall will be unqualified. Furthermore, 
our understanding of matching errors will also be found wanting as the variables 
between nodes will conspire to confuse the situation. We must strive therefore to 
establish an equivalence of realised performance across operational nodes in every 
system employing biometric identity verification techniques.    
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Appendix 3 ~ Guidelines for the Biometrics Charter Document 

The following outlines a minimalistic requirement for the provisions of a Biometrics 
Charter Document. Suggested headings are for guidance, an implementing agency or 
organisation may well wish to add additional sections according to the precise nature 
of the application at hand.  
 
 

 
Biometrics Charter Document 

 
 

< Organisation Name > 
 
Document details 

Prepared by  < Name of responsible officer > 
Position < Position within organisation > 
Department < Organisational department > 
Date  < Date of document issue >  
Version < Document version > 
 
Application details 

Name  < Name of application > 
Location < Location (s) where deployed > 
Purpose < Clearly stated purpose of the application > 
Objectives < Clearly stated objectives of the application > 
Admin  < The agency / entity who will administer the application > 
Architecture < An architectural description of the application > 
Functionality < A functional description of the application > 
Data flows < Data flow diagrammes for the application > 
Third parties < Details of any third party connections > 
Security < Measures taken to secure the application > 
Capacities < Number of users anticipated > 
 
Application processes 

Registration < An overview of the registration process > 
Documents < Documentary evidence required for registration > 
Eligibility < Requirements for eligibility to register, including age range > 
Operation < An overview of operation > 
Repudiation < The process for repudiation of an identity > 
Removal < The process for removal of an identity > 
Renewal < The process for renewing a biometric > 
Disabilities < The operational policy for disabilities > 
Exceptions < The process for handling exceptions > 
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Data management 

Privacy < Compliance with privacy legislation > 
Admin  < The data administration process > 
Accessibility < The process for accessing personal records > 
Archive < The process for back ups and archiving > 
Life  < The periods for which records will be kept > 
Destruction < The policy for data destruction > 
Encryption < The policy for data encryption, including algorithms used > 
Media  < Details of media used, it’s maintenance and destruction > 
 
Information management 

Reports < Policy for reports and recipients > 
Logs  < Policy for system and transaction log management > 
Third parties < Third party information sharing agreements > 
Alerts  < Policy for alerts and recipients > 
 
Personnel 

Operational < A listing of operational personnel and contact details > 
Executive < A listing of executive personnel and contact details > 
Support < Contact details for system and user support > 
 
Other information 

Other  < Any other pertinent information > 
 
 
 
 


