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1 Introduction

The topic of biometric technology often arises in discussion around identity
management within the broader sphere of information security with respect to
corporate environments. While it is a technology which has often been investigated
and occasionally trialled, there have usually been various reasons why it has not
been seen as particularly pertinent for internal, corporate identity verification
purposes. These have ranged from concerns around the maturity of the technology,
to perceived costs of implementation and support, usability and other factors. This is
in contrast to public sector applications where different priorities often exist.
However, situations and technology change and it is important to maintain an
understanding of this technology in order to properly assess its relevance to current
and future scenarios within the broader corporate sphere.

Consequently, this document provides an overview of the technology, together with
thoughts around implementation, relevance and other factors. It effectively provides
a snapshot in time with respect to the technology and its potential efficacy within the
broader sphere of corporate operations. In this respect, it may represent a useful
first step for those considering the use of biometric technology.

2 Technology Overview

The fundamental premise of biometric technology is to match a stored biometric
reference against a live (or otherwise provided) sample. This is usually undertaken
for purposes of identity verification, for example for access control purposes. The
matching process typically falls into two groups, pattern matching, or comparison of
derived data. These are explained as follows;

Pattern matching

Pattern matching is typically undertaken between two images, or graphical
representations, once the live sample has been corrected for azimuth and tonal
balance. It may be performed in various ways and to various degrees of accuracy.
For example, an image of a biometric (such as a facial image or the image of a
fingerprint) may be aligned against a grid and evaluated on a pixel by pixel basis for
grey scale level, the various values being compared with those of the stored
reference. The binary decision as to whether the two images constitute a match, is
made against a pre-determined threshold of ‘likeness’ which effectively states, “if the
two values do not differ by more than X, then we shall consider them to be the
same”. In order for such a process to work in a robust, sustainable manner, it is of
course important that the two images being compared are equivalent in scale and
other practical parameters. The likeness threshold may then be defined as
appropriate to the application. It follows therefore that biometric matching of this
kind is not an exact science (a popular misconception) but depends somewhat upon
systems configuration, as well as other factors such as user psychology, environment
and so on. Some of these factors will be discussed in section 7, The User Perspective.
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Comparison of derived data

With this technique, separate data are derived from the biometric capture process
and it is these derived data which are stored, in the form of a biometric template,
rather than the image of the biometric. When a live matching transaction is
undertaken, the data are re-generated from the live sample and compared with the
previously captured reference data. This approach enhances privacy as, generally, an
identifiable biometric may not be reverse engineered from the stored data.
Furthermore, the process is typically more efficient from a computational
perspective and usually considerably less demanding in terms of data storage. One
might posit that this is a better approach all round and wonder why more
commercial products do not operate along these lines. The answer lies largely in the
influence wielded by government agencies, particularly those concerned with border
control and law enforcement, areas which currently represent a large proportion of
the market for this technology. This reality may be considered somewhat
unfortunate in terms of ongoing technology development from the broader
perspective, although, this situation may change in the future.

Whatever the matching methodology and associated algorithm, the fundamental
objective remains of matching two or more sets of biometric information. This may
be undertaken upon a one to one or one to many basis, according to the application
at hand. This distinction is further discussed below.

One to one matching
A one to one match simply compares one biometric sample with another, usually a
live sample against a stored reference. This can usually be undertaken quickly and,
depending upon the matching threshold, with a reasonable degree of accuracy. In
addition, the reference sample may easily be stored upon a portable token such as an
identity card, passport or even a device such as a USB token, smart card, mobile
phone or something similar. This flexibility enables a broad deployment potential as
well as allowing the user to have some control over their reference biometric. A one
to one paradigm also allows for exceptions to be easily managed, an important
consideration where a sizeable user-base is envisioned.

Within a one to one matching scenario, an identity is effectively being claimed (by
the provision of a particular reference sample) and verified by the provision of a live
sample. The concept thus lends itself well to applications such as physical or logical
access control, or situations where identity verification is important in relation to a
specific transaction.

One to many matching
A one to many match is usually undertaken in order to ascertain whether an
individual identity exists within a database of many identities. This may be in
relation to the provision of a particular service where only enrolled ‘members’ are
eligible (white lists) or it may be for comparison against black lists (such as the
comparison with records held in criminal databases (as undertaken by various
border agencies). The performance of biometric matching when undertaken in this
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way will depend partly upon the technology employed and partly upon the matching
criteria selected. Furthermore, the number of records to be searched will have an
impact upon computational requirements and the possibility of real-time or close to
real-time operation.

Currently, iris verification performs particularly well in this respect, especially when
large databases are involved. However, much depends upon the operational
requirement and the relative levels of accuracy required. In some applications,
absolute accuracy may not be important, as the biometric check is simply returning
a list of possible matches which will be subject to additional evaluation by other
means. Indeed, a cross-check with other information is always valuable with any
identity verification approach.

Which biometric technique is best?
A question which is often asked, but impossible to answer out of context. Different
techniques suit different situations. In addition, techniques are often chosen for
reasons other than their technical expediency. For example, the use of fingerprints
by various border agencies is heavily aligned with law enforcement and the desire to
run checks against criminal databases, rather than any considerations of what would
be the best biometric from an operational and usability perspective. Similarly, in
corporate environments, certain techniques have been popular for a variety of
different reasons. Hand geometry, for example, has proved popular for both physical
access control and time and attendance recording, while it would be hard to imagine
its usage for computer access. Non contact technologies such as face recognition and
iris verification may be used covertly, adding to their appeal in certain quarters,
although this approach does not sit well with privacy and data protection ideals.
Voice verification has undoubted potential for certain applications and has been
used successfully in many diverse situations. It is all a question of what we are trying
to achieve, coupled to environmental and usability factors. Where implementations
have failed, it has mostly been due to a misunderstanding of these factors, rather
than inherent weaknesses in the technology.

In fact, biometric technology may be considered reasonably mature, providing of
course that we do not maintain unreasonable assumptions around its facility. Do
biometrics prove that you are who you say you are? Absolutely not. Do they prove
that you are a criminal? No. Do they prove eligibility for a particular service? Of
course not. What they do provide, if configured properly, are an additional level of
confidence as to automated identity verification. However, in order to realise this
benefit, we must establish particularly robust registration procedures and maintain
a high level of administrative support. We must also understand some new technical
concepts such as the wide-scale management of thresholds and the equivalence of
realised performance across nodes, factors which are still not universally well
understood. The next section discusses some general implementation issues.

3 Implementation Considerations
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Biometric technology has one primary distinction compared with other technologies
used for identity verification purposes, and that is the intensely personal nature of
the interaction with users. Indeed, most users, even when habituated to the concept,
still consider this interaction a particularly personal one, more so than the action of
using an access control card or inputting a user name or password. This personal
interaction brings an additional level of potential variability, partly due to natural
biological variations and partly related to user psychology. In addition,
environmental variability interacts with personal variability in certain respects, both
for contact and non-contact biometric technologies, in turn, serving to complicate
the overall effect upon realised performance. These additional factors need to be
taken into consideration.

Another important factor is the technical configuration of devices and sub-systems,
especially with regard to the setting of matching thresholds where applicable. In this
respect, the equivalence of realised performance across operational points of
presence, or nodes, is an important factor which is easily overlooked. However, if the
service being offered has important connotations from a security or operability
perspective, then equivalence of realised performance across operational nodes
becomes an important factor.

The integration of biometric functionality within the broader host system deserves
special attention. An often disproportionate focus upon the conceptual identity
verification benefits of a biometric, can obscure the reality that a binary yes/no flag
is the output from this stage of the process. Precisely how this binary information is
transmitted and used within the broader system, or series of systems, is of course
another matter, especially from a security perspective. If this flag may be easily
intercepted or reset, then the assumptions made around the efficacy of the biometric
stage may prove to be overstated. Similarly, there is the alignment of the biometric
identity with associated records held within a database or directory, or perhaps,
several databases. If provision or denial of service decisions are made partly upon
the contents of these records, then that is another factor to take into consideration
with respect to the overall system reliability and performance.

Environmental factors, while including all the usual elements which affect electronic
systems, have particular relevance to the biometric capture interface. Humidity
levels, operational temperature, static and electrical spikes may affect the stability
and performance of biometric contact sensors such as fingerprint readers. For non-
contact readers, such as camera devices for face recognition or iris verification,
lighting and reflections are also significant issues, especially if devices are located
close to sources of external light. While some such devices rely upon supplemental
infra-red or other out of band lighting, this approach is not necessarily immune
from external interference. Other factors, such as the usability of the user interface,
can also have a direct impact upon operational performance.

In short, the implementation and commissioning of biometric devices and their
integration within host systems is especially important, from both operational,
security and usability perspectives. Consequently, such matters should be given very
special consideration within associated project plans.

4 Relevance to Other Internal Processes
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Currently, corporate requirements with respect to access control and identity
management are typically considered to be generally well met by current in-use
technologies. The potential of an enhanced level of identity verification, as might be
provided by biometric technology, is not often easily aligned with the currently
perceived business requirement. However, this situation may change, especially if
the cost models associated with other second factor identity verification techniques
become prohibitive. Biometric techniques vary of course with respect to sensor
requirements and this also plays a part when evaluating the feasibility of
implementing this technology. Certain laptop computers, for example, have been
supplied with integral fingerprint readers, obviating the need for external sensors.
Integrated camera devices might also be used more imaginatively in this context.

Notwithstanding the above, there may exist particular corporate situations where
the use of biometric technology can provide potentially worthwhile benefits. This
may be something to consider with respect to ongoing Information Security
strategies. Consequently, as we move forwards in time, it may be pertinent to
occasionally re-evaluate biometric technology, the availability of sensor devices
(incorporated into other devices or otherwise) and the related cost models
associated with 2nd or 3rd factor identity verification techniques.

5 Possible Future Developments

There will undoubtedly be a continued stream of new ideas and associated devices in
this area, especially as some of the original patents expire. Furthermore, one may
predict that, while historically the emphasis has been upon the provision of front
end devices, this emphasis may shift to a more systemised, device agnostic
approach. For example, with the intelligence and processing brought into the host
system, the capture device almost becomes an irrelevance. This is already the case
with face recognition, where even the rudimentary imaging devices provided on
laptops and mobile devices may be pressed into service in order to provide a basic
face recognition capability. The prevalence of touch screen technology also provides
many possibilities for contact biometrics. Indeed, it is somewhat surprising that this
situation has not already been exploited, especially considering the increasing use of
mobile technology for business purposes. In any event, it is likely that we shall see
an increasing use of biometric technology in future years, driven partly by public
sector initiatives and partly by developments in technology. The interesting question
in many cases will be the identification of the business purpose, balanced against
risk. There is much that may be achieved from a technological perspective. Whether
it makes sense to implement certain scenarios is another question entirely, and one
which requires some informed consideration and discussion. This had been as issue
in the past, whereupon the availability of technology has tended to drive the
application, rather than the other way around. Future progress might be better
served by the clear identification and articulation of business and operational
requirements, informing application design and development, including sensor and
interface design.
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6 The User Perspective

If biometric technology is to become more prevalent within the context of corporate
applications, any such proposals would have to have strong user appeal.
Furthermore, the relative usability of such applications would need to be very well
considered and proven in day to day operations. This, in turn, infers a robust
support model. This is all perfectly feasible and achievable, providing that
implementation, commissioning, user psychology, environment and other factors
are properly considered and reflected within overall systems design and the
configuration of attendant operational processes. This requires a subtly different
approach to that of typical systems design and deployment projects, with a much
stronger focus upon users and user related issues.

Other important factors relate to privacy, whereby users are naturally concerned
about the use of what they perceive as highly personal information. How their
biometric is stored, what happens to it during an identity verification transaction
and who it might be shared with, are all quite reasonable concerns which need to be
addressed. Any proposed widespread usage might usefully be preceded by user
workshops and a clearly considered communication exercise, in order to discuss and
clarify such issues. In the event of an actual application, user training will also be
important, and this will need to be more in depth than just covering the operational
process. Traditional user and technical support processes will, in most cases, also
need to be re-considered and revised.

7 Conclusion

Biometric technology is a technology which continues to develop, albeit sometimes
rather slowly. As it does so, users will encounter the technology in various public
sector applications, becoming increasingly familiar with concept of using a biometric
for identity verification purposes. Translating the principle to everyday use within a
corporate perspective, will seem logical enough for many and, indeed, there are
many possibilities in this respect. However, understanding both the finer nuances of
the technology and the effects of external factors, including user psychology, upon
realised performance, is a complex undertaking. Consequently, any such proposals
must be considered thoroughly and in every detail if successful implementations are
to ensue.

Curiously, after 20 years or so of related implementation, there are relatively few
sources of good, practical guidance in this context, although there are plenty of
publications dealing with the technology at a theoretical level. One exception,
published by Springer, is the book entitled ‘Guide to Biometrics for Large Scale
Systems’ ISBN 978-0-85729-466-1. This publication offers a wealth of practical
advice and covers concepts such as realised performance and equivalence of
performance across operational nodes that, at the time of writing, have yet to be
covered elsewhere. Furthermore, it covers the subject of user psychology in some
depth, offering fresh insights in this context. This book would represent an
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invaluable guide for any corporation or government agency looking to deploy
biometric technology.

Biometric identity verification is a concept which, while appearing straightforward
enough at first glance, actually conceals a great many complexities and nuances of
both configuration and performance that really should be properly understood
before implementing related projects. The fact that this is not often the case,
explains why so many implementations have failed in the past. The reality is that
there are many practicing as consultants and suppliers in this sector, but few who
really understand this technology in depth. The prospective corporate user must
therefore tread with care and undertake a good deal of research themselves before
deploying systems incorporating biometric technology. With this proviso, there are
many potential applications whereby a biometric may provide an additional degree
of confidence in relation to identity verification, for situations where the risk
warrants such an approach.
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