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Background 

We live in a challenging and fast changing world. Concepts and attitudes which once 
seemed stable are overtaken by realities which, not so long ago, would have seemed 
inconceivable. Even within the course of single lifetime, these far reaching changes render 
the world a startlingly different place to what many remember from their childhood days. 
Some of these changes may be considered as positive, some less so. 

It is within such a landscape that we must strive to maintain a sense of reasoned civilisation 
and order. Traditionally, we achieve this ideal by entrusting government agencies with 
important factors such as the maintenance of law and order on behalf of citizens. 
Unsurprisingly, such agencies seek to use the power of contemporary technology in the 
pursuit of this entrusted task. However, the task is increasingly becoming international in 
nature as serious crime itself adopts an international presence. To a degree, this has always 
been the case, hence the existence of international agencies such as Interpol, which seek to 
connect police forces worldwide and facilitate collaboration accordingly. However, 
sometimes, the routes through the traditional channels take a little time and, increasingly, 
intelligence is required on an almost real-time basis if potential threats are to be avoided. 
Consequently, it has become commonplace for various agencies to share information in a 
timely manner and make data available with respect to known criminals and related 
criminal activity.  

An important technical development has occurred in recent years which, potentially, allows 
a greater confidence with respect to the verification of personal identities. Biometric 
identity verification achieves this via the measurement and recording of a physiological or 
behavioural trait  which may be aligned irrevocably to a given individual. The concept is 
not new, but has achieved a wide acceptance in recent years, notably in the area of border 
control, where several countries have introduced biometrics, often aligned with travel 
documentation (as per ICAO recommendations) or otherwise used in isolation. There are 
some caveats around the use of biometrics, however, the concept, if implemented correctly, 
does allow for an additional level of individual identity verification. 
Given the above, the possibility of sharing biometric data for legitimate law enforcement 
and counter-terrorism purposes would seem like an obvious step and, although many are 
against the concept of biometric databases, it is inevitable that such will exist and that data 
will be shared. The challenge is to ensure that this happens only when absolutely necessary 
and that the privacy of law abiding citizens is protected. Most countries have in place 
privacy and data protection legislation and, even though most such legislative instruments 
include exception clauses for situations deemed to be in the national interest, we should 
adhere to the principles of these acts. There exists a good deal of confusion and a number of 
mixed perspectives in this area. This document seeks to bring some clarity to the situation 
and open up paths for discussion, while also offering some practical suggestions with which 
to inform such discussions. 

     

Societal Issues 

We simply cannot ignore that there are significant societal issues inherent in the use of 
biometrics. At an individual level, many are suspicious about the use of such personal 
information by governments. The association with law enforcement is strong, and claims of 
criminalising the innocent while seemingly achieving little in the fight against serious crime 
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are often made and keenly felt by many responsible citizens in many countries. Much of 
this situation has arisen due to the poor manner in which many biometric implementations 
were introduced. While the situation may be said to have improved somewhat in recent 
years, at least from a technical perspective, there are still no agreed guidelines as to the 
ethical and responsible use of biometric technology, both nationally and internationally. 
The Biometrics Constitution is a first step towards changing this situation and placing the 
use of biometrics on a better understood foundation for the benefit of all concerned. 
However, for this to succeed, it must be embraced by government agencies – something 
which has not yet happened.  
There are two important points to understand here. Firstly, we cannot ignore societal 
concerns around the use of biometric technologies in an enforced manner. Such concerns 
vary in their scope and intensity from one country to another, but they exist and must be 
taken into consideration. Government agencies must therefore find ways to address such 
concerns and, where appropriate, reassure citizens accordingly. Secondly, for collaboration 
to be effective, it must be a clear collaboration along well defined lines and with effective 
in-place operational protocols. Furthermore, such collaboration must sit comfortably with 
in-place legislation, including the various instruments of privacy and data protection. 
Again, there is a societal aspect to this as governments are entrusted by citizens to operate 
in an efficient and responsible manner on their behalf. 
It follows then, that our use of biometric technology and, especially, the potential sharing of 
biometric data under certain, specified conditions, must be undertaken in a manner which is 
sympathetic to legitimate concerns while practical in its objectives. This may be achieved 
via clear multi-lateral agreements, good quality architectural design and good 
communication at the public level. Anything less will result in an, at best, ad-hoc 
collaboration with little or no consistency of either operation or data quality. It is the right 
time, perhaps, to take a step backwards and re-examine our objectives, in order to propose a 
workable model that can serve us well into the future.  
   

Technology 

Biometric technology per see is relatively well understood at the purely technical level. 
However, there remain unrealistic assumptions around the efficacy of a biometric match as 
well as a general lack of understanding around real-time user factors. Both of these factors 
may be easily addressed. However, once we integrate biometric technology into broader 
applications, we additionally introduce all the vagaries and potential issues of the 
supporting technologies. This, in turn, affects the confidence that we might have in a 
biometric transaction. Of particular interest in this respect, is the concept of access control 
and the trust that may be placed in the data aligned with a biometric. This is by no means as 
straightforward as might at first be supposed, especially when we are dealing with 
applications under the auspices of different administrations. There needs to be a broad 
acceptance of operational standards and best practice if we are to achieve a workable and 
meaningful model in this respect. This is particularly the case with regard to registration 
and document issuance processes. The Biometrics Constitution may be amended and 
enhanced in order to provide guidance in this context.  

Similarly, we have associated technologies to consider, including database technology and 
information security in general, all of which have, in turn, their particular operational 
processes to configure and understand. We need to think in terms of the bigger, 
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interconnected picture and its associated scalability. This bigger picture will, of course, 
only be as good as its weakest component and we therefore need to strive to embed 
common processes and technical standards, in an agreed manner, between administrations. 
This may seem like an impossible goal, but, actually, with a little enthusiastic cooperation, 
it is not impossible at all. It may take a little time to perfect and emplace, and that is why 
we need a starting point with which to open up discussions and start to design and 
document a solid, workable proposal for the common good. It is hoped that this document 
will represent a pre-cursor to such activity. 

 

Clarity of Purpose 

The starting point for all of our deliberations in this area should be to distil a clarity of 
purpose and agree this on a multi-lateral basis. This may sound like an obvious requirement 
and such a purpose may be easily defined at the highest of levels. However, distilling this 
clarity in a uniform and workable manner, down to operational levels, requires careful 
attention. Too often, the best endeavours at a high level become confused and distorted at 
the operational level, due in part to weaknesses in governance. This is an area which needs 
to be addressed. It may be achieved via well considered and documented operational 
processes, agreed and enforced across participating countries. 
Once defined and scoped, this clarity of purpose may be issued as a formal statement with 
which to inform and guide all subsequent activities. It will additionally serve to inform the 
associated politics, ensuring that participating countries can demonstrate a common goal 
which has been well considered and refined by discussion between them. It is important 
that all such documentation be presented in plain language, using common terminology 
wherever possible. Any translations should be literal.  
The importance of clarity of purpose as the starting point for any such venture, cannot be 
over-emphasised. Too often, projects have been initiated without such a clarity being in 
place, only to founder or run hopelessly over budget as requirements are configured and 
added on the fly. Such an approach is troublesome enough upon a national level. On an 
international level, it would prove disastrous. Consequently, a clearly stated list of 
objectives should precede any such undertaking. 
 

The National Level 

At the national level, there may be several agencies who have a legitimate requirement to 
access personal identity information in relation to a specific situation. We have two broad 
areas to consider in this respect. The technical architecture within which this information is 
stored, and the policies and processes which determine under which conditions such 
information may be accessed and for what purpose. It is the latter which attracts a good deal 
of controversy, due to the in-exactitude and lack of commonality around policy and 
working practices across agencies (bear in mind we are not speaking only of law 
enforcement agencies).  Biometrics have been appended piecemeal onto a situation which 
was already confused and ambiguous, inviting mistrust in some quarters. This is 
unfortunate as, with a little forethought, intelligent planning and good communication, such 
a situation could have been avoided. Naturally, the situation varies from country to country, 
with some administrations clearly making a better job of things. However, these same 
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variances do not help the broader situation and, if we are to improve upon the current 
situation, we need to establish some clear thinking and uniformity of approach. A good 
starting point is policy, followed by clear operational processes and an equally clear 
definition of attendant roles and responsibilities. Once these fundamentals are in place, we 
shall be in a good position to specify precisely under what conditions personal data may be 
accessed or modified, by whom and for what purpose. We may then engineer in strong 
access controls and event logging in order to facilitate a comprehensive audit trail. Having 
established, documented and published both the policy and operational procedures, we may 
overlay this upon the technical architecture. 
With respect to biometrics, a good approach would be to separate the storage of the 
biometrics themselves from the related demographic and transactional data. In such a 
manner, the biometrics effectively become anonymous, except under extreme situations 
where a known criminal is being sought. Furthermore, such an approach facilitates a fast, 
read only optimised search capability among potentially large numbers of records. Each 
biometric may be stored in this database together with a unique identifier which may be 
used, when circumstances allow, as a key to additional personal information. This model 
facilitates a multi-layered access approach in support of well formed processes.  
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
Figure 1. A simple model for national level data access. 
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Figure 1 illustrates the principle in simple terms. Where the term ‘general data’ has been 
used, this may in fact be several databases, either informational or transactional, whereby 
the unique identifier is included as a key or partial key. The model described, supports an 
enhanced privacy of biometric data as, in most circumstances, such data would only ever be 
accessed as an anonymous entity. Furthermore, even lower lever data could be stratified 
with various layers of anonymity. For example, if a biometric identity verification is 
undertaken in order to determine the holders entitlement for a particular service, such as the 
right to cross a border, it would only be necessary to receive conformation of the match and 
the entitlement. Additional data would, in the majority of cases, be superfluous to the 
transaction at hand and should not be accessed. Such a layered approach will also facilitate 
fast transactional performance, an increasing consideration given the proliferation of 
available data. If an issue arises which requires additional data in order to be resolved, then, 
and only then, will access to additional levels of personal information be allowed under 
controlled conditions. Such a situation might arise, for example, in the case of a disputed 
identity. From a national intelligence perspective, if the biometric of a known serious 
criminal or terrorist were to be compared against the biometric database and a clear match 
were found then, using the unique identifier, other related information may be analysed as 
appropriate. However, such is a specific situation which should not concern the personal 
data of the majority of law abiding citizens, whose information may remain protected in 
alignment with in-place privacy and data protection legislation. 

While sceptics might argue that such a model, elegant in its simplicity, could not be 
overlaid upon what has become a complex web of poorly conceived data sources, that is no 
reason why such a model should not be established as an ongoing strategy. A strategy 
which, as we will see, has positive ramifications from an international perspective. A 
transition between the two states may easily be defined, planned and orchestrated at the 
national level and, in many cases, this might lead to attendant simplification and cost 
reduction as both services and processes are harmonised. This may be readily achieved with 
an appropriate sense of purpose and commitment.   

 

The International Level 

The national model described above in simple terms, clearly has operational benefits while 
observing requirements for privacy and data protection. Peripheral agencies who have 
specific additional data, only require the unique identifier to align that data with an 
individual. There is no need to replicate personal information, thus avoiding the problem of 
multiple sources and their administration. Furthermore, when third party agencies 
legitimately require information held by first party agencies, they can simply use the same 
unique identifier as a key, promoting both data efficiency and operational performance. 

If we extrapolate this model to an international level, some interesting possibilities emerge. 
For example, from an international intelligence and law enforcement perspective, it would 
be possible, by multi-lateral agreement, to allow other countries to quickly search the 
anonymous biometric database for a match against the biometric of a known serious 
criminal or terrorist currently being sought. Mostly, a match will not be found. However, if 
a match is found, then access to additional information may be granted according to agreed 
protocols and procedures. With optimised data sets and automation, such intelligence may 
be provided in close to real time. This would enhance the capabilities of international 
intelligence without compromising the privacy and security of personal information en 
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masse. The key will be the combination of agreed policies and procedures, coupled with a 
data sharing architecture which supports such a model. 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
Figure 2. The simple model extrapolated to international dimensions. 
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performance, will similarly increase. Consequently, we shall have a strategy which 
provides tangible benefit at both a national and international level, for all participating 
countries.  
 

Prerequisites 

For such a strategy to work, there are certain prerequisites which would need to be 
established. Primary among these is agreement between nations at the policy, procedure 
and process level, with agreed definitions around related roles and responsibilities. With a 
suitable model defined, it shouldn’t be too difficult for individual countries to align with it, 
although one must be prepared to allow for a transition phase.  
Similarly, a standardised data architecture would need to be defined and agreed in principle 
across national boundaries. It might be the case that certain details remain unique to some 
administrations, however, the fundamental model and the concept of anonymous biometrics 
should be agreed. Minor technical differences may be resolved at the SMB level, allowing 
data mapping to a common format. In a layered model, as proposed here, it may only be 
necessary to cater for a few obvious layers within the system, any further analytics being 
undertaken in a more conventional manner. Consequently, the task is achievable. 

Lastly, we would need an agreed programme plan which stipulated time frames and 
responsibilities, ensuring a proper commitment for the common good. As with most human 
endeavours, we are constrained less by technology and the proportions of the task, than we 
are by the will to undertake it. If agreement is enthusiastically established at the right level, 
then everything else will flow from this. 
 

Operations 

If such a strategy were to be pursued, one of the immediate challenges will be, at a national 
level, to define and orchestrate an operational model which conforms fully with the stated 
broader objective. The scale of such a challenge will vary between countries but, in some 
cases, there will be a good deal of work to scope and complete in order to reach this stage. 
However, such a task may be approached in a logical and systematic manner and will 
certainly be achievable.  

An important element here is a plain language specification, or guide, that can be adopted 
by all participating countries. There will of course be differences in the detail of operation 
according to geography and scale, but a set of guiding principles will ensure that a 
minimum standard may be realised. This is important as we must be able to have 
confidence in the associated data. If every country works to a different set of operational 
rules and standards, then establishing such a confidence becomes difficult.  

We also need to have clear guidelines which govern the sharing of data and, in particular, 
the accessing of anonymous biometric data by third parties. If a new data sharing model is 
entered into, the associated policies and procedures should be clearly documented at every 
level. It should be a straightforward matter to draw up a draft set of documentation in this 
context. This could then form the basis of discussion for an appointed working group to 
develop accordingly.  
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The Politics 

An obvious question when considering such a data-sharing model is, under whose auspices 
should it be run? No doubt there are various options in this respect. Interpol, for example, 
already have a data sharing model and it may be that the existing model could be modified 
or enhanced accordingly. It might be that a sub-group of the United Nations could be 
established in order to drive the idea forward under an umbrella framework of International 
Law. Alternatively, individual agencies might form a consortium in order to establish and 
maintain such a model. 

Inevitably, there will be differing views on this and it would be unfortunate if bureaucracy 
were to get in the way of efficacy. What is required is a focused, capable working group 
who can propose standard ways of working, produce a project plan, produce technical 
designs and recommendations and help participating agencies to work within the larger 
model. This working group could conceivably be a virtual group, although it would require 
strong, focused leadership and an acceptance at the highest levels within all participating 
countries. A tall order? Certainly, but that is no reason why we shouldn’t pursue such an 
ideal. We have to find a way through the political landscape to a point where, with common 
agreement, a working group can function in an uninhibited manner and consequently make 
real progress.     
 

Conclusions 

This document has voiced a simple proposal for a model of data-sharing which facilitates 
intelligent cooperation while respecting privacy and adhering to in-place data protection 
legislation. It has deliberately been kept simple and conceptual in order to stimulate 
discussion. It is hoped that, with enough interest, such discussions might prove fruitful and 
lead to a more secure, more trusted and more practical model than currently exists.  

Whenever one proposes any such model, there will always be sceptics who will endeavour 
to prove without doubt that such a model could never work in the real world. This would be 
the wrong position to adopt however. We can achieve whatever we want to achieve in this 
context, we just need the courage of our convictions and the will to move forward. In fact, 
everything described herein is entirely achievable. Furthermore, we surely have a 
responsibility to improve upon the currently messy situation with respect to the 
management of personal information.   

 

Next steps 

If there is an interest in pursuing this idea, then a useful first step might be to gather 
together an initial interest group and hold an informal meeting in order to further crystallise 
the thinking and lay down a rudimentary project plan. This will include raising the profile 
of the idea at suitable levels and suggesting a workable way forward, including the 
identification of a host working group, the establishment of fundamental policies and so on. 
The effect of this will be to position the working group in such a way that it could, 
following establishment, launch upon its stated objectives with enthusiasm and vigour. 


