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Introduction
The concept of equivalence is an interesting one when applied to the
performance of electronic systems. This is especially the case where multiple
operational nodes exist within a broader system which must maintain a defined
level of performance in relation to operational objectives. When such a system is
also an instrument in the relationship between two parties such as employer and
employee or citizen and state, as will often be the case where biometrics are
concerned, then the concept has a special significance. Indeed, in some situations
there may even be a legal significance if one party or another has cause to feel
that the lack of an equivalence between operational nodes has compromised their
position or otherwise introduced a level of discrimination against them.

Consequently, an equivalence of operational performance across nodes is a
desirable state of affairs. Moreover, such an equivalence must be of realised
performance, having taken into account local variables such as environmental
and human factors, as well as equipment configuration.

An example
Imagine that a given system has operational points of presence in three distinct
geographic locations and that, at each location, there are multiple operational
nodes. We thus have two levels upon which to maintain an equivalence of
performance. Firstly across operational nodes within a single location and,
secondly, between the three distinct geographical locations.

Imagine that a user at one of the locations finds that every time he uses one of the
nodes, his biometric is immediately verified and the associated service is
provided. However, every time he uses a different node, his biometric is rejected
and the service denied. A legitimate user would no doubt feel aggrieved at such a
situation and would wish for an explanation from the implementing agency. A
less scrupulous user who might be probing for weaknesses within the system,
might notice that one particular node is inclined to always verify a biometric,
thus presenting a vulnerability within the system.

Now imagine that users notice that their biometric is frequently rejected by the
nodes in one location but not in the other two locations. They may, with some
justification, feel that the implementing agency at that location is positively
discriminating against them for some reason. Similarly, if one of the locations
has nodes which verify almost any biometric, then that location will represent a
vulnerability within the broader system.

Monitoring for equivalence
The question is, how may we monitor realised performance at every node in each
of these three locations in order to satisfy ourselves that they are indeed
performing to an equivalent standard? Furthermore, if variances arise, as they
might for all manner of reasons and at different times of the day, then how might
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we compensate for such variances and adjust the configuration of individual
nodes in order to maintain a balance?

It is interesting that, after decades of experience with relatively large scale
systems, the majority of such implementations do not seem to have any
mechanism for monitoring realised performance across nodes in near real-time,
let alone any mechanism for dynamic configuration in order to maintain a
balance. In addition, many systems do not even differentiate performance across
individual nodes. Given the above explanations, this is perhaps somewhat
surprising. Without such granularity of monitoring realised performance across
nodes, how may an accurate appreciation of systems operation be made?
Furthermore, how may a desired level of realised performance be configured for
the system as a whole, taking individual node performance into account? The
answer of course, is that neither will be possible.

The APEX system
Fortunately, a mechanism has been developed which addresses all of these
issues. The APEX (Automated Performance Execution and Control) system
allows for near real-time centralised monitoring of realised performance of every
node within a system, regardless of geography or individual node location and
configuration. Furthermore, via a unique system of automated dynamic
configuration, APEX maintains an equivalence of realised performance across all
nodes on the system. It maintains this equivalence irrespective of environmental
or human factors in play at specific nodes. Thus, an implementing agency may
have confidence that all nodes on the system are performing equivalently at all
times, without bias of any kind. In addition, and very importantly, the
implementing agency may specify a desired level of realised performance
centrally and immediately apply this criterion to all nodes on the system. Thus,
under different operational conditions, they may deliberately adjust the level of
performance across the entire system. This level of control may be especially
pertinent to high security or military applications for example.

APEX is a truly unique system which provides clear advantages to implementing
agencies and has been designed with the hindsight of more than twenty years of
experience within the field of biometric identity verification and systems in
general. In order for APEX to function as intended, biometric capture devices
must be aligned with the APEX system. However, this will be very
straightforward in most cases and device manufacturers will be supplied with a
simple specification to follow.

Conclusion
There may be other ways of providing and maintaining an equivalence of realised
performance across operational nodes. However, at the time of writing, APEX
seems to be the only system which offers this functionality. Full details may be
provided to interested implementing agencies via the Biometric Research
Consortium.


