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Ethnicity in Relation to Biometric Identity Verification

Julian Ashbourn - Avanti

When considering the subject of ethnicity in relation to biometric identity
verification, there are perhaps two primary streams of thought. Firstly, there is the
question of whether individual ethnicity can be derived from the stored biometric
data. Secondly, there is the question of whether different ethnic types may find it
more or less difficult to use a particular biometric technique. There may also be
some related issues around performance when ethnicity is perceived to affect
operation, and also associated cultural issues when dealing with mixed populations.

The purpose of this paper is primarily to draw attention to the question of ethnicity
as a variable which should be considered when seeking to implement biometric
identity verification into broader processes. This is especially the case with large
scale public applications or applications which, by definition, cross geographic and
cultural boundaries. We shall therefore explore some of these issues at a high level,
encouraging others to continue with their own application specific research as
appropriate.

1] Can ethnicity be derived from biometric data?

Perhaps the first question is does it really matter if ethnicity can be derived from
biometric data? The answer may be different according to the application in
question and the data protection legislation in force at the time. This picture is
complicated further when data is shared between administrations or countries, and
perhaps replicated and held in different databases. Scalability is a related issue
here, as public applications grow and the use of biometric data becomes more
complex.

Back to the primary question, and the immediate answer from most technology
suppliers would probably be no. But how qualified is such an answer? Has sufficient
research been undertaken in order to state categorically that ethnicity could not
possibly be derived from biometric data? Take for example a fingerprint template
which, while not storing a graphical representation of the fingerprint, might hold
information as to the number and type of minutiae together with their spacial co-
ordinates. Can this data be extracted, analysed and conclusions drawn as to the
ethnicity of the individual? Has sufficient research been conducted to show the
propensity of fingerprint patterns and minutiae incidence among ethnic groups?

Let us consider facial recognition, where the boundaries between rudimentary
pattern matching and more sophisticated techniques are often blurred. In many
minds, a facial biometric template is simply a digitised photograph in a common
format. Clearly, in such a case ethnicity can easily be derived. If the template is a
digital representation of anatomical measurement rather than the image of the face,
can this data be extracted and analysed in order to suggest ethnicity? It would seem
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reasonable to expect that clearly defined ethnic groups have similarities with regard
to the positioning and type of facial features, but how much research has been
undertaken in this respect, and how does this align with biometric facial recognition
systems?

Does the detail present in the human iris fall into easily identifiable groups? Or
retinal patterns? Do biometric techniques using such features inadvertently store
information that could suggest ethnicity and, if so, is it possible to extract this
information? The immediate reaction to such questions would probably be
negative, but how much independent research has been undertaken in this area?
Voice verification represents another interesting area in this respect. It may be
possible to identify the fundamentals of language from a voice pattern, but how
does this relate to ethnicity? If the annunciation of speech is somewhat dependant
upon the physiological structure of voice chords, the vocal tract, mouth geometry,
tongue, teeth and perhaps even the functioning of the respiratory system, then is it
possible to detect ethnic clues from the resulting voice patterns? Has research in
this area ever been aligned with voice verification biometrics?

What of behavioural biometrics such as signature verification, keystroke dynamics
and so on? It is often observed that ethnicity can affect the way humans interact
with devices. Again, slight physiological, or even psychological differences can affect
such interaction. The question is whether such ethnic clues can be detected in
behavioural patterns, to the extent that they could be extracted from biometric
activity.

In conclusion, this is a complex subject area and one which biometric technology
suppliers might usefully seek to understand in more depth. It is not enough to
simply state that ethnicity cannot be derived from biometric data, unless there is
clear scientific research to support such a view. Any conclusive, and preferably
independent research on the subject would be beneficial to both users and
developers of biometric identity verification techniques.

2] Do different ethnic types find it more or less difficult to use a particular
biometric technique?

Another interesting area to explore. Let’s consider this firstly from the simple
physiological perspective. If we analyse typical physiological properties of different
ethnic groups we shall certainly find variations. Indeed, even within the same
ethnic groups we can find variations according to geographic placement and life
style. If we narrow this down to look at the anatomical differences purely as they
align to currently popular biometric techniques such as iris, fingerprint, hand
geometry, facial image, voice and so on, we may conclude with some sort of
classification of features and expected impact upon the usability of a given
biometric technique. But is it really as simple as that? What about physiological
change in response to external conditions such as stress and environment? We
know that differences exist in this respect, so it is perhaps reasonable to expect that
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such differences may impact usability of biometric systems. We may even like to
consider cultural differences and how these might affect emotional responses
which, in turn can produce physiological change.

Thinking along the lines indicated above may seem to some a little pedantic or
heavy handed in relation to the situation at hand. However, if we do not fully
understand such phenomena, then clearly we cannot reach conclusions as to the
effect they may or may not have with regard to the usability of biometric verification
systems. This becomes more pertinent when an application aspires to a large user
base of national population proportions, especially if operational across geographic
and cultural boundaries.

There are some obvious starting points for research in this area. For example, with
fingerprints we have both the primary fingerprint classifications to consider as well
as the size and shape of fingertips. With irises, we might consider the textural and
graphical detail in the iris as well as occlusion differences and the impact this might
have on both ease of enrollment and subsequent operation. With hand geometry we
may like to examine typical hand anatomies of both males and females from
different ethnic groups, and how easy it is for them to use hand geometry capture
devices. Similarly, with face and voice there are some obvious questions and
approaches which may be taken.

In relation to all techniques, we may like to consider age and whether this has
different connotations among ethnic varieties. Are there different minimum ages at
which individuals may reliably use biometric devices? Does the ageing process vary
with different ethnic groups, or perhaps within different environments? How does
advancing age affect the usability of biometric systems? Are some biometric
techniques affected more than others and, if so, do these particular biometric traits
develop differently across ethnic groups? There is much to understand in this
respect.

In terms of usability, we may further subdivide this into (I) failure to enrol, (ii)
subsequent operational problems, and (iii) inconsistencies due to physiological
change. If sufficient research is undertaken in this area, leading to conclusions
around ethnicity and usability of biometric systems, then application planners will
be able to incorporate this understanding into application development and related
performance expectations.

3] Operational performance as a consequence of ethic variations.

If we were to conclude that ethnic variations may have an impact upon the ongoing
usability of biometric systems, then it is logical to extrapolate this thinking into
considerations around the impact upon systems performance. Clearly, if certain
individuals or groups of individuals experience a greater than average level of
difficulty in using such systems, then this is likely to be reflected in higher error
rates for these individuals. Indeed, the effect may be compounded by the



Page 4 of 5

interaction between environmental and physiological conditions, pushing the
biometric capture device towards the edge of it’s operational capabilities, thus
increasing the probabilities of errors.

When we start to examine this area in detail, it raises some interesting questions
around the assumptions which are often made around expected systems
performance. The potential variations between vendor supplied expected error rates
and real world operational conditions are already acknowledged, but in planning
large scale applications what model are we using for an ‘average’ user? Do we have
in mind a particular ethnic type, perhaps in relation to our own geographical
location? Have we considered the potential mix of ethnic types among our expected
user base? Similarly with gender? An enhanced understanding of such factors will
surely lead us towards a more realistic expectation of performance and therefore
systems configuration. An insufficient understanding or consideration of such
factors may lead us to inappropriate systems configuration and perhaps unwanted
surprises with respect to operational performance.

4] Associated cultural issues.

There is much misinformation, or perhaps a lack of qualified information in this
respect. Often it is suggested that a particular race or culture will never use a
particular biometric device because it is against their ‘religion’ or ‘culture’ or maybe
simply considered poor protocol. Interestingly, you can often find notable
implementations of precisely the ‘unacceptable’ technique within the heartland of
such cultures. Simple logic also tells us that everyday life would be intolerable if
individuals consistently observed some of the behavioural principles thought to be
so deeply ingrained. Of course, the other side of this coin is that there may be
cultural idiosyncrasies that have been completely overlooked in relation to the use
of particular biometric techniques.
Clearly there is scope for some qualified research, both to identify areas of possible
concern and also the proportional probability of such factors becoming an
operational issue. This may lead to recommendations around awareness and
training in relation to proposed implementations. Furthermore, an enhanced
understanding of this area will enable appropriate decisions to be made as to the
choice of biometric techniques for use within a particular cultural community. If the
proposed user population is multi-cultural, then this knowledge will be similarly
valuable. If we align this thinking to what we already understand about user
psychology and the related effects upon systems performance, then our
expectations in this respect can be more finely adjusted.

In conclusion there is little doubt that, especially with regard to wide scale public
applications, ethnicity is a subject worthy of further consideration. To what extent
ethnic variations can affect usability and hence overall systems performance maybe
unclear in some minds. It is proposed that this very lack of clarity suggests the need
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for appropriate research and the incorporation of it’s conclusions into systems
design.

Currently, we are on the verge of a step change in the adoption of biometric identity
verification techniques for a broad range of public applications. This development
will be accompanied by an increase in the size of typical user populations. In many
cases, such populations will contain a broad mix of ethnicity and cultures,
introducing a further complexity to our understanding of usability, user psychology
and relative systems performance. Given these developments, ethnicity is perhaps a
subject  worthy of our closer consideration.


