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Identity
Sources, Theft and Fraud
A discussion paper

As we continue into the 21st century, we are becoming increasingly preoccupied with
personal identity. Some of this preoccupation is aligned with security and control, while a
good deal is aligned with targeted marketing. Yet more is aligned with the harvesting and
reselling of identity information, either legally or illegally, with or without the consent of the
individuals concerned. Individuals, on the other hand, may maintain several identities,
whether for innocent or malicious purposes. The result overall is that the concept of personal
identity has become something quite different in the modern world. It has also become
something of a mess as less reliance can be placed upon a given identity, and yet we
continue to make assumptions in this context.

Many, for example, will assume that official identity documents, such as passports, must
reflect a correct identity. These days, this is a very big assumption. Economic migration has
ensured a mass movement of individuals across borders, many of whom have a vested
interest in either hiding their true identity, or registering an incorrect identity within the
target country. In this respect, many western countries are notoriously poor at verifying
identities prior to issuing passports and this reality is ruthlessly exploited by those with an
interest in doing so. The result is a huge number of registered identities which are effectively
fraudulent, and yet are recognised from that point on as correct. Similarly, professional
criminals will exploit the same weaknesses in order to register and maintain multiple
identities. Authorities might assume that, with biometrics being used upon a wide scale, such
multiple identities will quickly be spotted. Once again, this is a huge assumption.
Furthermore, as human population continues to expand exponentially, the likelihood of
detection decreases proportionally, especially among those who, as yet, have not attracted a
special interest from the authorities. Such fraudulent identities may remain undetected for
some considerable time, perhaps forever.

Of course, some might argue that it doesn’t even matter if the identities are fraudulent as,
once registered, they may at least be tracked from that point onwards. Such a view however,
fails to acknowledge two key factors; firstly, that such an identity might simply be one of
many and, secondly, that the effect of the registered identity will often be to provide
entitlements to individuals who do not qualify for them. When this is multiplied by many
hundreds of thousands, or even millions, it can have a significant effect upon the hosting
country. It may also cause a great deal of confusion from a law enforcement records
perspective. Consequently, it is perhaps somewhat surprising that, in many countries, the
passport issuance process is as weak as it is.

Regardless of officially registered identities, many individuals have a cyber identity, used for
activities such as on line social networking and general communications, which may or may
not align with their true identity. Many millions of individuals maintain identities which are
stored by various service providers. These may be used for various purposes including
general communication or even on-line payment. An increasing trend is to accept these
cyber identities for semi-official purposes, including access control to on line resources and
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even corporate identity management. We now have another huge source of identities which
may easily be manipulated. Those with an inclination to do so will maintain multiple cyber
identities, each with both a static and transactional profile as their usage is monitored. In
addition, there is yet another gigantic source of identities as related information is harvested
by retailers and official agencies alike, in relation to just about every transaction made on
and off line. The accuracy of these identities is mostly unqualified, they are simply
harvested, collated and sold on to the highest bidder.

The combination of all of these identities represents a vast store of information which, some
might argue, is disproportional to its legitimate use. Certainly, it has little to do with the true
identity of individual human beings. It is simply a gargantuan list, within which some
individuals may appear several times, some may not appear at all and some listings may not
appertain to anybody in particular. Yet this is the list from which we determine an
individual’s identity in relation to all manner of transactions. No wonder then that identity
theft and the broader identity fraud are attractive activities for those seeking to
circumnavigate the system and steal from both their fellows and the state.

And to this situation, we add the technology of biometric identity verification. We seek to
append a biometric reference to every one of the identities within the great list, in order to tie
a particular individual to an identity. This we do predominantly for purposes of control. To
control entitlement, or to otherwise align individuals with events for both positive and
negative reasons. At the point of biometric identity verification, we mostly have no interest
in whether the aligned identity is correct or otherwise, we simply seek to match the
biometric. Consequently, in the case of fraudulent identities which, as we have shown, are so
easy to create, the fraud is validated and perpetuated every time we successfully match the
biometric. Conversely, due to the variables inherent in both the human constitution and the
technology as implemented, we might just as easily match the biometric against an incorrect
identity, and yet we will still tend to place our trust in the biometric matching transaction.

It is tempting to extrapolate this situation into the future. A future wherein the numbers of
individuals concerned is mushrooming at an alarming rate. State authorities will believe that
they are exercising increasing levels of control and, indeed, so they shall over honest, decent
citizens who generally present no problem to society. But what of the others? What of the
many millions who fraudulently consume entitlements or who are simply criminals? And
what of the criminals, including social criminals, who are quite happy to use their real
identities in any event? Surely, we are focusing rather too much upon identity and rather too
little upon the root causes of our societal problems?

However, we could change things for the better, via a combination of clear thinking and
intelligent legislation. Firstly, we should outlaw the mindless harvesting and storing of
personal information by almost everyone. The irony is, in the vast majority of cases, it is
simply not necessary to attach a personal identity to an event or transaction. Much of our
activity, both on and off line, could easily be undertaken anonymously with no detriment to
service and no risk. Enacting legislation to cover this requirement, including the dissolution
of associated databases, should be a priority for any civilised government. Secondly, for
events and transactions where identity is important, we should rethink completely how we
ascertain and verify individual identity. If documentary evidence is used, including
electronic forms such as chip cards, then the issuance process for these documents should be
made considerably more robust, with an intelligent range of checks built into the process.
Once the true identity has been ascertained and proven then, certainly, a biometric may be
aligned with it in such a way that the holder of the identity may use the biometric, at his or
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her discretion, in order to verify the authenticity of the document. Attendant processes
should be in place to revise and reinstate this biometric at periodic intervals in order to track
factors such as aging or changes brought about by other circumstances. For those
government officials who would argue that this might take an increased administrative
effort, then so be it. We need to return to a situation whereby individual identity is respected
and where official identity documents may enjoy a higher level of trust. Furthermore, we
must outlaw the all pervasive misuse of identity which is so prevalent in our modern world.
It serves no intelligent purpose. Those paranoid about marketing fail to grasp that market
activity overall remains at the currently sustainable level, based upon a number of factors,
regardless of the identity of consumers. Even from the law enforcement perspective, the
disproportionate focus upon identity has failed to make the world a safer or better place. We
need to rethink our law enforcement intelligence activities. Similarly from the broader
national security perspective, we need to shift the focus from a misplaced belief that we can
apprehend people after the event, to a better means of preventing the event in the first place.
Much may be achieved in this respect by intelligent government policies and education, both
areas which, in many countries, have become somewhat questionable.

In conclusion, the current situation with regards to identity and identity management is
becoming a little bizarre. Processes and activities are enacted which serve no particular
purpose except in the interest of the commercial entities providing the system or service. We
need to have the vision and the courage of our convictions to move away from this model
and rethink the case for identity in the modern world. For this, we might usefully encourage
a new type of identity management consultant role. One which is not aligned with
technology, but with humanity.




