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When considering applications for
biometr ics, it is easy to become
absorbed by the technology and
theoretical performance of specific
techniques and devices. Indeed, much
of the discussion and published
dialogue has focused on this area in
recent years. In reality, there is of
course no such thing as a “biometric
application”. Automated identity
verification using biometrics (and
possibly other related technologies) is
simply a concept which may be
integrated into existing processes and
systems as required. In this context,
there have been many implementations
and tr ials across var ious activity
sectors, from physical access control
to network access, banking, border
control, time and attendance monitoring
and more.

To date, the majority of these
implementations have been concerned
with relatively contained user bases,
often counted in hundreds or less and
with a correspondingly manageable
number of daily transactions. In
addition, links to external systems have
tended to be minimal. Thinking has
therefore tended to concentrate around
the fundamental issues of implementing
such systems within a controlled
environment of this scale. In recent
months however, there has been a
renewed focus on the possibility of
util ising biometric and related
technologies within much wider scale
applications, often within the public
domain. Such ideas raise additional
issues which are not necessarily a
simple extrapolation of those
encountered within smaller, contained
systems. In this paper, we shall explore
some of these issues accordingly.

1 Conventional performance
metrics
It is customary to consider biometric
system performance in terms of the
likelihood of false accepts (the system
wrongly accepting an impostor) and
false rejects (the system incorrectly
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rejecting a valid user) expressed as a
percentage of transactions and
sometimes distilled into an equal error
rate to identify the point where the two
error curves cross. However, this
approach is extremely limited, if not
fundamentally flawed, for use in
considering large scale applications.

Firstly, these conventional metrics
are simply describing the theoretical
performance of a specific biometric
capture device and do not reflect the
performance of an entire system.
Furthermore, the available performance
specifications are mostly provided by
the device manufacturer and derived
from their own laboratory testing, which
cannot adequately reflect the diversity
of operational conditions likely to be
encountered in real world large scale
applications. In addition, there is an
assumption that these parameters
(FAR, FRR and EER) adequately
describe the errors associated with the
biometric identity verification process.

In fact there are a raft of potential
errors which may serve to jeopardise
an identity verification transaction,
including user errors (which may be
further subdivided), primary system
errors (which may be fur ther
subdivided), communications and data
flow management errors (which may be
fur ther subdivided) and external
interference. The conventional metrics
of FAR and FRR are only part of the
story, and should be viewed accordingly.

Another aspect of FAR and FRR
metrics which is often not appreciated
is the root cause of the error. For
example, a false reject may be
encountered for reasons completely
outside of the correctly functioning
template matching process. It may be
due to a sensor fault which inhibits the
correct capture of the live sample. It
may be due to a systems processing
fault. It may be due to a corruption of
the reference templates. It may be due
to a data communications problem, and
so on. Similarly, a systems malfunction
might inadvertently result in a false

acceptance, or might deliberately result
in a false acceptance. We must thus
consider, even these fundamental
performance metrics, as a product of
the entire system, rather than a statistic
quoted in isolation by the biometric
device manufacturer or software
supplier. Indeed, it may be more
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pertinent in some cases to consider an
average error rate (AER) statistic which
reflects the broader scenario.

In order to understand the likelihood
of such errors within a given application,
we must develop an understanding of
the associated variables such as user
psychology, operational environment,
primary system stability, anticipated
capture device performance,
communications integrity and security
to name but a few. We may then
calculate a more meaningful average
error rate to be anticipated within a
given application. This is true of any
implementation. It is particularly the
case when we are considering large
scale applications.

Transaction error rates however, are
not the only performance criteria that
we should be interested in. We must
understand the broader systems
functionality and what the requirements
are for data communications bandwidth
and topology, processing power and
distribution, systems recovery and
redundancy, overall capacity, the quality
and performance of external interfaces,
the quality and performance of portable
data storage media and so on. As we
can see, the traditional FAR and FRR
criteria represent only a small part of
the overall equation.

2 Systems architecture
In smaller self contained

applications employing biometric
identity verification, the systems
architecture is often quite
straightforward and easily managed.
As applications grow in scope and size,
the associated systems architecture
will grow in complexity. Sometimes this
increasing complexity seems
disproportionate to the increased scale
of the application. This is often the case
when interfaces to third party systems
are required which might involve
legacy technologies and other
complications. It is not a matter of
simply multiplying the number of
required devices as the requirement
scales upwards. We must understand
and anticipate the bigger picture and
devise systems architectures capable
of supporting it.

To manage this successfully we
must start with a crystal clear vision of
the requirement and attendant
processes, together with unilateral
agreement from all involved in the chain
as to how the whole will function. We
must then identify all of the system
elements and components in

conceptual form, before translating this
into existing entities and their current
specifications. It is possible that some
modification will be required to existing
entities in order to accommodate the
broader requirement. New system
components may need to be developed
and interfaces designed in order to
manage data flow and communication
according to the security, performance
and systems redundancy requirements
specified. This can be a non trivial
exercise and, in many cases, a design
authority should probably be employed
in order to maintain an overall view and
ensure best practice and compatibility
across the various entities.

The overall systems architecture will
only be as strong as it’s weakest link.
This applies from both a security and
operational performance perspective.
As the application scales upwards, the
vulnerability increases accordingly. A
design considered adequate for a self
contained low usage application with no
external links, may be totally inadequate
for a wider scale application. Principles
of design and implementation adhered
to with smaller systems may similarly
prove inadequate for larger scale
applications. This cuts across the
spectrum from data storage and
manipulation to business continuity and
security. We cannot simply extrapolate
from small to large by adding additional
components. We must carefully
consider the larger scale requirement
and develop architectures capable of
suppor ting it both now and in the
foreseeable future. Capacity planning
will play a part in this and will influence
some of the design decisions along the
way. This highlights the need for a
robust vision and understanding of the
requirement at point one.

There are relatively few really large
systems that have deployed biometric
verification techniques to date. Even
some of those boasting impressive
numbers of transactions are not
necessarily large or par ticularly
complex systems. For truly large scale
applications, we must therefore be wary
of making assumptions around system
architectures based upon existing
products and specifications. We would
do better to consider the overall
requirement afresh and design an
architecture based upon sound IT
principles and best practice in
association with proven technology. The
biometric component will, in many
cases, represent an important but
relatively minor part of the whole.

3 Support and maintenance
Support and maintenance is

sometimes treated as something of an
after thought as system designers
become intr igued with biometric
technology and the possibilities of
deployment. In the context of a small
application or trial system, it is often
covered with the provision of a small
budget and reliance upon the primary
supplier. This may be a questionable
approach for small applications. It is an
unacceptable approach for larger scale
applications, especially those in the
public domain.

Before we can understand the
support and maintenance requirement,
we must really understand both the
system and associated human
processes across the entire operational
spectrum. We must further identify
every possible condition that could
cause operational failure and assign a
risk factor according to probability. Such
an analysis is unlikely to be successfully
undertaken by a technology supplier in
isolation. More normally it should be an
exercise spearheaded and managed by
the end user organisation via an
experienced risk assessment team
(albeit with help from technology
suppliers where appropriate). With a
high quality risk assessment, covering
both systems operability and human
processes, we can now identify the
levels of support and maintenance
required in order to maintain the
operation through the worst case
anticipated conditions. For routine
equipment maintenance we shall have
to understand anticipated mean time
before failure (MTBF) figures and
consider the most efficient and effective
maintenance program accordingly. For
the overall operation, including manual
processes, we shall additionally have
to consider the human element,
including training, resourcing and
related issues.

All of these elements would warrant
close attention for a sizeable system
located in one physical and operational
space with a co-located management
structure. With many larger scale
applications however, it is likely that they
will be implemented in multiple
operational spaces, often across
different cities or states, sometimes
across different countries. This adds
additional complexity as we must both
take into account regional variances
and strive for uniformity of quality. In
addition, there may be varying
granularity of operation and usage
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across different physical areas, which may not necessarily
be proportional to the levels of equipment deployed. The
overall picture is thus quite complex, but must be properly
understood if we are to configure and implement an adequate
support and maintenance program.

The distinction between smaller contained applications
and larger scale applications is especially pertinent with
regard to support and maintenance. This is partly due to the
additional complexity of systems and processes, but also
reflects the typically more pronounced consequences of
operational failure. It is not just a question of extrapolating
the support and maintenance budget from a smaller
operation. We must truly understand the wider scale
application, together with the opportunities for failure and
the implications thereof.

4 Registration processes
There are perhaps two main themes in this respect. On the

one hand we are aware that, from the technical perspective,
poor quality registrations result in poor quality reference biometric
templates, which in turn translate into reduced operational integrity
and performance. On the other hand, the integrity of the
registration process itself, including any background or
documentary checks as to the correct identity of the individual,
is absolutely key to sensible and successful operation. In both
cases, scalability raises some important issues.

From the reference template generation perspective, we
shall have to consider what it takes to enrol the numbers of
individuals anticipated for the application in question. For a
smaller application with perhaps a few tens or even hundreds
of users, this is easily decided and implemented, usually via
a single point of presence. For an application which may
have potentially many hundreds of thousands, or even
millions of users, this is another matter entirely as we shall
certainly have to consider registration via multiple points of
presence and maybe via multiple entities. We must thus not
only consider the technical process of registration, but the
logistics of training the required number of operators across
varying locations and possibly even cultures. We must also
consider consistency and how this may be audited on an
ongoing basis. There is a systems element here too, as we
must ensure that system components are operating to an
agreed minimal standard and therefore generating reference
templates of acceptable quality.

With a relatively small user base, counted perhaps in the
low hundreds, we naturally discover that some individuals
have difficulty in enrolling. This seems to vary between mild
difficulty due to misunderstanding or unfamiliarity, to
significant difficulty, perhaps due to an exceptional
physiological condition, which may in fact lead to complete
failure to enrol. When the user base is scaled up to hundreds
of thousands the numbers of individuals experiencing such
difficulties will rise proportionally. We therefore need to have
a clear and consistent policy for dealing with such exceptions.

Furthermore, exception handling of this kind typically
takes longer than conventional registration transactions and
this must be incorporated in our calculations for the logistics
of registering large populations. Another relevant aspect here
is the identification and documentation of what constitutes
an acceptable registration. It may be that we require a
minimum template quality in order to promote transaction
reliability and consistency when dealing with large user bases.
If this is the case, then this needs to be incorporated in our
registration process.
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wealth of practical advice around deployment and
ongoing usage. The accompanying CD-ROM includes
some valuable utilities to help those involved in the
practical implementation of biometric programs.
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We must additionally consider security and how to
subsequently identify registration stations reliably from issued
documents or tokens, or even from database entries. If this
is achieved via digital certificates and watermarks, then this
represents an additional layer which needs to be very
carefully considered. Security is also relevant to the human
resources used within registration stations and the attendant
responsibilities. It is an area which deserves particular
attention. Furthermore, we should consider a robust audit
trail for the registration process in order that any single
transaction may be effectively ‘reconstructed’ in terms of time,
location, operator, documents provided and so on.

In addition to the above, we must consider the broader
identity authentication process. For example, what
documentary evidence is required and how may this be
checked for authenticity? Is there an agreed minimum standard
of documentary checking which is agreed across all regional
and cultural boundaries covered by the application? Are the
attendant procedures crystal clear and unambiguous? How
may this be audited? In addition to these questions we must
also consider whether electronic links to other entities will be
required, for example in order to check against existing
databases. If this is the case, then we need to understand the
data security requirements around this, what information
passes between host and client, under what circumstances
and how this should be interpreted. If this is required to happen
in, or close to real time, then there is a whole layer of systems
integrity and operability to be considered, together with fall
back procedures. There are also the procedures around
exceptions (when the external link returns a negative result)
and how these are handled on the spot, emphasising again
the need for quality processes and operator training.

There are some fundamental questions around
responsibilities which may arise when considering registration
processes for wider scale applications, especially if they fall
within the public domain. Who ultimately is responsible for
authenticating the true identity of an individual registering
into such an application, and what are the implications of
this? Can this process be delegated to third party operators?
Can consistency, quality and integrity be maintained across
disparate regional registration centres? Who decides this
and on what basis? What are the rights of the individual?
Once again we can see that as applications scale upwards,
different issues arise, some of which are less relevant to
smaller applications and will therefore not necessarily be
foreseen by the experiences of those designs. We must strive
to put aside preconceptions and consider wider scale
applications on an individual basis, ensuring that we fully
understand the requirements and implications of both
systems and process design.

5 Ongoing management
Having designed and implemented an application we must

consider the ongoing situation and attendant management
issues. This is an area which is easily overlooked when
considering a smaller system or maybe a proof of concept
trial, but which can have serious implications for wider scale
applications. There are obvious areas such as third party
service level agreements for technical maintenance and
support and less obvious areas such as ongoing integrity
and performance monitoring.

The system may have performed reasonably well when
first launched, but how often will we be bench-marking this
aspect as time rolls by and the system expands? Similarly,

operational processes may initially be perceived as adequate
for the task, but how often shall we carry out an audit to
ensure that they are being adhered to? There are also behind
the scenes processes such as recruitment and training of
relevant personnel which need to be under taken to
acceptable standards.

Running a large scale application on an ongoing basis is
non trivial and requires proper management and properly
conceived management routines. This is especially the case
when the application may be operating across several
geographic regions with a diversity of local operators and
technical architecture.

There are additional requirements such as keeping up to
date with fraudulent activity and remaining vigilant against
the increasingly sophisticated attempts to subvert the
operation. This requires ongoing communication and training
of a particular kind and needs to be carefully co-ordinated.
As the application grows in scale and presence this area will
become increasingly pertinent.

Over time, there will of course be both technical,
regulatory and operational developments which may have a
potential impact upon the application and someone needs
to be responsible for monitoring such developments and
reaching conclusions as to their affect.

In some instances it may be pertinent to modify processes
in response to such developments, or perhaps consider next
generation technology in context. This will require a
professional and co-ordinated approach with the involvement
of knowledgeable individuals in key areas.

Planning for ongoing management should be an integral
part of planning the application, especially if the proposed
application is in the public domain. We should perhaps be
wary of assuming that this can simply be out-sourced to
third parties. It is an element of significant importance which
deserves careful consideration.

6 Conclusions
Over the past decade we have seen gradual but fairly

significant development in the biometric industry. This has
accelerated particularly within the past 18 months and we
now have an interesting portfolio of readily available products
from which to choose. We also have a veritable legion of
systems integrators, consultants and installers who have
some experience with projects which have incorporated
biometric identity verification techniques. However, the bulk
of these projects have been concerned with relatively
contained applications and user bases (there are exceptions
of course). Furthermore, many of these applications have
been custom designed and implemented in such a way which
hinders ongoing open development and interoperability.

When we consider wider scale applications we need to
consider a slightly different approach. It is not enough to simply
extrapolate our design and management approaches from those
used in smaller applications and trials. Factors such as
interoperability and open standards become paramount.
Furthermore, there are a variety of issues which become very
distinct as we scale upwards and which will require fresh thinking
and an innovative approach to their resolution. This paper has
simply ‘scratched the surface’ in order to draw attention to the
scalability issue. There is more work to be undertaken, more
best practice to be shared and more good communication and
collaboration to take place. Fortunately we have both the
expertise and technology to face this challenge, but in order to
conquer it, we must first acknowledge it.
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Introduction
The concept of automated border

control, using advanced personal
identity verification technologies such
as biometrics, is currently very topical
and there are various aspirations in this
context. However, in order to move
forward we must properly understand
all the related issues and the potential
impact of introducing such ideas. This
document has been prepared in order
to highlight some of these issues and
encourage an ongoing international
dialogue, in order to ensure that
pertinent issues and concerns are
taken into consideration.

This document has been prepared
on behalf of the TravelScape Core
Group, following analysis and
discussion within the broader
TravelScape membership.

Background
Actually, the concept of automated

border control referred to above is not
new. The aviation sector and
government have been fascinated by
such ideas for many years. Proof of
concept trials have been implemented
in various locations around the world
since 1991, with in some cases more
permanent implementations being

The following article is an introduction to a new report prepared by Julian Ashbourn for the TravelScape Core
Group. It addresses the deployment of biometrics for effective, efficient automated border control from several
essential perspectives—not least the perspective of cross-border travelers themselves. This article was originally
published on the IBIA (International Biometrics Industry Association) web site which may be found at www.ibia.org
(and is reprinted with there kind permission).
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established. Initially, the focus was
largely upon convenience for travellers
and the desire to process them as
efficiently as possible through
increasingly congested airpor ts.
Following the tragic events of
September 2001 however, a renewed
interest in the concept has developed,
together with more stringent security-
related controls and related
enhancements to API where
appropriate. The emphasis now is more
focused toward security, with additional
aspirations regarding the more efficient
use of human resources in customs and
immigration areas.

The culmination of the above has led
us to a position where there are many
aspirations and equally many technical
proposals in circulation. Some of these
are better considered than others, but
there is an attendant danger that not
enough attention will be paid to areas
of future interoperability, practical
implementation issues, data
management and the proposition from
the legitimate traveller’s perspective. If
the situation is handled badly, it may
have a negative impact upon
international travel while failing to
improve security in real terms. There is
therefore a need for open and frank
discussion in these areas among the
various parties involved. It is hoped that
this report will serve to stimulate such
discussion and draw attention to
pertinent issues accordingly.

Fundamental Considerations
There are perhaps some

fundamental issues which need to be
understood in order to place related
developments in perspective. There is

a tendency for onlookers to perceive
such developments as largely
technological, and while technology
does have an important part to play, it
should be remembered that
technology exists to support well-
considered processes, not as a goal
in its own right. It may be useful
therefore to highlight some of the
broader concepts which need to be
taken into consideration as we develop
thinking in this area.

Operational Performance
It is tempting, when considering

operational performance, to take
template matching accuracy and
transaction time figures from biometric
device manufacturers and extrapolate
these to the perceived application. This
temptation should be resisted, however,
as real world operational conditions
rarely match the laboratory
environment often used to derive device
performance figures. Similarly, isolated
tests of matching algorithms do not
necessarily reflect the variability of
human input.

From a performance perspective, it
is more appropriate to think in terms of
end-to-end total realised performance.
This includes all elements in the chain,
both technical and operational (i.e.,
database performance, the time taken
for individuals to interface with the
equipment, etc.). Many of these
elements are in themselves subject to
variations which can impact upon
realised performance. Furthermore,
some of these variations are difficult to
predict. For example, user psychology
can play an important part in the actual
performance of a given transaction.

by Julian Ashbourn
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Whether a user is relaxed or harassed,
sympathetic or otherwise to the
technology, experienced or otherwise
in its operation, impatient, distracted
and so on, can all have an impact upon
operational performance. In addition,
psychological change can result directly
in physiological changes which may in
turn affect the interface between subject
and biometric capture device, perhaps
creating additional psychological stress.
Taking such factors into account is
crucially important if we are to design
our processes and technical
infrastructure in a sustainable manner.

Interoperability is another important
area of operational performance.

This is more than just the provision
of common template formats for the
primary biometric techniques. If the
supporting infrastructure is not in place
to take advantage of such
developments, the realised
performance may be severely
compromised. One example of this lies
in the robustness of the registration
process, which may result in variabilities
as to the quality of biometric template,
the understanding among users about
how the technology works, and possibly
even the quality of technical integration
with the travel document. If such
concepts are to be meaningful across
borders, there are also issues around
the nature and quality of background
checks. There is of course the physical
interoperability across borders to
consider, in terms of compatible
equipment and so on, but also a certain
interoperability with regard to process
and fallback procedures. All of these
issues ultimately affect operational
performance.

Scalability is a factor which is
significant across a number of areas,
including performance. If we consider
error rates, for example (an error is not
restricted to false accepts and false
rejects, but could take a number of
forms), what may seem like an
acceptable figure for a user base of a

few hundred may be totally
unacceptable when dealing with a user
base of several million. Furthermore, as
applications are scaled upwards,
precise control over registration, training
and other key areas becomes
disseminated over a broader area. This
is before we even think about the
infrastructural issues involved in rolling
out schemes of this nature. As related
applications spread, we also have an
increasing difficulty in understanding
the real accuracy of such systems. If
there are false matches, we may never
know. If there are false non-matches we
may never know the true reason for
them. We shall also have to adjust our
thinking about throughput channels and
the use of human resources as usage
starts to reach critical mass. At present,
there are many assumptions being
made, based upon theoretical technical
performance, which may not be borne
out in practice.

The underlying infrastructure
naturally can have an effect upon
realised performance. This will depend
partly upon the nature of the
implementation, but should not be
underestimated in any case. Achieving
common levels of infrastructural quality
and reliability may represent a
challenge as situations develop.

Related Processes and
Responsibilities.

In addition to the various technical
considerations, there are a raft of
related processes to understand when
considering the broader situation. We
have already mentioned the importance
of the registration process. This, in turn,
is linked to the passport or travel
document issuance process, which
itself is linked to background checking
processes in order to verify the true
identity of the individual enrolling into
the system.

All of this is before we even consider
the processes surrounding the typical
end-to-end journey and how such
concepts will integrate cleanly into
existing methods. For example, if
biometric checks are to be made at the
airport, where exactly does this take
place? Under the auspices of which
authority? For what specific purpose?
How are the results used? And so on.
How does the process differ between
ports of departure and arrival? What is
the process to be followed in the event
of a correct non-match, and how does
this differ in different locations and
situations? What is the fallback process

for technical misoperation and other
exceptions? What is the process for a
user to challenge an automated result
which he believes is in error?

When we consider processes, we
must also consider responsibilities. This
is especially pertinent if an automated
process can result in denial of service
for the user. In the case of an end-to-
end journey experience, there may be
several entities involved, including
customs and immigration departments,
border police, airport authorities and
carriers. As the user progresses
through the journey, different entities will
have responsibilities at different times,
but in relation to the same individual and
related data. This may become
complicated as data is passed between
entities and/or processes.

Practical Usability
This is an area which may seem

obvious, but whose finer points could
be easily overlooked. It is linked also to
scalability, attendant processes and
other factors and there are several
variables to understand. Prominent
among these is the operational
environment. From subjective issues
such as design and general
appearance, signage and comfort
factors, to operational variables such as
lighting, temperature and humidity, and
the maintenance of devices, the
environment plays an important part in
perceived and actual usability.

Then there are a raft of issues
around the interface between the
technology and human subject. Part of
this is a product of good industrial
design and par t is around
understanding the variables among
user populations. For example, how do
ethnicity, age and gender relate to
different biometric techniques? How
easily are different techniques used by
disabled individuals? What about
adolescents? Such human factors may
have a direct effect upon usability
which, in turn, will affect realised
performance. It is important then to
understand such issues when
designing the physical implementation
of any particular scheme. Similarly,
there is a correlation between usability
and user psychology which would be
valuable to consider. When we are
dealing with potentially large user
bases, we must take these factors into
consideration. The difference between
well conceived and poorly conceived
may have dramatic implications in
practice.
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The Passenger Proposition
Often, discussion in these areas

centres around aspirations of
government depar tments and
technology/service suppliers. There
seems to be rather less discussion
around the passenger or traveller
proposition. There may be a danger of
alienating legitimate travellers with the
introduction of poor ly conceived
processes which are viewed as an
intrusive imposition while doing little or
nothing to enhance security. This will
particularly be the case if uncoordinated
initiatives result in a confusing or
unnecessarily complicated process for
cross-border travellers. We must
consider the position and perspective
of the legitimate traveller and strive to
make life easier rather than more
difficult for them. We must also consider
individual rights and ensure that these
are fairly taken into consideration as we
develop enhanced processes. This is
perfectly possible and highly desirable
if we are to restore and maintain
confidence in international travel.
Indeed, by focusing on the passenger
proposition, we may automatically
suggest efficient ways of implementing
related ideas in an acceptable and
sustainable manner.

In this respect, we might usefully
examine the current and proposed API
position and ask what data is actually
necessary, for precisely what purpose,
how is it to be actually used, who is
responsible for managing the data and,
lastly, what is the relationship between
API and the potential use of biometrics
in travel documents, or as otherwise
designated for border control purposes.

We might also explore ways in which
biometrics in travel documents might be
used to the advantage of travellers,
from a service provision perspective,
thus enhancing potential interest from
the traveller’s perspective.

It is impor tant that we also
acknowledge the potential impact of
proposed processes upon passenger
reception scenarios at departure and

arrival points, particularly at airports.
Any additional time introduced into the
process could have significant effects
on congestion, depar ture control
management and the passenger
perception. In this respect, there is
much misunderstanding around the
practical provision of “fast lane”
channels using biometric identity
verification techniques. Similarly, there
may be an underestimation around
areas such as training and resources
for ongoing support.

International Issues
It is tempting to think of the

international scenario in terms of
technical interoperability issues, such
as the requirement for common
biometric template formats. Of course
there is much more to it than this, but it
is nonetheless useful to look closely at
this area. If we assume the potential
use of the ICAO-recommended
biometric techniques, finger, face and
iris, then it should be possible to agree
upon common template formats for
these techniques. (It is acknowledged
that we might need more than one for
fingerprints, based upon both minutiae
and pattern matching.) That would
represent a good starting point, from
which we will also need to explore how
best to utilise these templates in relation
to next-generation travel documents. In
this respect, we need to consider how
such documents will be read, both by
machines and humans, and what
equipment will be necessary at the
deployed points of presence. Hand in
hand with this thinking, we must
consider the likely time scales around
the practical introduction of such
techniques upon a worldwide scale.
This will include understanding
passpor t refresh rates and the
likelihood of intermediate solutions
being deployed on a regional basis,
which may add additional complexity to
the overall picture.

We shall also need to consider the
synchronisation between technology
and process availability on a region-by-
region basis. There may be significant
training requirements in some cases,
for both operational staff and users,
which will have both cost and time
implications. Similarly, deploying new or
enhanced equipment at ports requires
planning. The reality will be that different
regions are likely to implement local
schemes at different times, creating a
mix of new generation and existing
generation documents and processes.

Quite apart from the security related
implications, there is the operational
position to consider as the world slowly
moves towards enhanced border
control processes. Even within a single
region, there will be “dual” periods of
operation as new documentation and
processes are introduced. On top of
this, we must consider that the
development of technology is not static
and related enhancements in the area
of biometrics are likely to be accelerated
as wider-scale deployment takes place.
All of this makes it especially pertinent
to consider the international position
and longer-term interoperability.

Implementation Issues
Many of the issues referred to above

have a relevance to implementation. But
there are perhaps a few more specifics
worth mentioning. Among these is the
question of cost and who is responsible
for what in this respect. If we start to
implement automated biometric checks
in relation to border control, then there
will be additional equipment to supply,
commission and maintain. Whilst not
hugely significant in real terms,
someone nevertheless needs to be
responsible for managing this aspect.
There will also be a cost involved in
training operational personnel and
introducing new processes. These costs
are focused at the port or airport, but
there are of course significant costs
involved in introducing new travel
documentation and background
processes, for those who have
aspirations in this direction.

From the physical implementation
perspective, there is a need to be
supplier agnostic wherever possible
while maintaining interconnectivity and
interoperability. This may be something
of a challenge, both in the early days
and during the longer-term
development cycle. Such issues can be
managed, but they require careful
consideration. Similarly, there is the
need to interface with both existing
infrastructures and ongoing
developments, for example, the
relationship between travel
documentation, biometrics, API, watch-
list monitoring and so on. Again, this
can be managed, but we should
acknowledge the potentially complex
overall situation and not be tempted to
view independent regional initiatives in
isolation.
Comments and feedback about this
report should be directed firstly to New
Zealand Security Magazine.


