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1] Background 
 
Our world is changing. This is natural and has always been so, but the pace of change in the 
world today presents new challenges to societies and administrations from a variety of 
perspectives, including that of international travel. Following the tragic events of September 
2001, a renewed focus has fallen on the broad subject of controlling movement across 
national borders and being alert to the threat of terrorism. This was already a developing 
area, with attention being paid to emerging technologies and how they might help to facilitate 
cross border travel and the efficient movement of travellers through ports. This desire for 
general facilitation is still a key theme, although it has been augmented by an equal desire for 
improved security. In this, the international community has a responsibility to further develop 
and maintain secure cross-border travel, in an ethical and sustainable manner and without 
undue inconvenience or prejudice to legitimate travellers. We should bear in mind that 
developments implemented over the next few years will set a precedent for global travel and 
the relative freedom of movement for citizens which will affect our children and their children 
in years to come. This is an important issue, not just from a local government agency 
perspective, but from a societal and government/citizen relationship point of view. We should 
also bear in mind the part that travel and tourism plays in many countries from a commercial 
and economic perspective, and the potential impact upon this area if new border control 
schemes are not implemented with care.  
 

1.2 Technological possibilities  
We now find ourselves in a situation whereby technology offers some interesting 
possibilities, on a scale never before attempted. For example, the use of biometrics as a 
means of identity verification, either in isolation or in association with new generation travel 
documents, for which standards are being quickly developed. Similarly, there are renewed 
aspirations for the sharing of relevant data between agencies and administrations for 
intelligence gathering purposes, which will rely on contemporary database and messaging 
technologies. In addition, enhanced API (advance passenger information) has been 
requested from airlines, together with access to their reservation systems for government 
agencies and “profiling” systems are being further developed. We therefore have a number 
of tools and possibilities at our disposal, with which to meet the broader challenge. How 
these might interact both now and in the future, while remaining compatible with principles of 
privacy and data protection, is a subject worthy of our special attention.   
 

1.3 Coordination of effort 
However, the biggest challenge we face is not one of technology, not even one of process, 
but of intelligent coordination of effort and collaboration between nations. We have already 
seen a plethora of trials and initiatives around border control, API, watch-list monitoring and 
other areas which, to date, have been largely uncoordinated and incompatible. If, as a global 
community, we continue in this vein we shall not only place an unnecessarily complex and 
heavy burden upon both travellers and the travel infrastructure, but we shall limit our potential 
to effectively fight international terrorism, and shall provide new opportunities for those 
wishing to establish multiple identities. In the rush to implement new local controls, these 
important points are in danger of being overlooked by many countries. Furthermore, the 
situation is accentuated by the number of technology suppliers and consultants seeking, 
understandably, to impose their own ideas upon government agencies for commercial 
reasons. The sum of this current situation reflects poorly upon our ability, as civilised 
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nations, to work together intelligently in order to not only secure our world, but to preserve a 
quality of life and understanding for future generations. It is time for us to take stock of the 
current situation and establish a more robust and reasonable framework within which we can 
work together towards common objectives, and for the common good. 
 
 
2] Responsibilities 
 
A key area in this respect is that of responsibilities. It is the responsibility of government to 
consider issues such as border security and the safety and well-being of citizens. If new 
controls and enhanced processes are to be established, then it is the responsibility of 
government to properly consider such issues and to define the requirements, including 
technical requirements, accordingly. This should be undertaken within a spirit of international 
coordination and with a view to the medium and longer terms. This point is stressed 
because, currently, there are many outside of government seeking to influence government 
thinking in this context. It is not the responsibility of technology providers to shape 
government policy, even by proxy. This is a government responsibility and must be met by 
government. Individual government agencies should beware of being unduly influenced by 
interesting looking technology and associated promises of performance in their rush to 
implement “quick wins”. This is an important area which should be properly and carefully 
considered from every perspective. There is a very real danger of implementing a brace of 
ill-conceived applications and ideas which could well prove to be counter-productive in the 
longer term.  We must therefore clearly define the associated responsibilities, both from a 
conception and operation perspective, and ensure that they are met with integrity and 
ongoing commitment.   
 
 
3] The bigger picture 
 
Perhaps one of the first questions to ask, is what exactly is it that we are trying to achieve 
and why? If the answer is that we want to understand more accurately who is crossing our 
borders and whether they are doing so legitimately, then we can define some ongoing 
developments to support this enhanced understanding. But perhaps first of all, we should 
establish an appropriate level of international support for such a concept, understand and 
agree the longer term objectives and the relative ability of different countries to develop their 
systems and processes accordingly. Furthermore, we should strive to agree on an 
international basis, precisely what measures would be appropriate and how we can ensure 
compatibility or equivalence of process (even if implemented at different times) across 
borders. It is possible to ignore this point, but doing so will place unnecessary constraints 
upon what we are able to achieve.  
 

3.1 Relationships between concepts 
As part of this, we must consider the relationship between concepts such as API, watch-list 
monitoring, visa issuance, intelligence sharing and border control, and how these concepts 
may be integrated into a workable and sustainable whole for the common good. When we 
have developed an intelligent, ethical and sustainable longer term objective, we may more 
easily work backwards from it and understand how we might manage a phased 
implementation towards it. Such an approach will incorporate an understanding of individual 
country perspectives and their relative capabilities and state of preparedness to follow such 
a plan. Experience gathered from early adopters can of course be provided to assist those 
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following, providing we have a suitable governmental framework in place with which to 
coordinate and manage the bigger picture. 
 
 
4] A proposal for moving forward 
 
The following sections of this paper provide a proposal for establishing a fundamental 
globally operable methodology which facilitates scalability and interoperability while allowing 
sufficient flexibility for regional variations of policy. Furthermore, it is a proposal which is 
vendor agnostic and therefore not reliant upon any specific organisation or commercial 
consortium. This is an important point from many perspectives, especially that of ongoing 
cost and sustainability. In addition, it provides for an incremental development of process, 
expertise and experience (including on a regional basis) without impacting the underlying 
infrastructure. Thus, different countries may adopt the methodology at their own pace, within 
a framework of overall compatibility. 
 

4.1 Fundamental infrastructures 
The key to this proposal is simplicity, coupled to the use of standards. In this respect, our 
objective is to provide an elegant fundamental infrastructure which supports the functionality 
we desire while remaining practical and sustainable from the operational perspective. We 
should beware of over-complication or the adoption of technology simply because it is 
available. Instead, we must focus upon actual operational requirements and how these may 
be most easily supported in a sustainable manner. We must also look for commonality 
wherever possible, both in approach and realisation. In this respect, there will be the need 
for much discussion around process and equivalence of process across borders. This is 
especially pertinent to the use of biometrics in association with travel documents and the 
registration into associated schemes. 
 

4.2 High level architectures 
We shall firstly define a high level architecture (using aviation as an example, although the 
same principles may be used for land and sea border crossing, with minor revisions to 
accommodate the operational reality) and then describe how different processes may utilise 
this architecture from a practical operational perspective. Lastly, we shall explore some of 
the relevant issues and their potential resolution. Key to this architecture are standards such 
as the ICAO recommended travel documentation and XML messaging, and we shall be 
making some additional recommendations later in the document in this context. While it is 
acknowledged that the architecture described herein is presented at a relatively high level, it 
will not be difficult to establish the lower level detail necessary to realise a practical 
implementation. However, without the higher level view, the lower level detail will be largely 
hypothetical. We must therefore start with a high level architecture and associated principles 
of operation, as are described in this document. This can then serve as a focus for ongoing 
discussion and the resolution of related lower level detail as necessary. The following 
diagram sets the tone with a depiction of the proposed operational process around 
departures. 
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Figure 1 Departures 

 
 

4.3 Departures 
In figure 1 above we outline a simple architecture for departures whereby a booking is made, 
either locally or remotely via the Internet or other sales channels, and the traveller arrives at 
the departure airport. If the booking has been made remotely, we have an identity in relation 
to the booked travel, but have not yet had the opportunity to corroborate this identity via 
either a manual or automated document check.  At present, this document check is 
undertaken variously at check in, passport control and gate positions. If self-service check in 
is used, then the document check must be undertaken at subsequent stages. However, with 
the advent of next-generation travel documentation (incorporating one or more biometric 
templates in a chip based design) we have the opportunity to undertake an automated 
document check, effectively aligning the traveller with an identity. Thus, having previously 
made the booking, the traveller may arrive at the airport and go to a self service kiosk 
whereupon their booking can be confirmed, their biometric checked against the travel 
document and a boarding pass issued as appropriate.  
 

4.4 API transactions 
At this point, as we are both confirming the travellers arrival for the flight and their identity 
against the travel document, we may initiate an API transaction for those countries requiring 
it, taking a standard sub-set of information from the machine readable travel document. The 
document reader integral to the kiosk may read the existing portfolio of approved travel 
documents as well as the new generation of chip based travel documents, automatically 
sensing when a chip based document is presented. It may then extract the required 
information accordingly (the detail of this information is discussed later). 
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4.5 API process  
In the case of a real time authority to travel check (e.g. as currently implemented for 
Australia) this can be undertaken while the traveller is at the kiosk. If a positive result is 
returned, the boarding pass is issued and the traveller may proceed. If negative, the traveller 
is referred, via on-screen prompts to the check in desk or service counter for manual 
processing, and the booking tagged accordingly. When the issue is resolved, the booking is 
restored and the traveller allowed to proceed. If unresolved, then exception handling 
procedures will be initiated. The relevant ‘API’ information is passed in a standard format 
through an interface to the systems of the relevant receiving government authority. This 
authority may then undertake background checks and processing according to it’s own 
particular requirements. Because the data received is standardised, mistakes made due to 
duplication or misinterpretation of names will be minimised. The biometric check providing 
additional confidence that the travel document being presented is in the hands of the 
individual to whom it was originally issued. 
 

4.6 Real time processes  
The real time authority to carry approach is the preferred methodology as it facilitates a 
proper authority to travel prior to departure, thus reducing the possibility of travelling in error 
and the inconvenience of rectifying such an error. In addition, it supports the concept of 
electronic visas and, if required, can align a biometric check with a visa, either at departure, 
arrival or both. The new generation travel documents and potential for automated biometric 
identity verification checks, facilitate such an approach. The same infrastructure could of 
course support a manifest approach, whereby the appropriate API information is simply 
gathered and sent to the receiving authority in batch mode prior to the flight arrival. However, 
we should be striving towards a common approach in order to simplify the supporting 
systems infrastructure and avoid inconsistency. It is therefore recommended that a real time 
authority to travel approach be taken. 
 

4.7 Simplification of compliance  
Agreement on the above approach would facilitate simplification of compliance by carriers, 
in turn leading to improved consistency and sustainability as the situation scales upwards 
and more countries pursue such ideas. In addition, it would ensure consistency of data from 
the intelligence and intelligence sharing perspective. This last point will become increasingly 
important over time. 
 

4.8 Arrivals 
Now let us turn our attention to the reciprocating architecture at the arrival point. Given that 
travellers have already been authorised to travel on this route, the receiving government will 
already know who should be coming landside and will wish to account for them accordingly. 
The process may be automated via the same kiosk equipment used at departure, whereby 
the traveller presents their machine readable passport and, if a new generation passport, 
their biometric. If authorised they will be allowed to exit via a turnstile device and leave the 
airport. If there is a query, they will be diverted to a manual control point and, when the query 
is resolved, allowed passage accordingly. If the query is not resolved, then exception 
handling procedures will be initiated. The following diagram depicts the process in simple 
terms. 
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Figure 2 Arrivals 
 

 
 

4.9 Government systems interface  
In addition to the process described above, the exit kiosk devices will be connected via an 
interface to the appropriate government back end systems, both for real-time decision 
support and overall intelligence. Arriving travellers may now be reconciled against the 
departure authority to travel records and their personal identity verified by a biometric check. 
If there is a discrepancy, the traveller will be referred to manual control for resolution. 
 

4.10 Consistency 
We have now described a simple, repeatable architecture for departures and arrivals 
across borders which would be straightforward in implementation and easily scalable. There 
are some points to note around the use of biometrics, API data and messaging, which we 
shall address later on in this document. The key here is simplicity, both of the underlying 
architecture and the processes involved, coupled to consistency and equivalence of 
operation across borders. This is important for many reasons. For government agencies, 
consistency in the data they use when assessing the eligibility of a given individual to enter 
the country is clearly important. From the legitimate travellers perspective, consistency of 
process from one country to another is similarly important as they will become familiar with 
this process and be able to respond to it in a reliable and consistent manner. It is also 
important from a supporting infrastructure perspective and the interface with the systems 
and processes of carriers and local port authorities. A process which is consistent for all 
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countries (as far as the collection and verification of data is concerned) leads to consistent 
operation and fewer errors. The simpler this process, the better, in operational terms. 
 

4.11 Background pro cesses 
Let us consider briefly the position of the receiving government and the background 
processes which they may wish to employ. These processes may include the issuance of 
electronic visas linked to API and physical border control, the checking of individual identities 
against watch lists, the sharing of intelligence with other countries on a bi-lateral or multi-
lateral basis and others besides. It is acknowledged that different countries will have slightly 
different requirements in this respect and that there will always exist regional differences due 
to host culture, the extent of perceived issues and so on. This is easily accommodated 
within our proposal due to the standardisation and consistency of data used throughout. How 
individual agencies choose to use this data is their own concern, within of course the bounds 
of agreed data protection acts and ethical codes of conduct. 
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Figure 3 Background Systems 

 
 

The traveller data received through the government systems interface will be standardised 
and therefore consistent. The traveller name for example, will be the same traveller name, 
presented in the same format whenever or wherever they travel. There will be no ambiguity. 
Furthermore, the identity of the traveller using this name will have been verified via one or 
more biometric checks for a given journey. The receiving government agency will thus have 
a consistent schedule of identities against travel transactions. It may easily check to see if 
visas have been issued (in instances where they are required), if an identity appears on a 
maintained watch list and other first line checks in order to grant an authority to travel in near 
real time. In addition, it may wish to access or contribute to shared information according to 
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bi-lateral or multi-lateral agreements between countries and in relation to exceptions. For 
example, an updated watch list maintained by another country but shared in the interests of 
international security. Messages exchanged in this context will be in a standard format with 
standard responses. In exceptional circumstances (for example a perceived threat), the 
relevant agencies will of course have a direct dialogue. There may also be occasions where 
specific queries are issued against particular sources of information where perhaps there 
are associated issues to resolve. Much of this may occur off-line and irrespective of 
whether an authority to travel has been granted. The detailed intelligence operations 
concerned will of course be the affair of the country or countries concerned. However, the 
framework within which this takes place should be agreed and published in order to 
demonstrate compliance with data protection principles and accepted best practice.  There 
may be many worthwhile operations that can be undertaken, providing we have a suitable 
infrastructure upon which to develop them. Once again, the key here will be simplicity and 
consistency. If we fall into the trap of over-complication, the effectiveness of our endeavours 
will be unnecessarily constrained.  
 
 
5] Aligning processes 
 
Now let us take a look at some of the popular concepts and processes and explore how they 
could be aligned with a simple architecture as described. We shall stay at a relatively high 
level, although the detail beneath this is easily understood.  
 

5.1 API  
We have already described how the concept of Advance Passenger Information (API) might 
be easily realised with this architecture and the desirability of following a real time authority 
to travel approach. The value of this information, from an international perspective, is 
weakened considerably if it is inconsistent, as indeed it is currently, with different countries 
requesting different information. Even common data items such as the travellers name can 
be reported differently, depending on from where the information is derived. What we should 
instead be striving for is a common set of API data, sent in a common format, in order to 
ensure both consistency and ease of practical implementation. In this respect, it is 
recommended that the data be limited to that available from the machine readable zone of 
the travel document, plus the journey identifier. This information should be more than enough 
to provide a key into any sensible back end data source for checking purposes. Indeed, 
some agencies may choose, at their discretion, to simply utilise a sub-set of this information. 
A recommendation for a standardised set of API data is as follows; 
 
Document type 
Issuing country 
Document / passport number 
Name 
Nationality 
Date of birth 
Gender 
Expiry date of document 
 
Journey reference (flight number) 
Departure date 
Departure time 
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Departure country 
 
The traveller data should be read directly from the machine readable zone of the travel 
document in the format recommended by ICAO.  Thus, both current and new generation 
passports may be accommodated via suitable document readers. The journey reference 
may be derived from the booking record. In addition, it is recommended that an XML schema 
be developed for this API data in order to provide a standard message which may be easily 
used between disparate systems components and readily interpreted accordingly. The 
following XML element names are proposed in this context. 
 
 
Data Item  XML Element 
Document type DocumentType 
Issuing country DocumentIssuer 
Document / passport number DocumentNumber 
Name Name 
Nationality Nationality 
Date of birth DateOfBirth 
Gender Gender 
Expiry date of document DocumentExpiryDate 
Journey reference (flight no.) JourneyReference 
Departure date DepartureDate 
Departure time DepartureTime 
Departure country DepartureCountry 

 
    
The adoption of this approach would ensure consistency of data throughout the process, 
leading to fewer errors. In addition, it will simplify considerably the work required in order to 
make systems compatible, especially as other countries adopt the API concept, using the 
same standard. Furthermore, this consistency and compatibility will prove invaluable as 
independent government agencies utilise the data in order to undertake background checks 
or other intelligence via their own, or community systems. The response messages from 
receiving governments should also be standardised and an XML schema created 
accordingly. While the precise nature of this response message may yet be discussed and 
agreed, something along the lines of the following may be suitable. 
 
 
Data Item  XML Element 
Cleared to travel ClearedToTravel  
Denied authority to travel DeniedTravel 
Incomplete information received IncompleteInformation 
Visa required VisaRequired 
Refer to appropriate agency ReferToAgency 

 
 
The concept of API may thus be fully supported via this architecture in a straightforward and 
easily scalable manner. The consistency of data coupled to a standardised messaging 
format will lead to reliability of operation with fewer errors. 
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5.2 Watch list monitoring  
 As we are now dealing with a standardised data set, the concept of watch list monitoring 
becomes easier as we are dealing with consistent information, closely aligned with both the 
travel document and individual. Government agencies may use this data to reference watch 
lists via their own systems, in real time or otherwise. Watch lists of biometric data may also 
be supported in the longer term, as the use of new generation travel documents becomes 
widespread. Furthermore, this may be undertaken in an automated manner (for example at 
the arrival kiosks) in order to reduce the likelihood of errors. However, this is a topic which 
needs to be very seriously considered, especially in terms of the consequences of mis-
matched information and the associated processes. There needs to be more dialogue in this 
context, especially with regard to responsibilities and the use of data. Never-the-less the 
concept is supported by the proposed architecture. 
 

5.3 Intelligence sharing 
There are many aspirations around intelligence sharing with respect to cross-border travel 
and immigration. This is happening already in other areas and between various countries, 
although overall coordination on the broader scale may be less clear. Individual government 
policy is of course the affair of the government concerned. However, for those countries 
who choose to collaborate with the sharing of intelligence in this context, it would be useful to 
have a consistent, common denominator, presented in the same format, with which to 
identify individual travellers. We have already suggested such a common denominator in the 
form of our standardised API message. Using this core data, agencies may collaborate 
where appropriate using the same data to describe the same person. When travel 
transactions are undertaken which incorporate a biometric identity check, we additionally 
have an enhanced confidence that the travel document (and associated data) in question is 
indeed being presented by the individual to whom it was originally issued. This, in turn, 
enhances the quality of our intelligence. Having utilised this core data as our reference, 
additional detail may be supplied where appropriate in a number of ways, including direct 
dialogue between the agencies concerned. This may perhaps be initiated via a simple 
extension to the core API data message, something along the lines of the following. 
 
 
Data Item  XML Element Notes 
Perceived interest category InterestCategory Enumerated according to agreed 

criteria 
Information sought InformationSought Boolean Yes/No 
Information available InformationAvailable Boolean Yes/No 
Initiating agency code AgencyCode According to agreed codes 
Agency contact name ContactName  
Agency contact number ContactNumber  

 
 
Using this core data (in it’s standard XML message format) as the reference, in addition to 
being human readable, also enables us to interface with a wide range of disparate systems 
in a consistent and easily implemented manner. This is an important point as different 
countries and administrations may have various sources of intelligence, some shared, some 
local, some referenced regularly, some referenced infrequently. Furthermore they may 
receive intelligence reports and advice from an equally varied set of external sources. The 
reference data allows this to be aligned with an identity in a consistent manner. Our simple 
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architecture thus fully supports intelligence sharing in an elegant and scalable manner, 
without the need for overly complicated or costly developments.  
 

5.4 Automated border control  
The concept of automated border control is greatly facilitated by our proposed architecture. 
For countries requiring API, the relevant information has been supplied and authority to 
travel granted prior to boarding and departure. Upon arrival, we simply wish to check each 
traveller against their valid travel documents and the previously received list of travellers for 
that particular journey. This is easily achieved in an automated manner via a self service 
kiosk in which the traveller presents their travel document and undertakes a biometric 
identity verification check. In parallel, checks can be made to verify that this traveller was 
indeed expected on this particular journey / flight. The fact that the traveller has now entered 
the country may also be recorded, with their subsequent departure recorded in a similar 
manner if so desired. Rules as to visa requirements etc. can be built into the appropriate 
systems, enabling the whole process to be automated. This releases a certain amount of 
immigration agency resource which may be used to handle exceptions manually. From the 
travellers perspective, an automated process which is the same in all countries will be easy 
to interface with and thus more readily accepted. Regular travellers in particular will come to 
use the process efficiently and become less of a burden upon human operators. From a 
technical perspective this is easily achieved. However, there are some associated issues 
which need to be properly understood.  
 
 

5.5 Visas and biometric visas  
It is recommended that government agencies consider moving towards electronic visas. 
This would facilitate an elegant process which may be easily understood and managed in an 
integrated manner. A suitable process may be as follows. When the traveller books their 
travel or enquires about travelling to a specific country, either via the Internet or a travel 
agent, they are advised if they need a visa. The visa application may then be made 
electronically, either by the travel agent or the individual (costs and payments, if applicable 
may be easily integrated into the process). The receiving administration may then log the 
fact that an application has been made, referencing the official travel document, and follow 
their preferred process accordingly. If the travel transaction requires the use of purchased 
tickets (as in air travel for example) then the supply of these tickets may be subject to an 
electronic visa application. The receiving agency will, in many cases, be able to confirm the 
issuance of the electronic visa very quickly. When the traveller checks in at the port of 
departure and presents his travel document, a biometric identity verification check will be 
undertaken and a check run against the electronic visa database as part of the API 
transaction. An authority to travel will be returned and the traveller allowed to proceed. When 
the traveller arrives at the destination port, another biometric check will be undertaken and 
referenced to the API information (which in turn references visa status) before the traveller 
is cleared to enter the country. All of these checks may be automated if the traveller has a 
new generation travel document which includes biometric data. For existing (non biometric) 
travel documents, a manual check could be undertaken, to complement the automated 
document reading where appropriate. As an interim measure, pending the roll out of new 
generation ICAO passports, agencies could consider the registration of a biometric on to a 
chip card, referenced against the existing passport, which could be read at either end of the 
journey. Thus, we have a method of tying the travel document and travellers biometric to the 
issuance of an electronic visa. We may effectively consider this as a “biometric visa” as the 
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biometric associated with it may be checked at either or both ends of the journey. However, 
we effectively avoid the necessity of passing a biometric sample back and forth or storing a 
biometric sample in a visa database. This is not necessary as the electronic visa references 
the travel document which, in turn, has been registered against a biometric in a controlled 
manner. Thus, the process is elegant and simple with minimal impact upon systems and 
networks. It is also easily understood by the traveller and sits comfortably with concerns 
around privacy and data protection. Furthermore, the biometric reference template will 
always be synchronised to the validity period of the travel document. A factor which will 
become important in connection with both adolescents and the elderly. Our proposal 
therefore supports the concept of biometric visas in a practical manner which may be easily 
implemented and managed on an ongoing basis. It also allows for the concept of biometric 
visas to be phased in over time and in a controlled manner. This is particularly important as, 
in many cases, the registration process will take time to be properly established and, as 
noted in the next section, this is not a factor which should be rushed into without a great deal 
of care and attention. 
 
 
6] Associated issues 
 
There are some fundamental issues which should be highlighted and which are key to many 
of these related aspirations. Some of these are obvious, some of them less so. Some are of 
a technical nature, some are not. They all need to be carefully considered by administrations 
seeking to implement enhanced border controls and associated intelligence strategies. 
 

6.1 The registration process 
Much of the current thinking in this context revolves around the use of new travel documents 
which incorporate one or more biometrics. This requires that a user must register their 
biometric against the identity reflected in the travel document and, where appropriate, stored 
in the associated database record. The primary issue here is that the travel document 
confers a certain eligibility and entitlement to privilege upon the holder. If the document is 
fraudulent or has been issued incorrectly to the wrong person, then this person will be 
accessing privileges to which he or she may not be entitled. Even worse, the individual may 
be masquerading under this false identity with the intent to commit a criminal offence. There 
is a misplaced assumption in many minds that adding a biometric to the travel document 
somehow solves the problem and proves that the individual is who they say they are. This is 
simply not the case. All the biometric does is increase our confidence in the likelihood that 
the person presenting the travel document is the same individual to whom it was originally 
issued. The details of that particular issuance are unknown to us. If a legitimate document 
was issued under a false identity (as happens today) we will not be aware of this fact. 
Furthermore, an even more serious assumption in many minds is that such a document, 
verified in a transaction via a biometric check, somehow implies trust. “His biometric 
matched so he must be OK – we can concentrate on the others”.  Clearly, if a terrorist 
manages to enrol his or her biometric against a false identity in a national scheme, he or she 
will be able to cross that border, and maybe access other services, very easily indeed. If 
they manage to enrol their biometric, under different false identities, in several national 
schemes, the governments concerned would have effectively authenticated their multiple 
false identities, granting them easy passage across several borders with the minimum of 
checks. The often quoted argument that this doesn’t matter because they can only use the 
biometric trait once, is heavily flawed. Without a particularly robust and stringent registration 
process, the controls and strategies that seek to utilise this technological development will be 
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severely compromised. And yet, many such proposed processes are anything but robust. 
Ranging from a simple parallel of existing, inadequate processes, to giving up and handing 
the whole thing over to private sector third parties. This is a very serious issue. It is the 
responsibility of government and a responsibility which should be met with integrity and 
determination.  
Another important factor is the equivalence of the registration process across borders. If we 
are to trust the registration process in another country and allow it’s citizens passage based 
upon this document (possibly via automated controls), then we must understand how the 
registration process is undertaken, before we can make such a decision. We must have 
confidence that the other administration is strictly controlling the issuance of these new 
“smart” documents. Alternatively, if we were to propose that each traveller must register their 
biometric separately for each country, then this makes a mockery of the whole concept and 
will simply ensure confusion and a propensity towards errors at best, or the opening up of 
new opportunities for fraud at worst. What we need is an agreed registration process which 
countries must demonstrate an adherence to as a minimum standard if their national travel 
documents are to be acceptable for automated border control and associated purposes. 
This standard will define what supporting evidence, documentary or otherwise, must be 
provided in order to register against an identity. It will also define what constitutes an 
acceptable biometric template registration and how the biometric capture devices should be 
calibrated. It will go on to describe a test methodology, both physical and logical, which 
should be undertaken before any such document is issued to a citizen. Detractors will claim 
that adhering to such an agreed standard may be time consuming and costly. Well, there are 
ways to manage this efficiently. Furthermore, the establishment of such a standard need not 
be a lengthy or complicated process. The understanding is already available, it just needs to 
be properly documented and agreed. In any event, the alternative of possibly authenticating 
large numbers of fraudulent identities is not an option. Not if we are serious about securing 
our world. 
 

6.2 Human factors  
In addition to the plethora of potential technical and operational issues, we must be careful 
not to overlook the human factors involved in the travel process and, especially, when we 
anticipate biometric checks being undertaken in relation to border crossing. One of the 
curious facets of biometrics from an operational sense, is the very personal interaction with 
the user. Without the user, there is no biometric check and no process. The user is thus an 
integral component of the process. Indeed, we may also think of the user as an integral 
component of the supporting system as, without the user’s biometric, the system doesn’t 
function. If any systems component functions incorrectly or in an unexpected manner, it’s 
behaviour affects the performance of the whole system. Similarly with users. Their behaviour 
can directly affect the operation of the system. We can readily observe this in all manner of 
currently popular self service situations. When we add a biometric identity check into the 
equation, this situation is accentuated. User psychology and specific attitude at the time of 
the biometric check will affect consistency of performance – sometimes to an alarming 
degree. In certain situations, psychological change is reflected directly in physiological 
change. This is natural. Hands may sweat, pupils may dilate, facial expression changes, skin 
temperature may change, pulse rate may alter, and so on. These physiological changes can 
directly affect the performance of the biometric check. In addition, psychological conditions 
can directly affect the users behaviour. If a user is under pressure due to being late for an 
appointment, or upset by an incident, or apprehensive for some reason, their behaviour will 
reflect this. If their physiological and behavioural state is quite different from that in which 
they first registered their biometric trait, then the likelihood of a correct match will be 
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reduced. Thus, our transactional error rates will rise and the overall performance of our 
application will decrease. When we fully understand this point, we can ensure that our 
operational environment and processes are designed to fully support the user and make life 
as easy as possible for them. If we do not understand or acknowledge this point, we shall be 
constraining the efficiency of our operation unnecessarily.  
 

6.3 Scalability 
Scalability is a term open to a certain amount of interpretation. From a technical perspective 
it is easily understood and dealt with. However, scalability in our context is much more 
complex and needs to be handled very carefully. It is not just a question of scalability of 
physical implementation, but the whole process from communication between government 
and citizens, putting in place suitable registration processes, training and re-training 
operational personnel, understanding error rates and exception handling, understanding 
human factors such as ethnicity and ageing, relative systems performance, the logistics of 
undertaking background checks, and much more.  There is also an element of timeliness to 
scalability and the pace with which developments may be reasonably implemented across 
diverse geographical, political and cultural situations. All of this needs to be carefully 
considered and orchestrated within a framework which acknowledges longer term visions 
and associated issues. There is a distinct governmental responsibility in this respect, which 
also needs to be acknowledged. In addition, as usage scales upwards, we shall discover 
operational issues which were not immediately obvious or properly understood by some of 
the agencies implementing such ideas. They will therefore need to manage the scalability 
question very carefully. 
 

6.4 Interoperability  
Another term which may be variously interpreted. In it’s simplest form we may consider 
interoperability as a technical function between the supporting infrastructure at either end of 
a border crossing transaction, although even this factor runs deeper than many assume, 
especially in areas of device calibration and communications. There is a wider interpretation 
however, which involves interoperability of process. We have already touched upon this in 
6.1 with regard to the registration process for new generation travel documents. It is also 
relevant to API and other factors which contribute to the international immigration and border 
control operation. Some administrations will be wary of this concept, but there is much that 
may be achieved with a little intelligent coordination and cooperation. The first step is to 
acknowledge the real meaning of interoperability and incorporate this in our vision and larger 
program. 
 

6.5 Sustainability 
The developments being considered now are far reaching. Indeed, they will in many respects 
change our world and set a precedent that will affect us, our children and their children. We 
had better be doubly sure therefore that decisions made now are both ethical and 
sustainable throughout the medium and longer term. Once again, there is a dual nature to the 
interpretation of this term. Technical sustainability, which will lean heavily on a standards 
based approach, and sustainability of policy and process. Clearly, if we wish to establish an 
acceptable process for the majority, then we need a strong degree of consensus and 
coordination. At present, this area needs a good deal more work and government agencies 
may be well advised not to rush into parochially derived initiatives before this consensus is 
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on firmer ground. It would be unfortunate indeed if initiatives were implemented and then had 
to be drastically re-worked subsequently in order to fit into a more broadly understood 
infrastructure. Such a scenario, in addition to being costly, would seriously shake public 
confidence in the agencies concerned and may set-back the implementation of otherwise 
sound ideas. 
 

6.6 International coordination 
While it is true that many countries have been discussing these issues and, in many 
instances, have been happy to work together towards their resolution, there are still gaps 
which need to be addressed if we wish to move forward in the interests of the common good. 
Too many agencies, while agreeing to the principle of coordination and collaboration, are in 
fact still pursuing local agendas and seem to have little faith in a broader vision. There is an 
irony here, as, without this broader perspective, any local initiative is necessarily 
constrained in what it can achieve. The issues we are addressing are not simply local or 
regional, they are global and therefore ultimately require global resolution. Of course, this will 
not be easy and will take time. However, we must be prepared to work towards such a goal, 
not just in theory or with political rhetoric, but in practical example. There is much that can be 
achieved in this context, with a little will, determination and focus. However, we must 
acknowledge this now and put in place a framework to both support and manage 
international coordination on an ongoing basis. This is not difficult, if the will to do so is 
present. 
 

6.7 Fundamental issues 
There are in fact several more fundamental issues which need to be acknowledged and 
understood if we are to progress sensibly. However, those mentioned above are perhaps 
sufficient to establish the point that this is an important area which warrants our very best 
attention and efforts. There is much potential. There are also significant dangers and traps 
for unwary or careless government agencies. It would be perfectly possible to create a 
miserable situation for legitimate travellers, adversely impacting international travel and 
tourism, expend huge amounts of taxpayers money, violate existing principles of privacy and 
data protection, and not improve border security or the fight against terrorism in any 
significant manner. Indeed, as already hinted, we could simply elevate the element of fraud 
and false identities to new levels, making it even harder to manage. Intelligent coordination 
and collaboration as we move forwards, coupled to a clear vision of what we are doing and 
why we are doing it, is the key. Couple this to the intelligent design of systems and attendant 
processes and we can achieve much. 
 
 
7] Next Steps 
 
This paper has proposed at high level a workable solution which is vendor agnostic and 
could be implemented in a progressive phased manner across the world, while maintaining 
enough flexibility to support regional variations where appropriate. Furthermore, it is a 
proposal which supports a relatively straightforward infrastructure which allows for 
development and enhancement over time. This is an important point. We must strive to keep 
things simple initially, in order that the necessary physical and operational components may 
be realistically supplied. Even a minimalist approach at this time will necessarily involve a 
huge amount of coordinated activity if it is to work well and produce the expected benefits. 
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We should also strive to maintain a shared vision to which we may work towards, ensuring 
that efforts are not duplicated and that advances build incrementally towards this common 
good. This vision must be developed, maintained and orchestrated by government. Not 
technology suppliers or self-interested consortiums and associations. In addition, it should 
be the vision of a majority of governments, united in a common cause. Not the vision of one 
or two prominent governments seeking to impose their perspective on others. In the long 
term, more will be achieved by intelligent coordination and cooperation than by hastily 
implemented parochial legislation. In terms of moving forward, this proposal might serve as a 
discussion document from which to develop a suitable joint vision and from which there are, 
it occurs, some logical steps along the path to it’s realisation, some of which are 
summarised below. 
 

7.1 ICAO Recommendations  
Confirm the ICAO recommendations for next generation travel documents and ensure that 
these are widely published and understood by all concerned. 
 

7.2 Standard API data  
Agree, as proposed, on a standard set of API data items, from where these will be derived 
and how they will be used. 
 

7.3 XML Messaging 
Develop a standard XML messaging methodology with standard schemas for API related 
transactions. In addition, develop a schema for data used in high level intelligence sharing in 
order to ensure consistency. 
 

7.4 Document readers  
Clarify the design and operational requirements for travel document readers (this should 
acknowledge the integration into kiosks etc) in relation to the broader vision. 
 

7.5 Biometric sensors  
Clarify the design and operational requirements for biometric sensors, for each of the ICAO 
recommended biometric techniques. This should acknowledge aspects of integration and 
usability within the environments envisaged. 
 

7.6 Calibration 
Clarify the calibration and associated test requirements for biometric sensors to be used in 
this context and ensure that this information is widely available. 
 

7.7 Minimum registration processes  
Establish an accepted minimum, but suitably robust, biometric registration process for use 
with next generation travel documents and disseminate this information accordingly. 
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7.8 Operational pilot 
Agree initial cross-border routes for an operational pilot of the mutually agreed system. This 
should be carefully orchestrated and the results shared within the international community. 
 

7.9 Ongoing roadmap  
Develop and maintain a roadmap for ongoing implementation, including a mechanism for the 
resolution of associated issues. Ensure that this roadmap is available to legitimate 
government agencies for their own benefit.   
 
 
These steps, although undoubtedly requiring a certain amount of work, are easily achievable. 
The key is coordination and collaboration. Without this coordination, the international 
community will have a propensity to waste an enormous amount of time and resource, 
possibly leading to a fragmented infrastructure which, while appearing politically correct, will 
actually achieve little in really protecting our borders or combating terrorism. Such a situation 
might suit technology providers and consultants, but would represent a sad indictment of 
government’s ability to tackle such issues in a responsible and ethical manner within an 
international context. Government should therefore construct this framework of coordination 
as a priority. The technical issues are understood. The processes may be enhanced and 
refined. The logistics addressed. We just need to pull things together within a shared vision 
and for the common good. The following section offers a proposal for achieving this. 
 
  
8] Administration 
 
One of the problems we are currently facing is that of a lack of central or coordinated 
administration. Certain commercial groups and consortia will suggest that they might provide 
this, but this is not a commercial issue – it is a government issue, and government must take 
responsibility for it. Furthermore, this responsibility should be acknowledged at the highest 
levels and supported accordingly. As with our proposal for an operational methodology, the 
administrative model should be elegant and simple, with the minimum of bureaucracy and 
politics. The illustration below represents a high level framework which may work well in this 
context. 
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Figure 4. An administration model 
 
 

We shall now discuss the various elements of the model depicted in Figure 4 and how they 
might work in practice.  
 

8.1 The central administration 
 
This will be in the form of a group of suitably experienced individuals from within government 
agencies, fully supported in this function by their respective governments. The group will be 
quite deliberately limited in size, to nine individuals, in order to ensure a responsive and 
clearly directed activity. Each of these individuals may in turn liaise within their respective 
areas as appropriate, in order to ensure that all perspectives are taken into consideration. 
Three individuals will be selected from each of the following geographical areas; 
 
A] The Americas 

Including the USA, Canada, Mexico and the South American countries. 
 
B] Europe, Middle East & Africa 
 Including the Scandinavian countries and India. 
 
C] The Asia Pacific region 
 Including Australia and New Zealand in the south, China and Russia in the north. 
 
Together, this central administration group will represent international interests through 
dialogue both in their own areas and further afield. Their primary task will be to own the vision 
and coordinate it’s ongoing implementation. They will also be responsible for identifying 
associated issues and actively pursuing their resolution, building in the process a 
knowledge-base which may be shared for the common good. Each individual may have an 
existing role within their respective administrations. However, an agreed minimum amount of 
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their time (suggested 30%) will be dedicated to this function, although they may wish to 
provide more at their discretion.  
 

8.2 The published vision and route map  
 
The published vision will be the agreed ultimate operational objective for national and 
international security in relation to border control and citizen ID. This will be in the form of a 
plain language, concise, unambiguous document which is easily understood and subscribed 
to by a majority of nations (others may of course subsequently support it). It may be 
complemented by some high level diagrams in order to describe fundamental operations. 
This vision will be conceived, agreed and published by government. There will be no input 
from technology suppliers or consultants and no commercial bias of any kind. Once the 
document is agreed and published, it will not be altered, but will remain as the fundamental 
objective (there may of course be refinements around the route to implementation). 
 

8.3 Technical awareness 
 
One of the responsibilities of the central administration function will be to maintain technical 
awareness. This will include an appreciation of relevant standards, operational issues and, 
of course, available technology from relevant vendors. As part of this function, technology 
suppliers will be welcome to provide an overview of their particular capabilities. However, 
technology suppliers and consultants will not be involved in shaping government policy or 
influencing the design and methodology outlined in the vision.  This technical appreciation will 
encompass relevant developments from across the world. A technical knowledge base will 
be created accordingly and will be available for the use of all participating governments. 
 
 

8.4 Government agency coordination  
 
In many respects, this is the most important element of this function. The central 
administration group will assume responsibility for coordinating governmental aspirations 
and ensuring that they are compatible with the vision previously subscribed to. They will then, 
via the route map, assist respective governments to implement the methodology in a realistic 
manner and in accordance with other developments elsewhere. Thus, opportunities may 
arise for shared efforts or the establishment of bi-lateral agreements as we progress along 
the route map towards common objectives. While at first this may look like a very  significant 
task, it may in fact be easily managed, providing the central administration is properly 
supported by participating governments. Indeed, such support may be viewed as a shrewd 
investment as the benefits of this coordination will be many, including the potential for 
significant cost savings in the pursuit of related aspirations. There is also a timing factor to 
understand and manage in this respect, and the administration group will maintain a central 
perspective and be able to advise accordingly.  
 

8.5 Communications and public relations  
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This is an important area. There will be a significant communications requirement, in order to 
ensure that all governments are aware of the initiative and understand how they might 
participate. There will be many questions in this context and it will be necessary to maintain a 
consistent approach and have good supporting material available for information and 
ongoing discussion. The status of these ongoing discussions will be monitored and 
incorporated into the global perspective in a real time manner, ensuring an accurate view as 
we move forward into large scale implementations. Furthermore, as other nations decide to 
support the initiative, there will be a need to communicate this to existing participants and 
ensure that the potential operational impact is appreciated. Good and properly managed 
communication within the international government community is thus very important. The 
central administration will acknowledge and accept responsibility for this. There is also the 
question of public relations in general. The central administration will prepare a series of 
overviews and statements, which accurately reflect the situation and which may be used by 
government agencies as appropriate. In many cases the central administration team will not 
be directly involved in external PR themselves, but should be fully prepared to support the 
relevant agencies with timely and accurate information. 
 
In conclusion, with proper support, it is perfectly possible to quickly put in place such a 
central administration and start work on the necessary components in order to progress the 
overall situation. Indeed, the longer we delay this, the more problems we shall be inviting as 
independent initiatives become embedded without proper coordination, weakening the 
overall international capability in this respect. 
 
 
9] Overall conclusions 
 
We have covered quite a lot of ground in this paper, outlining some of the relevant issues, 
proposing a perfectly workable methodology which may be accepted globally, offering a 
scalable and interoperable path forwards, and even offering a way of managing the 
international situation as we all move forwards.  
 
Sceptics will argue that we will never be able to coordinate properly between governments. 
Commercial organisations will argue that we should leave everything up to them and they will 
run things as a “service”. There will be many who will not be able to see beyond their own 
agendas, whether they be sitting in the public or private sectors. There will equally be many 
opportunists whose one and only concern will be their own interest. There will be lobbyists 
and public commentators. There will be both positive and negative media coverage. There 
will be some who sincerely wish to secure our world in an ethical and sustainable manner. 
 
Amid this jambalaya of interest, can we achieve what is proposed in this document? Can we 
REALLY achieve this? Yes we can. This is an important area we are dealing with, it is not a 
political or commercial game. We have a responsibility to use our best efforts in order to 
ensure that concepts implemented in coming months and years are really in the interests of 
our international society and are introduced in a sympathetic and responsible manner. 
 
It may necessitate a minor re-alignment of ideas. It may require some small sacrifices or 
some minor swallowing of pride. It may require some to stand and be counted. It may involve 
taking a step or two backwards and seeing the broader perspective. But we CAN do it. It 
starts in government, with acknowledgement at a high level, followed by solid commitment to 
the principle and the engagement of those within government agencies with suitable 
capabilities and experience. It continues with hard work and commitment from all concerned 
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to articulate the vision and produce an international route map. It further moves into 
intelligent engagement of the underlying infrastructure and the phased implementation of the 
shared vision. 
 
We are but a small step away from achieving this. A small step, but a difficult step to take, 
due to the historical manner in which we have addressed such issues, coupled to the 
unprecedented scale of our aspirations. However, we must take that step. If we do not, we 
shall be left with a free for all of uncoordinated initiatives, many implemented for confused 
reasons, which ultimately will serve no one well. It is time for us to break the mould and take 
that step, striding forward with a combination of craftsmanship, compassion and the courage 
of our convictions. 
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