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Abstract

This paper will introduce the Proximity Matching Method (PMM), as devised by
the author. The principle behind the methodology shall be explained, together with
the operational benefits that the PMM may provide. In addition, related concepts,
such as the Biometrics Operability Index (BOI) and the APEX centralised border
control management system shall also be explained, together with their relevance
to the PMM methodology.

Introduction

The author has been involved with biometric identity verification technology for
twenty seven years and has, throughout that time, witnessed a vast assortment of
biometric techniques, specific devices and various applications. Within small,
closed loop applications, most of the better modern devices may operate
satisfactorily, if care is taken with systems design and implementation. However,
with larger scale applications, the characteristics which lead to matching errors
become more of a problem as a result of larger user bases. With very large scale
applications, such as border control points, the situation is accentuated as users
may be from anywhere and the methodology with which their biometric reference
samples have been collected will be unknown and certainly not to a common
standard.

The situation described above creates a problem with the setting of the matching
threshold at automated barriers. If the matching threshold is set too high, non
habituated users or those with poor quality reference templates, will be rejected
through no fault of their own (a false rejection error). If, on the other hand, the
matching threshold is set too low, then the probability of imposters being accepted
is increased dramatically (a false acceptance error). One of the operational
problems in this respect is that, if a system is generating false rejection errors, the
operating agency will soon know about it as users will be vocal in their complaints.
However, false acceptance errors will pass unnoticed. Indeed, with current
technology, there is no way of tracking false acceptance errors in real time and,
whether or not they might be noticed in subsequent intelligence activities is highly
doubtful. The irony, of course, is that it is false acceptances (fraudulent identities)
that we are most interested in and one of the reasons why we invest in such
technologies. Even worse, in real operational systems, there is a tendency to simply
lower the matching threshold in order to reduce false rejection errors and improve
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throughput. Such a tactic would seem to defeat the object of implementing such
systems, although it seems to have become commonplace.

One of the issues in this context is the natural variability between users. Ethnicity,
age and health all play a part in this respect. Many users, through no fault of their
own, simply cannot provide a high quality biometric sample. Furthermore, if they
have difficulty with this during a facilitated enrolment process, they will have even
more difficulty in a live situation. These users will find it difficult to interact with
the system and will, consequently, be discriminated against in real terms. For
them, the matching threshold would need to be set at quite a low level to enable
them to use the system effectively.

Other users will be able to more easily provide a very strong biometric reference
template at the time of enrolment and will have relatively little difficulty in using
the system. For these users the matching threshold may be set much higher, thus
providing a greater confidence in the matching process and therefore a higher level
of security in real terms. Between these extremes there exists a plethora of different
cases reflecting the natural variability between humans. Within the context of an
end to end operational system, there will of course be a number of system variables,
all of which may be understood and catered for. Humans constitute another
‘systems’ variable. However they are a variable which is much harder to understand
and, in a large system, almost impossible to cater for, at least, in all those systems
featuring a fixed matching threshold.

In 2011, the author proposed a way of more accurately matching live biometrics
with their stored reference, in a way which takes into account the variability of
users and their ability to provide a high quality reference sample. The proposed
methodology was named the Proximity Matching Method (PMM) due to the close
alignment between user, reference template and matching algorithm. The
fundamental difference between PMM and conventional methods is that PMM
does not use a fixed matching threshold. Instead, it users a ‘tolerance’ based upon
the quality of the original reference template. This dramatically improves accuracy
and reduces errors, as shown in simulations, and is, importantly, much more
friendly to the user. With PMM, a user who has had difficulties producing a high
quality reference template, will have their live biometric matched against this
template in direct alignment with the quality of the template, according to a set
tolerance. Consequently, there remains a level of adjustability as the tolerance may
be increased or reduced, however, whatever the tolerance, it will always be directly
aligned with the individual reference template and not some arbitrary fixed level as
happens with installed systems today. Therefore, each transaction will more
accurately match the reference template and there will be less errors of both false
rejection and, importantly, false acceptance. This last point is of critical importance
as, at the moment, there is no way of knowing whether false acceptance errors have
occurred or not. With PMM, the likelihood of false acceptance errors is
dramatically reduced. All of these very positive attributes of PMM are, in fact, easily
realised and the methodology is applicable to any biometric. Indeed, the principle
is equally valid in other areas of pattern matching.
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Background

When a biometric reference template is being created, what we are effectively doing
is seeking to record a number of distinct features about this particular biometric,
which may subsequently be matched against those of a live (or previously collected
and stored) sample. The match will never be perfect due to the inconsistencies
inherent in the process of collecting the sample. What we are interested in is the
degree of likeness between the two samples, the reference and the one to be
matched against the reference. We set what we believe is an acceptable degree of
likeness, for a positive match, by means of a threshold. For example, we may say
that if any twelve features match between samples, we shall consider them a
positive match.

The features themselves may derived in various manners. For fingerprints for
example, we may identify distinguishing features and map them against a set of
spatial coordinates. Alternatively, we may simply align the two images and their
azimuth and compare them on a pixel by pixel greyscale basis. Similarly with facial
recognition, we may plot the position of eyes, nose, ears and distinguishing marks
against a grid, or simply match the images on a pixel by pixel grey scale basis. Or
we may divide the image of the biometric into segments and then match each
segment on a greyscale basis. Some iris recognition systems work in this way. With
voice verification, we seek distinguishing features of a waveform produced by
annunciating a phrase. This is sometimes linked with speech recognition in order
to identify specific words for analysis. In any event, we are looking for a number of
distinguishing features aligned with the chosen biometric. We shall then, via a
matching threshold, determine whether the two samples match, according to how
many of these features align. In other words, whether the two samples are
sufficiently alike, according to our defined matching threshold, to constitute a
match.

The problem with this methodology is that we are seeking to reduce an almost
infinite number of variations to a binary match / no match condition. This is
extremely crude and guaranteed to produce both false match and false non-match
errors, of a magnitude determined by where we set this arbitrary threshold level. As
previously indicated, false non match errors we shall know about. False match
errors we shall never know about and yet, it is these errors which are critically
important.

There are other errors associated with incompetence at the registration stage,
whereby a biometric is registered against a false identity to start with. This, as
pointed out by the author a quarter of a century ago, is an excellent mechanism
whereby criminals can maintain a brace of false identities, all verified and qualified
by government. Consequently, when using these biometric control systems, their
biometrics naturally match, but the identity recorded as having passed through the
system is actually false. There are a very large number of such false identities
registered and verified by government, and current automated border control
systems will not detect them. There are ways that the registration processes may be
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strengthened, but some governments are notoriously weak and incompetent in this
respect.

PMM cannot remove the issue noted above (although it can help with other
mechanisms and processes in this respect), but it can provide a significant increase
in accuracy, operational performance and user satisfaction for existing systems
featuring automated biometric identity verification. Furthermore, it is applicable to
biometric data stored in documents such as printed passports, or in tokens such as
identity cards, or in cases where a biometric may be stored in an electronic device,
such as a mobile phone or tablet computing device. It thus represents an obvious
way forwards for border control applications, both fully automated or facilitated. In
addition, it represents an excellent enhancement for the APEX centralised
management system.

PMM Explained

The principle behind the PMM is actually quite straightforward. It is a simple
matter of adding an additional data item to the file which contains the biometric
reference template. This additional item is a quality metric associated with the
original template which reflects the number of identifiable features. For example, a
good quality template with abundant distinguishing features will have a relatively
high quality quotient, while a poor quality template with fewer distinguishing
features will have a low quality quotient. The quality metric is stored with the
reference template.

When the reference template is read into the system which will undertake the
comparison with the live biometric, the quality metric is also read. Before the
comparison takes place, the matching algorithm reads in the quality metric and
then, using this data as a median point, matches the two samples within a tolerance
level around this median. For example, if the quality metric was 25, the matching
algorithm will match the two samples according to a threshold of 25, plus or minus
ten percent, or whatever tolerance level had been set. If the next transaction reads
in the reference biometric and a quality metric of 47, then the matching algorithm
will match the two samples according to a threshold of 47, plus or minus ten
percent. And so on. Consequently, the biometric matching process will always be
directly aligned with the quality of the original reference template and, therefore,
with the individual concerned. As may be readily appreciated, this provides a far
greater granularity than simply setting an arbitrary threshold and using it for all
transactions, as is the current practice.

When the PMM was carefully modelled in simulation software, as expected, it
provided far greater accuracy of biometric matching, whilst also generating
significantly fewer errors. Furthermore, the probability of false accept errors was
substantially reduced as the matching process now has a defined upper criterion
where none previously existed. Further extended simulations proved this indeed to
be the case. The simulation software was based upon the author’s long experience
of biometric data matching and the typical variability involved. The software also
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allowed for this variability to be increased or decreased in order to model different
situations. The outcome was consistent throughout. It must be concluded therefore
that the PMM represents a significant step forwards in the field of biometric
identity verification.

Prerequisites

There are some fundamentals which need to be defined and agreed in order that
the PMM may be used universally. These are explained as follows;

1. As part of the registration process, when the original reference template is
created, a quality metric must also be created. It is recommended that a
minimum of three biometric samples are captured and then averaged in
order to create a representative template. The quality metric will be derived
from this template, based upon the number of identifiable features present.
This quality metric will then be stored with the reference template.

2. The quality metric shall be agreed for each biometric type. For example,
fingerprints, face recognition, iris recognition and so on. These metrics shall
be defined using the Biometric Operability Index 1  For example, if we take
fingerprints using a feature coordinate system, we might specify that eight
identifiable features represent a figure of fifty upon a scale of one to one
hundred. This scale will be used subsequently within the identity
verification process. The first step then is to agree the granularity of the
scale, and the second step, the highest and lowest datum points upon that
scale for each biometric. This may then be published as a reference.

3. We must also agree a data format for the resultant template plus quality
metric. In this context, we might simply use existing data structures, fitting
in the quality metric as an additional item. We might usefully follow the
ICAO 2 recommendations for data handling in this respect. Alternatively, we
might propose a new data structure, perhaps based upon XML, which may
be more open ended with respect to future applications. In any event, we
need to define and publish the data structure specification that shall be used
with the PMM.

Implementation

With the prerequisites attended to and agreed, we may then set about developing
and testing the PMM in a practical manner. For this, it is recommended that one or
more existing device manufacturers are chosen with whom a suitable initiative may

1 The Biometric Operability Index was first proposed by the author around twenty years ago as a means of
aligning the performance and specification of different biometric techniques.
2 Note that the ICAO recommendations are just that. They do NOT constitute a standard.
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collaborate in order to undertake these tests. A fingerprint device and a facial
recognition device would represent a good choice in this respect.

For each device, quality metric must be defined, based upon identifiable features
captured during the registration process. A maximum and minimum quality metric
shall be defined and then integrated into the Biometric Operability Index as a
reference for that particular device. Ultimately, the Biometric Operability Index
(BOI) will be refined to measure several devices of each type and then produce an
average range of minima and maxima against the defined scale. The BOI may thus
be reviewed and refined periodically in order to maintain an alignment with
contemporary technology.

Having produced a quality metric in association with the reference template, we
may now move to the verification process. Within this process, the quality metric
shall be loaded into the device, together with the reference template. A live
template is then created but, before comparison, the quality metric is read and the
device set to this level. The two samples shall then be compared based upon a
tolerance which is centred around the quality metric. For example, 47 plus or
minus five percent.

With both halves of the process developed and defined, we may now establish an
end to end demonstration which demonstrates matching several templates, with
and without PMM on more than one type of biometric system, with the results
logged accordingly. The superiority of the Proximity Matching Method shall be
readily apparent. It will also be clear that this methodology may be systematically
integrated into existing systems, as well as new, superior, systems being designed
and implemented.

We may also have a ‘badge’ system for those device manufacturers who submit
their devices for inclusion within the Biometric Operability Index. This activity may
be undertaken and maintained by a university or a participant in a related
initiative. This would bring several advantages to the university in question as well
as placing them at the forefront of biometric technology and the practical
implementation thereof.

As increasing end user agencies adopt the PMM methodology, the advantages will
increase proportionally. This shall obviously be the case, as an increasingly greater
number of transactions, world wide, shall be undertaken with the attendant
increase in accuracy and lower error rates.

APEX

The APEX 3 system was conceived in response to an obvious problem. A problem
which increased in scale and effect as more and more automated (and facilitated)
border controls were established based upon biometric technology incorporated
static matching threshold levels. The problem, simply stated, is that each systems

3 Automated Performance Execution and Control. The only system to address the problem of equivalence of
realised performance across operational nodes.
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implementation would define and set its own matching threshold. Sometimes, even
within the same application, this threshold would be set differently at each
operational node (or border control gate). Furthermore, the problem would be
exacerbated by local support engineers subsequently adjusting this threshold
setting in order to reduce errors. The result, is that there is no equivalence of
performance between operational nodes. Consequently, an individual biometric
will be accepted as a valid match at some portals and rejected as an invalid match
at others. Such a situation makes a mockery of the intent with which such systems
were implemented in the first place. Another, related issue, is that if implementing
authorities were asked to demonstrate that their systems were non-prejudicial and
operated in an equivalent manner no matter what the location, or individual portal
within that location, they would not be able to do so.

In response to these problems, the author developed a simple system, based upon
sampling and feedback, which enabled an equivalence of realised performance to
be maintained across operational nodes, be they five or five hundred or more in
number. Furthermore, the system enabled centralised control whereby a desired
performance level could simply be entered at the control position and instantly
downloaded to all nodes on the system, upon which they would automatically
adjust themselves to realise that particular level of desired performance. This
facility is extremely valuable as, in times of perceived alert, the security of the
system may instantly be increased and then decreased to the normal level when the
alert has passed. As this is actioned instantaneously from the central control
position, there is a very significant saving in both time and cost.

Of course, such a centralised system also allowed for comprehensive reporting and
this was facilitated by a reports engine which allowed for a variety of standard
reports to be easily generated. In addition, on screen displays could show live
events or previously stored events from a given date range. There was also a built in
alert facility if any particular node began to malfunction. The system also
incorporated rudimentary, but effective, network security, ensuring that only
designated nodes could communicate with the central control point.

For a while, APEX was offered freely to government agencies. Unfortunately, at the
time, they did not seem to have a sufficient understanding of biometrics and
associated systems to grasp the idea. Or perhaps it was simply that there were
entirely reliant upon management consultancies and systems integrators who,
themselves, did not have a sufficient understanding of the associated issues
involved. In any event, the offer was withdrawn, although fully operational
software had been developed for both the central control position and the
operational nodes. There is an opportunity therefore to revisit the APEX concept
and, in particular, update the idea with the inclusion of the PMM. Integrating the
two ideas could provide a uniquely valuable system for border control which would
represent a significant advance upon anything else available today. APEX also has
potential for developing an intelligence capability, as it has the ability to store, and
therefore manipulate, large amounts of data. With the current low cost of data
storage, this idea could be usefully developed further.
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Conclusion

The Proximity Matching Method is a concept which may easily be developed into
practical reality under the auspices of a suitable initiative. This would imbue any
such initiative with a tangible and highly practical output which would more than
justify the support granted to it. Furthermore, it would provide the opportunity for
ongoing development by the project participants after the project had ceased.
Depending upon available resource, if APEX were also revisited, with a view to
incorporating PMM, then another valuable output would ensue, and one which
would be particularly relevant to every Government border control agency in the
world.

The groundwork has already been undertaken for both of these concepts and both
have been proven in computer modelling. APEX was also successfully
demonstrated at one of the InfoSecurity events in London. The author is thus
prepared to provide all relevant software and development information on an open
source, non commercial basis for the common good.

Appendix 1. Related images

Fig.1 PMM Principle Demonstration Software
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Fig 2 Transaction Variability Simulator

Fig 3 APEX Node Configuration
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Fig 4 APEX Control Software remote node setup screen

For further information see;

Web http://biometrics.bl.ee

The author may be contacted via the above web site

http://biometrics.bl.ee

