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User Psychology Revisited.
Approximately 14 years ago, I introduced the concept of user psychology and the
impact it might have upon realised performance with respect to applications which
featured biometric identity verification. This idea was originally illustrated with the
creation of a User Psychology Index (UPI) with which to categorise different
conditions and their affect upon performance. Subsequently, the UPI was developed
into a software module for interactive use and scenario development. With the recent
explosion of initiatives within the identity management arena, it is a pertinent time to
revisit user psychology and its importance to the understanding of real world
performance in large scale applications. The current UPI is embodied within a
scenario visualisation software program named Identity Manager, which is available
from the International Biometric Foundation ( www.ibfoundation.com ) and which
will prove of particular value to government agencies and systems integrators
interested in potentially large scale applications of this nature.

Before we discuss user psychology in detail, it may be as well to think about
traditional biometric performance metrics and how this sit from an overall systems
perspective. As biometric technology has evolved, a de facto set of measures have
served as basic performance benchmarks. These typically include, FAR (false
acceptance rate), FRR (false rejection rate), EER (equal error rate), and verification
time. However, there are various caveats around the provision and interpretation of
such figures. Firstly, without knowing precisely how the figures were arrived at, the
prospective user or systems integrator is relatively little the wiser as to expected
performance of a given device within a particular application. Device manufacturers
performance figures may have been arrived at via internal laboratory tests, or
perhaps via tests in a particular representative environment. How many samples
were taken to arrive at these figures? Were results from a small user population
extrapolated to provide the quoted performance figures? What was the profile of the
test population? Or indeed, are the quoted figures based upon calculation rather than
evaluation and observation? Secondly, one or more of these figures may be quoted
out of context. For example, an FAR figure on its own has limited merit in helping to
understand how a given device might perform overall. FAR, FRR and EER should
ideally be quoted together with an indication of threshold level settings where
appropriate. Similarly, verification times should ideally be quoted in an operational
context, not a figure based upon the theoretical processing power of the device in
question, or the software algorithm running on a high specification work station. In
addition, a real appreciation of performance must embrace the concept of Total
Systems Performance (as described below) with regard to an in place application,
together with its specific user base and environmental profile.
From the above comments we might conclude that the traditional performance
metrics quoted for biometric devices are certainly useful as an initial guide to the
systems integrator, but without detailed qualification they remain simply an
indication of theoretically possible performance, rather than an implied guarantee of
expected performance within a real system, under real operational conditions.
Another issue around traditionally quoted biometric performance metrics is that they
tend to be based upon the device in isolation. If the device is capable of operating in a
true stand alone configuration, and if this is how the user wishes to use the device,
then there may be some relevance in this respect. However, more typically the device
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will be required to work within a larger overall system or process. A network of
devices may be envisaged, with processing being undertaken centrally via a template
matching ‘engine’. In such a configuration, the performance of the network overall
and the time taken to pass template data and deliver the matching result across the
network must obviously be taken into consideration. Perhaps the biometric
application is deployed across an existing network and thus shares the network with
other applications and services. In such a case, there may be greater or lesser
amounts of network traffic at certain times and greater or lesser demands upon
available central processing power according to other requirements such as batch
processes and so forth. How will this affect the realised performance of a biometric
system deployed in this manner? In addition, there is the issue of concurrent usage of
the biometric devices themselves to consider. The user experience and perception of
system performance could thus be quite different at different times of the day, under
different load conditions.
So far, we have spoken in rather general terms about systems and provided a flavour
of a concept known as Total Systems Performance (TSP). Perhaps TSP should be
regarded as a yardstick for describing biometric systems performance in the real
world. But let’s be more specific. What sort of database technology is your biometric
system using? What is the specification of the server? How much spare capacity is
provided? How much memory is available? What is the optimal client specification?
There is much corporate interest currently in web based technology for distributing
information, both internally and externally. In such an architecture, what is the
relationship between back end database and web server? What are the browser
requirements at the client end? Is a particular run time environment or interpreter
required? There are a host of variables which need to be considered within any
medium or large scale system, before we even think about overlaying the biometric
functionality. In such a situation, one must concede that the device manufacturers
quoted performance figures require a little qualification and interpretation in order to
be meaningful. Even within a smaller closed loop system, we cannot ignore the
inherent performance characteristics of other systems components and the
cumulative effects that they may have on perceived performance at the point of
verification.
We have now expanded our thinking from individual device performance through to
considering the total systems performance. However, this is still not the complete
picture with regard to biometric systems performance as there is the interaction
between man and machine to consider and the user psychology inherent in every
biometric transaction. What do we mean by user psychology and why should
biometric systems be any different from other systems in this respect? After all, most
systems involve some sort of user interaction at some point. This is undoubtedly true,
but there are some important distinctions to be made. Firstly, there is the distinction
between a ‘professional’ user such as a systems administrator or somebody that uses
a specialist application as part of their job, and a ‘general’ user who is required to use
the system, either in relation to their working activity or in order to receive some
benefit within a public system. The professional user will typically have a certain
interest and understanding of technology issues and will be keen to understand the
operation of the system and how to use it properly in order to realise the associated
benefits. The general user may or may not have an interest in technology and may
feel slightly intimidated by what they see as increasingly complex procedures and
operations which they are required to learn. The training requirements will therefore
be a little different for the two groups. The above points may be considered to apply



Page 3 of 5

to any IT related system, whether or not biometrics are employed. In a biometric
system however, we have a further complication in that not only is the user required
to learn the operation of a new high technology system, but they are also required to
interact with it in a particularly personal manner (supplying their biometric trait)
which they have not previously had to do. Furthermore, if they do not use the system
absolutely correctly, they stand a real chance of being rejected by it and not receiving
the associated benefit. For most users, this is going several steps beyond that which
they are familiar with and may initially seem a little intimidating.
Let’s consider this concept of rejection from a psychology perspective. People do not
like to be rejected. They do not like social or professional rejection. They do not like
to be rejected when they have applied for some benefit. They especially do not like
being rejected in public. Indeed, many people fear rejection in any shape or form.
This is natural, as rejection is not pleasant in the majority of cases. Some people’s fear
of rejection causes them to act in an unnatural manner, either saying things which
are not quite correct or perhaps behaving in a manner which is slightly out of
character. In the context of a biometric transaction in a public place, this might
manifest itself in a number of ways, with the user reacting against what they perceive
as rejection either with embarrassment or possibly anger. Their subsequent attempts
at verification are likely to be affected by this heightened emotion. We can witness a
related ‘fear of rejection’ syndrome sometimes in group training sessions where an
individual may not wish to admit that they do not understand a particular point, for
fear of embarrassment, or somehow being ‘rejected’ by their peers as not up to the
mark. They therefore go along with the flow, hoping that the point they do not
understand will prove to be unimportant. This might happen for example if a group
of individuals are being instructed as to the correct use of a biometric system. If the
new user did not understand the importance of correct and consistent placement of
their finger on a fingerprint reader for example, they are likely to struggle with their
early attempts at using the device. When they are rejected (through no fault of the
biometric technology), they will wonder whether it is because they are doing
something wrong. This will itself have a psychological effect, increasing pressure
upon them and possibly causing embarrassment into the bargain. This will not
endear them to the biometric system, but importantly, what affect is this having on
realised performance of the system?
Let’s imagine that we have set up a biometric ATM machine in a local bank and have
issued 1000 special bank cards which contain a biometric template for matching
against the live sample via the ATM process. It is Saturday morning and there are five
people queuing to use the machine. The person currently using it is having difficulty
with the biometric verification. They supplied their biometric and were rejected. They
repeated the process and were rejected again. Perhaps there is a good reason for this.
Maybe they have not inserted the card properly, or did not wait for the proper signal
to supply their biometric sample. In any event, it isn’t working and they are conscious
that there are five people waiting behind them, one or two of which are getting
restless and showing signs of impatience. They try again. The probability that this
person will correctly undertake the biometric verification process according to how
they were instructed and be accepted accordingly is diminishing with each failed
attempt. Again, how is this affecting the realised performance of the system? The next
user may have clearly understood how best to use the system and be accepted straight
away without any difficulty. Let’s consider this in the context of a single individual.
Suppose that I have understood my introductory training and have successfully used
the system many times, but this morning I am rushing as I have an important
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meeting to attend which is currently dominating my thoughts. I supply my biometric
in a slightly awkward manner and the system rejects me. Fortunately, I understand
the likely reason why and supply me biometric again, this time more attentively and
am accepted. For me this inconsistency is perhaps a rare occasion. Now let us
consider another individual for whom such inconsistency is more prevalent. Let us
also assume that this individual is more impatient by nature and less technically
understanding. Given the same configuration, what are the relevant performance
figures going to be over the course of 1000 transactions for each of these individuals?
Then there is the individual who is fundamentally opposed to the deployment of such
systems, even though he or she is required to use them. For this individual, a
rejection may simply reinforce their antipathy towards the process. Another type may
be the individual who has a certain technical understanding but is highly skeptical as
to the capabilities of biometrics and sees each rejection as vindication of their stance.
If we place either of these individuals in a busy situation where they are rejected by
the system in a public setting, their reactions are going to be interesting and will
almost certainly have an affect on the performance of the system. With a concurrent
userbase of perhaps 200 individuals, how many will have problems of this nature and
what affect will this be having on the false reject performance of the system overall? It
may be possible, with time and observation, to categorise users who are likely to
experience operational problems and be prepared to adjust the system configuration
selectively for those individuals - assuming that the chosen system allows for this.
This is an area for the systems administrator to consider.
From the above points we can deduce that training and communication are key
elements in the implementation of any biometric system. We can perhaps also
acknowledge that human beings are both complex and individual and that it is vitally
important to understand your user population and to tune the system accordingly.
What is the percentage of elderly people for whom the physical challenge of using
such a system may be greater? What is the balance between male and female,
technically aware or otherwise and how does this affect the training requirements and
the manner in which the system is presented? Are there any noticeable trends
according to ethnicity with your chosen biometric, and do these have an affect on
performance? There are a number of parameters and variables to understand in this
context and if we are planning a large scale implementation, we might usefully run
some sort of pilot scheme in order to understand these issues and their implications.
In conclusion, the fundamental point being raised in this article is that quoting
biometric systems performance based upon the manufacturers specifications for an
individual device is never going to accurately represent the realised performance
within a given environment and with a particular user base. Indeed, the realised
performance may even become better than that suggested by the manufacturer in
certain cases, although typically the reverse will be true. It is important to understand
user perception and reaction to the idea of implementing biometrics before you
finalise the detailed system design. It is equally important to configure an appropriate
training and communications programme in order to cover any negative perceptions
and explain exactly how the system will be operating (including the use and storage of
biometric templates) and how to use it effectively. Only when all the variables have
been understood and the user base has been properly educated can we realistically
configure the system for the best performance and understand what that
performance is likely to be. We may be pleasantly surprised. The system may deliver
a level of performance which is more than adequate for our requirements and we may
be able to configure it accordingly to ensure an absolute minimal occurrence of false
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rejection whilst still offering a high level of defense against the potential impostor. Of
course, psychology also comes into play in this respect as there exists a strong
deterrent factor when the criminally inclined realise that a biometric system is in
operation.
In any event, when we are discussing the implementation of biometric technology, we
simply cannot ignore the users and the affect that they can have upon the realised
performance of the overall system. For a given systems specification, a well trained
and enthusiastic user base will realise a much higher intrinsic level of performance
than a disinterested user base who have not had the background and benefits of the
system adequately communicated and have not received quality training. In the latter
case, this not only affects their inherent capability to use the system correctly, but
also their attitude towards the system and how they interact with it under real
operational conditions. It is suggested therefore that user psychology represents as
much a performance parameter as any of the established measures and should be
taken into consideration accordingly. Like other parameters, it may be intelligently
manipulated in order to improve the overall performance of a given system. However,
this requires a certain understanding and commitment on behalf of the systems
administration function.
As a good first step, the systems designer might like to use the User Psychology
wizard within the Identity Manager programme in order to develop an understanding
of the affect of user psychology upon realised performance. This will enable a more
realistic operational design from the outset, with the potential to save costs and
integrate users more seamlessly into the overall process. Managers and
administrators who do not understand this concept will simply have to learn the hard
way. C’est la vie.


