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What is identity

A discussion paper by Julian Ashbourn

Introduction

Throughout the history of civilisation, humans have sought to identify each other for both
social, transactional and political reasons. This is a part of our natural curiosity, but has also
been a necessary facet of survival in a world that can occasionally be hostile. It is exactly the
same within the animal world. Individuals identify each other all the time, whether as family
members, rivals, enemies or simply out of curiosity. In fact, animals often tend to be better at
this than we are as they employ a number of senses together with memory and reason in order
to decide whether another individual is friend, foe or even potential prey. Furthermore, their
system of classification can also be more complex than the rather clumsy criteria which we
often employ in this area.

Nevertheless, humans have also been keen to identify each other, from the times of the
earliest civilisations. Even among Mesolithic and Neolithic peoples, a sense of identity and
recognition would have been important in order to maintain family groups and establish a
sense of hierarchy. Throughout this time, as lifestyles became more sophisticated with the use
of ever refined tools and the appreciation of aesthetically pleasing objects, including early
examples of personal adornment or ‘jewellery’ the sense of an individual’s identity was
becoming more important. Advanced cultures such as the Sumerians and ancient Egyptians
took the concept several stages further by requiring individuals to identify themselves in
relation to important transactions. This often involved some form of documentary evidence
and the use of what we would now call biometrics.

However, it is important to understand that the concept of identity has been subtly different
across those examples discussed. In the case of animals, the first question is often whether an
individual, from the same species or otherwise, is actually a threat. This should be quickly
ascertained by a combination of memory, recognised activity and type recognition. If of the
same species, the animal may quickly determine whether an individual is from a local group
or the same family group and then, how the individual sits within the established hierarchy.
All of this is undertaken very quickly and with a high degree of accuracy. It may be that the
animal knows something of the history of the individual it is in the process of recognising, but
this is not the primary consideration. Similarly, with very early humans, the primary task will
have been establishing the individual as a familiar group peer or an outsider. The concept of
identity credentials would have been less strong. By the time of the ancient Egyptians, the
concept of credentials that could be verified had evolved to a fine degree, but perhaps not to
the extent that the credentials become more important than the individual. Within our
contemporary society the situation has evolved yet again and, it is posited within this paper,
has reached a point whereby the very notion of individual identity has become somewhat
confused as focus is variously placed upon entitlement, activity, exploitability, celebrity and
presumed history. These may appear subtle distinctions and yet our assumptions may become
confused according to such criteria. Furthermore, the increasing reliance upon technology in
order to shape our assumptions and categorise accordingly, leads to a potential reality gap
which, ironically, may be obscured by the very technology employed to provide us with
insights in this context.
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Such evolutionary developments may not necessarily pose a problem, providing that we fully
understand them. However, such an understanding is becoming harder to establish, especially
at the practical operational level, as technology races ahead and, itself, becomes increasingly
reliant upon assumptions and the idiosyncrasies of other technologies. The further we
progress in this direction, the greater the necessity for a detailed understanding of the various
mechanisms which we employ to verify individual identity. At present, it is often quite
difficult to establish this understanding at any particular point of presence within a broader
operational reality. In this respect, we should beware of an over-reliance upon technology in
general and the assumptions made around the efficacy of particular technological routines.
This paper offers some points for discussion and further deliberation in this vein.

Documentation

For a very long time, hundreds of years in fact, we have relied to a greater or lesser extent
upon documentation in order to record individual identity. From the documentation of births
and deaths within parish records, through letters of introduction, to the now ubiquitous
passport. This brings a new dimension to the concept of identity as we now have a stated
personal identity on an official document which, we have reason to believe, has been issued in
accordance with known procedures and to a defined standard. Furthermore, this stated identity
provides additional information such as date and place of birth, nationality and a photograph
of the individual concerned. However, we have also introduced a vehicle for potential fraud.
We now have to effectively verify the document as well as the identity of the individual to
which the document pertains. The question is, how much emphasis is placed on each factor?
Within a purely manual examination, a trained officer will have become skilled at spotting
obvious anomalies with the document while simultaneously verifying that the photograph
upon the document is that of the individual presenting it. Thus, the factors being verified are
that (a) the document appears to be genuine and that (b) it is being presented by the person
depicted within the photograph. Note, that this is not the same as identifying the individual. It
may be that the document happens to be a very good forgery or, more common, that the
document has been legitimately issued, but with false information. Consequently, while the
photograph may indeed be that of the document holder, and the document be genuine, the
identity may actually be quite false. In an unattended automated check, as is increasingly the
case, we remove any reasoning from the equation, relying instead purely upon machine
functions for verification according to preprogrammed criteria.

Our confidence in the passport verification process is therefore dependant upon the rigour of
the passport issuance process and this is something that varies quite considerably, even among
so called advanced nations. This point is stressed because it is an important factor within the
broader identity intelligence and identity management scenario. Documentary evidence is
only ever as good as the document issuing process and, when this process is in the hands of a
broad cross section of individuals, the results will be variable. From an identity intelligence
perspective, we should therefore apply a weighting to our assumption that a legitimately
produced document actually contains correct information. This applies regardless of the type
of document under consideration. The application of technology into the process, whether it
be to verify the authenticity of the document or to include a biometric for the individual,
while helpful in many ways, is still no guarantee of identity. The same reliance upon the
rigour of the issuing process applies. The probability that this process is both robust and has
not been circumnavigated is, in almost all cases, an unknown factor. We may apply a reasoned
estimation in this respect, but it will remain an estimation. As the issuing process in question
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becomes further removed from our direct jurisdiction, our estimation of this factor will
become less accurate. Our reliance upon documentation, of all sorts, consequently needs to be
tempered with an appreciation of this operational reality.

The Computer Age

Many will posit that our salvation lies within the use of computers and information
technology in general. After all, we can apply all manner of automation, from document
validation to biometric verification. Furthermore, we can protect the processes themselves via
the use of a public key infrastructure (PKI) and all manner of communications and
information security procedures. Does this improve the probability of correct individual
identification? No, it does not. It simply introduces more complex architectures and
processes, together with considerable additional cost, which may provide a comfortable
feeling of the power of technology, but does not solve the fundamental issues of original
identity generation and documentation. The use of biometrics throughout the lifetime of the
individual would provide the opportunity for an increased rigour in this respect, provided that
this rigour extended to all the associated processes and also to the individuals responsible for
the orchestration of those processes. This is a big assumption. Furthermore, it is an
assumption which would need to remain constant throughout the lifetime of the individual. It
is quite possible, for example, that a legitimately issued identity may be altered at some point
while remaining aligned with a given biometric, or that multiple identities might be created
that actually appertain to the same individual. This is all perfectly possible while not
transgressing any technological controls or giving any cause for alarm.

Herein lies an issue with our over-reliance upon technology. We tend to assume that, where
technology is involved, what we are seeing, or being presented with, must be the truth
because the technology is so very clever and sophisticated. This is of course complete
nonsense. No technology is intelligent or particularly sophisticated in its own right. The
degree of intelligence with which it is imbued is a product of the ingenuity of the human
beings who designed it. In the computer world, this is largely a matter of software design.
Some would posit that the quality of software design has worsened in recent years, based
upon the increasingly prevalent failure of many systems within both the public and private
domains. This perception may no doubt be partly attributed to the increasing complexity of
information technology. This complexity is, in turn, fuelled by the commercial aspirations of
the primary suppliers, whose interest is served by continual change, obscuring the degree of
understanding associated with any given technology. Given this reality, our confidence in
technological systems must also be tempered by the understanding that such systems are not
perfect and that errors can, and do, occur. The effects of this reality are often compounded by
our blind faith in technology, a faith often founded on little more than a technology supplier’s
assertions concerning the efficacy of their particular system or approach. An example of this
revolves around the concept of trust. We are encouraged, for example, to trust an entity who is
communicating with us across networks because they have a digital certificate, issued by a
known certificate authority, which contains the demographic credentials of the organisation
concerned. We might entertain a reasonable confidence that a certificate has indeed been
issued by the claimed certificate authority to the named organisation, but this in itself has
nothing whatever to do with trust. There is no implied guarantee that the organisation or the
individual within the organisation who is undertaking the transaction, can be trusted to any
particular degree. Similar examples could be given across a broad spectrum of information
technology. We must be careful to distinguish between what is real and what is supposed,
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according to the use of particular technologies.

An area where this will become increasingly pertinent is that of what is becoming popularly
known as ‘Big Data’ or the increasing use of connected data sources in order to search and
derive intelligence from the information held within them. When this methodology is
exercised with regard to identity intelligence, we have several variables to take into
consideration. Firstly, there are the variables, as previously discussed, inherent within the
information gathering and documentation process, even before such details are committed to a
database. Secondly, there are the variables inherent within the technology itself. Thirdly there
are the variables associated with the probability that the data may have been deliberately
altered, mistakes incorporated due to additions, or otherwise corrupted. In addition to these
variables, there is also the particular operation of the host or controlling software to consider.
This may have been more or less well written with regard to its capacity for data recognition
and correlation and how it presents its inferences to the user. Consequently, we also need to
apply some sort of weighting to the reliability of what our big data exploits are actually telling
us. Assumptions made in this context may lead to the generation of additional data which
itself contains inferences made from prior analysis. We thus have something of a continuous
feedback loop creating ever increasing volumes of data which, in our naïveté, we believe must
be a good thing (no doubt partly because the technology suppliers have told us so) as we
delve ever deeply into the manipulation of information.

Similarly, in any area which is concerned with the generation, transmission or storage of
electronic data we must be clear as to how the technology is actually working and shape our
expectations accordingly. In many instances, and in many ways, the use of technology can
prove beneficial in our management of identity, including recording and verification
transactions. However, technology remains a component within an overall end to end process
and should not be confused with the process itself. Certainly, we should never assume that
technology is doing anything except supporting a previously defined, and carefully
considered process. In recent years, there has existed a tendency to get things back to front
and let the technology, or rather our assumptions around the efficacy of the technology, to
determine the process. This inevitably leads to over confidence in both. In the case of identity
management and identity intelligence, this situation has become prevalent. We tend to believe
what the technology is telling us rather than exercising our own reason, because we have been
encouraged to believe that the technology is infallible. While it is true that the technology,
properly configured, should be operationally consistent, this is a completely separate issue to
the use of information within that technological architecture. If the information is inaccurate,
the technology will be blissfully unaware that this is the case. No amount of processing and
correlation will change this fact. As the information, at its root, is often subject to human
input and / or modification, it is at this level that we should be particularly concerned. Once
we start subsuming this information into databases, we also need to exercise extreme care
around the maintenance of the data, including access control to it and the logging of any such
access, including tasks undertaken in relation to the data.

With respect to identity per see, we have, at this stage departed quite radically from the
concept of identity verification. On the one hand, with respect to operational transactions,
such as passport control for example, we have focused more upon document validity and
entitlement, than the detail of identity. On the other hand, with respect to identity intelligence,
we shall probably be focusing upon multiple transactions and the correlation of various
sources of data, once again focusing upon the perceived accuracy of the transactional
information rather than actual identity - we shall return to this theme a little later. The point is
that our contemporary information technology provides for some very interesting and
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potentially useful functionality, but it has no intelligence of its own and, furthermore, it is
inclined to steer our focus towards areas that are well served by the technology. This
occasionally results in a subtle shift in emphasis and a blurring of clarity of purpose. Our
operations start to be based upon technological functionality and expediency rather than
societal desirability. This is an important point to understand with respect to identity. What is
it that we would really like to know about identity? The answer to that question will, in most
cases, have more to do with eligibility, exploitation and control than it does about knowledge
of a particular identity. We are more concerned with inappropriate access to a resource or
service than we are with the true identity of the subject. Indeed, in most cases, we don’t
actually care about the true identity of the subject, but only whether the perceived identity
credentials align with some particular criteria. Even from a law enforcement perspective
where contemporary technology may be employed in order to trace a suspect, we are dealing
mostly with stored credentials aligning within our various data sources. The true identity of
the individual concerned, as a human being, is almost incidental. It is their digital persona, as
stored in a multitude of places, that takes precedence.

In other words, identity has, in recent times, come to mean something quite different within
the broader context of civilisation. We are rarely interested in an individual for their own
sake. We have no particular interest in their individual talents, depth of character or
perception of life. We are simply concerned that their published credentials align within our
various systems, allowing them to be controlled and exploited as a resource. Identity has been
confused with credentials. Humanity with technology. The irony is that such developments
have opened the door to a plethora of new opportunities for fraud. The identity hardly
matters; if one can distort the credentials one may circumnavigate almost any system. No
doubt many thousands of organised criminals understand this reality only too well. It may be
posited therefore that our over confidence and over reliance upon technology has actually
weakened our ability to understand identity within a proper context.

Control and Big Brother

It has been suggested that exploitation and control are primary factors with respect to our
current understanding of identity. We see this all the time as large organisations and even
government agencies routinely harvest private information and supply the same to almost
anybody who is prepared to pay for it, even though such practices are against the principles of
in place data protection and privacy acts. On the other side of the coin, law enforcement
agencies continue to gather information about everybody in order to further populate their
already vast databases. In this respect, we have effectively criminalised the innocent as we
treat everyone as guilty unless proved innocent, although such measures have had little impact
upon actual crime. With all this activity, identity has become more of an identifying factor to
suit the task at hand rather than identity in its own right. Once again, the true identity of the
individual is almost inconsequential, it is their digital persona and transaction history that is
deemed important.

One might reasonably ask where this almost paranoiac focus upon identity has brought us
with respect to law enforcement and the maintenance of a civilised society. There is no doubt
that, with respect to intelligence, the technology now available should, in theory at least,
empower relevant agencies to make relevant decisions faster. At a lower level of practical law
enforcement, similar tools may support investigation, however, the focus seems to have
shifted more towards using technology to secure post event convictions, rather than for the
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prevention of crime in the first place. We are replacing good, old fashioned, police presence
which often acted as a deterrent, with technology which is focused purely upon after the event
detection. This is somewhat bizarre as, in reality, serious crime continues to rise steadily in
most so called civilised societies. Furthermore, there is an increasingly blurred distinction
between crime practised by known criminals in the conventional sense and corporate crime
which, one might argue, actually has a greater effect upon society, as does governmental
crime, which is also rising fast. We have, in fact, created societies where individuals are
targeted for ruthless exploitation, in a manner which may only be described as criminal, by
both recognised criminals, corporate organisations and government agencies. Indeed, we may
simply categorise this mix as unofficial and official crime, the latter being that which is
sanctioned by government, including corporate crime and a general lack of societal justice.
All of this is supported by what we now consider as identity and identity management. The
official criminals seek to undermine the unofficial criminals and vice versa. It is an ongoing
contest to see who triumphs in the exploitation race; a contest empowered by the
contemporary concept of identity.

Three or four decades ago, questionable practices undertaken by what were seen as extreme
societal models were heavily criticised by so called ‘civilised’ or ‘democratic’ societies.
Today, those same societies routinely indulge in practices way beyond those that they
previously criticised. The surveillance society has become a reality and has spread like a
cancer throughout the civilised world. Furthermore, it has done so in a sinister manner which
has little to do with originally stated objectives. Has the world become a safer or better place
as a result? Most definitely it has not. Indeed, it has become increasingly the opposite.
However, the concept of privacy, an important factor for humanity, has been entirely eroded.
The loss of privacy leads to the loss of respect for the individual and a serious erosion of
personal dignity. This surely represents a significant backwards step for civilisation and yet
we continue to rush headlong down this road, fuelled no doubt by the all pervading culture of
greed which has enveloped our world. One might reasonably ponder the longer term
implications of such developments, some of which are already manifesting themselves in
society.

There is one factor of which we may remain certain; the establishment of the surveillance
society, including the preoccupation with identity verification, has failed to make the world a
better place. On the contrary, it has encouraged a general lack of respect while enabling an
unprecedented level of personal exploitation upon a previously unimagined scale. Within this
brave new world, the concept of identity has been distorted to fit this model of exploitation.
Actual identity has become subservient to perceived identity based upon digital personas
which may themselves be manipulated for a variety of reasons. It is perhaps ironic that we are
quickly losing the notion of personal identity in the true, humanitarian sense, while the term
becomes increasingly fixed within our modern lifestyles. The notion of identity intelligence
will similarly become obscured, in spite of technologies such as biometrics.

It is time for a rethink in the way we consider identity in society. There may be ways in which
we can maintain the benefits of identity management from a law enforcement perspective,
while re-enabling privacy and a sense of human dignity for law abiding, decent citizens. This,
in turn, would have benefits for society overall and would no doubt lead to more intelligent
and sympathetic attitudes which promote the concept of humanity.
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The Future

We have discussed how the concept of identity has changed over time, leading to the current
situation whereby the actuality of identity management mechanisms has little to do with true
personal identity. The focus on identity from a law enforcement perspective and the creation
of the surveillance society has similarly been highlighted. Within this latter context,
technologies such as biometric identity verification and sophisticated data mining techniques
have heralded a new found confidence in the ability of government agencies and others to
identify and track individuals, at least in accordance with the current notion of identity.
However, we have questioned whether such a level of confidence is justified, given that the
technologies employed rely on processes which remain open to circumnavigation. The fact
that a biometric may be readily aligned with a stored identity does not assure that the
associated identity is correct. To many, this will not matter very much as they will simply be
concerned with theoretical entitlement. If the credentials align, the entitlement will be
granted. Similarly, from a commercial perspective, as long as the credentials align and
payment can be extracted, the actual identity is of little importance. The emphasis is on
pinpointing an identity that may be used for the purposes of the application transaction,
whether this be in the context of a local authority collecting taxes, commercial service
provision or some sort of marketing activity. Even from a law enforcement perspective, the
emphasis is on pinpointing an identity which may be aligned with an event. In each case, the
identity in question may be correlated with a number of data sources and associated
transactional events in order to confirm the identity. In fact, the confirmed identity may be
false, but this will be of little consequence. The entity concerned will have aligned an identity
with an event or transaction and that action will have satisfied their requirements. This is the
modern view of identity.

Perhaps there is another way of looking at identity. Something which is more personal and
more under the control of the individual. We could almost separate the two requirements. A
unique identifier, as is usually given at birth, would suffice for all entitlement related
applications. The personal information appertaining to the individual is irrelevant for most of
these transactions. Indeed, for many everyday transactions, the identity of the consumer is
irrelevant and the transactions could be undertaken anonymously, thus preserving a degree of
privacy. This would be a perfectly natural and logical approach. In parallel an individual’s
true identity could be brought more under their control, perhaps with an officially provided
token, such as a chip card (which may well contain an agreed biometric) , which could be
held by the user and only used in exceptional circumstances where personal identity does
need to be verified. In such cases, the act of verification may remain under the control of the
individual, with no data being passed on to third party systems or external agencies. Within
such a model, we would have effectively increased the security and management of identity
while simultaneously enhancing privacy. This would be a much better way to go. The current
approach of demanding personal information for every transaction and passing this
information to anyone who wants it, or is prepared to pay for it, is both bizarre and
unnecessary. Furthermore, it creates an environment of mistrust which, ironically, will
continue to be exploited by the criminally inclined, often under the very noses of the ‘Big
Brother’ advocates who will miss the fact that identities have been falsified as everything
within their armoury of systems is susceptible to just such an exploitation.

In conclusion the notion of identity and how we use it has changed in recent times. Such
changes might be to the benefit of those who wish to exploit others, but it is questionable
whether they are to the benefit of civilisation overall. It is time for a new synthesis with
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respect to personal identity and the use of such identities within a societal context. We can
return to a model which respects privacy and personal dignity without sacrificing security.
This should be an objective for any forward looking, civilised community and such matters
should be high on our list of priorities. Humans are more than simply database entries and we
should acknowledge the value and importance of personal identity in real terms.




