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Guiding mechanisms for 
identity management
A time for intelligence
by Julian Ashbourn

With respect to border control, national identity and the associated documentation, we have seen 
much technological development in recent years. Much of this has been in the area of identity 
management, particularly with the onset of biometrics and their widespread adoption in all manner 
of documentation and, of course, point of presence automated verification both at border crossing 
points and, increasingly, for other purposes. We tend to assume that the application of all this 
technology has been successful and provides unquestioned accuracy in terms of a positive 
identification of individuals and the ability to track them.

We further tend to assume that such mechanisms are 
foolproof, even though attention has repeatedly been 
drawn to the fallacy of such assumptions. In parallel 
areas such as law enforcement and military operation, 
we are used to the concept of intelligence, hence the 
intelligence services which most nations operate and 
which remain a vital factor in many fields of endeavour. 
As a consequence of technological developments over 
the past half a century or so, we have ourselves 
developed an expectation that such technological 
developments will necessarily feed into and inform 
intelligence. Furthermore, there is an associated 
danger that this expectation leads to a reliance upon 
technology which may not be wholly supportable. In 
this paper, the inverse of this proposition, i.e. that it is 
intelligence which should take precedence in such a 
partnership, is explored.

Fallible technology
A good starting point in this context is to acknowledge 
that technology is fallible, and additionally, that tech
nology, like weaponry, is not the preserve of one entity, 
but may be used by all parties within a given situation. 
Furthermore, there is no guarantee that the best tech
nology will exclusively be in the hands of those on the 
side of right. Consequently, with regard to documenta
tion, border control and identity management, there is 
always a ‘better mousetrap’ somewhere, whether or not 
its presence is widely known. There is therefore a risk 
in assuming that technology is necessarily providing 
the intelligence that we thought it was. In this respect, 
the advent of biometrics, certificates and sophisticated 
document production techniques leads us towards a 
confidence in technology which may be slightly mis
placed. This is particularly the case when those on the 
side of ‘wrong’ manipulate the technology of those on 
the side of ‘right’ to their own ends. Over the past two 

decades, the author, and others, have repeatedly 
demonstrated how easy it is to manipulate this tech
nological assumption in support of other agendas. 
Essentially, there is an inherent risk in the assumption 
around the degree to which the machinations of tech
nology may inform intelligence. It is posited therefore 
that intelligence, in both the literal and more estab
lished sense, should be informing both the develop
ment and application of technology. Furthermore, 
within a given sphere of operations, this should be an 
endtoend process.

Document issuance
Let us consider a national identity and border control 
scenario in order to illustrate this point. Firstly, the 
area of documentation and document production. We 
have some impressive technology at our disposal with 
regard to document security features and associated 
checking. Similarly, with regard to individual identity, 
certain forms of biometric measurement can provide 
for interesting identity verification possibilities. 
However, if the document has been issued against a 
fraudulent identity, then its value is immediately 
compromised. Similarly, if the endtoend biometric 
functionality is architecturally weak (as many systems 
are), then our assumptions around the efficacy of the 
biometric verification transaction will be flawed. In 
other words, a lack of intelligence around the document 
production and issuance process has considerably 
reduced the effectiveness of this part of the equation. 
In this context, the lack of intelligence starts with our 
highlevel policies around document issuance, 
including the rigour with which claimed identities are 
verified prior to documentation. In some countries this 
is bordering on the comical. At least, it would be 
comical were it not for the tragic consequences that 
such weaknesses can lead to as, unfortunately, we 
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unnoticed. Furthermore, with no equivalence of realised 
performance across nodes, the broader system shall 
remain variable in its operation. If we aspire towards 
coordination and cooperation across systems, then 
this situation quickly becomes untenable as we can 
have little confidence in the results being presented. 
In addition, the variability between matching algorithms 
exacerbates this situation, many of them deployed in a 
‘one size fits all’ configuration with a single matching 
threshold which becomes less pertinent as numbers 
of users increase. From the broader perspective, the 
intelligence with which this collection of systems has 
been designed and deployed has been left wanting. 
There has been no central vision and little coordination 
across areas, often even within the same country. 
Consequently, while such systems – whether deployed 
for border control or other related purposes – have 
been of some value, we have failed to fully exploit 
their potential. 

Data analysis
Moving on to the data provided by such systems, there 
exists another area for intelligence in the way such data 
is collated, interpreted and used and the timeliness of 
such analysis. This area may be divided between real
time, or near realtime analysis, and specific analysis 
for forensic intelligence purposes. For the former, the 
key lies in automation and intelligent correlation 
among currently known information. This would allow, 
for example, the tracking of identities which, for one 
reason or another, have become of interest, and the 
ability to stall a transaction if required. This infers an 

witness all too frequently in the world’s media. Included 
in this rigour should be an intelligence around informa
tion correlation and the ability to identify associations, 
patterns and trends. One wonders how many document 
issuing agencies are really equipped to apply such a 
level of intelligent processing. Certainly, there will be 
some significant variations in this respect. Furthermore, 
there is a higher level of intelligence, around national 
policy, which should be informing and supporting this 
operation. In too many cases, that higher level of intelli
gence seems to be either confused or nonexistent.  
No wonder we have so many legitimate, but fraudulent 
documents in circulation, reflecting an even greater 
number of fraudulent identities.

Use of biometrics
Let us turn our attention to the use of biometrics and 
the assumptions around such usage. Once again, the 
efficacy of a given biometric identity verification pro
cess will be proportional to the intelligence behind its 
inception and deployment. Given the use of fraudulent 
identities as outlined above, many deployed biometric 
‘systems’ simply serve to support and reinforce the 
fraud. At best, they can verify that an individual who is 
aligned with a particular identity, which may or may not 
be genuine, has accessed a service (whether crossing 
a border or some other action) where the checking 
system is in place. While that has some value in itself, 
it is not necessarily reflecting the aspirations we had for 
this technology. Within such automated transactions, 
false negatives will be noticed but false positives, 
which is what we are really interested in, shall pass 
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the intelligence with which a common vision is 
developed and orchestrated. It is within our grasp if 
we have the will to pursue it.

Conclusion
We have achieved much in the technological world. 
But we must be wary of an overreliance on technology 
and, especially, unqualified assumptions as to what 
technology is actually providing. Technology itself is 
not intelligent. It is the manner in which it is designed 
and, in the case of information technology, programmed 
by human beings, which imbues it with the appearance 
of intelligence. Consequently, the perceived intelligence 
inherent within a given technological process, will be 
a product of the designers of that technology and 
process. The objective of technology designers is to 
sell technology. Therefore the focus is upon technology 
for the sake of technology, aligned with perceived 
requirements within a given area. This has some merit, 
but is not always the most efficacious approach.

A better model would be to be driven not by technology, 
but by intelligence. To adopt a deeper intelligence not 
only in the definition of our objectives, but also in the 
requirements of meeting those objectives, the rele
vance and prioritisation of those objectives within our 
contemporary world, and the best way of orchestrating 
and meeting those objectives. Furthermore, this 
intelligence needs to be wrapped into a common 
vision (among likeminded nations) and a clear plan of 
execution. We may then explore available technology 
and undertake a gap analysis which, in turn, may drive 
future technological development. Actually, this is 
very easy to do, if we can get around the inevitable 
politics and associated red tape which serve to fog our 
thinking and hamper our ability to move forwards. 
What we need now, is someone to step forwards, 
perhaps a specific government agency, and volunteer 
to take the lead, together with the associated responsi
bility, in coordinating our joint intelligence towards a 
shared vision for the future. We have achieved a good 
deal in recent years, but in a rather fragmented manner. 
It is time to take a more coordinated, intelligenceled 
approach. There are some obvious mechanisms for 
pursuing such an objective, if we have the will to do so.
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intelligent and timely linkage to information sources 
such as watch lists and other pertinent information. 
For off line or ‘out of real time’ analysis the key will also 
lie partly in automation, but also with the architecture 
of linked data sources. There is much discussion around 
Big Data and what the concept may bring to many such 
situations. However, it is not so much the volume of 
data which is important, but the intelligence with which 
it is analysed and, very often, the timeliness of its 
provision. These are areas where, once again, the 
technology and technical architecture are best 
informed by intelligence.

Government responsibility
Some simple scenarios have been described with which 
to illustrate the point. A number of such scenarios 
typically fit together, like pieces of a jigsaw, in order to 
provide the broader perspective around a particular 
function. This broader perspective, which may exist 
upon both national and international levels, needs to 
be carefully conceived, designed and orchestrated in a 
manner which delivers the end objectives. This should 
not be driven by technology suppliers, but by Govern
ment. It is Government which should define the 
objective, agree and articulate the relevant polices, 
design the operational processes, ensure that the 
proper resources are in place and, finally, deploy and 
manage the appropriate systems. This should be 
undertaken as an holistic endtoend process, including 
the provision of the necessary coordination and col
laboration among agencies as required. In short, the 
vision, and the execution of that vision, should be the 
preserve of Government. In our increasingly connected 
world, this may mean a consortium of likeminded 
agencies who are driven by the same ideals and 
objectives, across both civil and official areas 
(including military where appropriate), with a common 
understanding of the issues with which they are faced. 

This may sound like an impossible task given the 
fragmentation that exists within many administrations. 
However, there are ways in which it could be achieved 
using, for example, a layered, systematic approach 
which covers all areas in a uniform manner. There is 
scope perhaps for a single agency or national adminis
tration to take a lead in this context and gather around 
it a consortium of interested parties. The concept of an 
International Identity Foundation, as previously 
described by the author, might be a way to start such 
a collaboration.[1] Actually, with some clear thinking 
and a fresh perspective, it would not be difficult to 
describe the technical, political and operational 
architecture required in order to substantially improve 
the current situation. This is another sort of intelligence: 
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